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1 SUMMARY
a) Connect: Direct™ technology is one of the channels which tax representatives can submit limitless third-

party data to SARS. The submission of third-party data file by third-party entities, forms part of the SARS
third-party data reporting process. SARS third-party data systems receive and process information as per
appropriate legislation, Government Gazette and External BRS documents aligned to international best
tax practices.

b) This guide describes the process to submit third-party data files to SARS via the Connect: Direct channel.
This includes the various steps required for submission such as the enablement of eFiling users, data
preparation, submission of the data/file and finally the declaration of the data file submitted to SARS.

2 INTRODUCTION

a) South African Revenue Service (SARS) implementation of Third-Party Data Platforms enables third-party
entities to submit third-party supporting data to SARS via the following channels:

i) eFiling (via a data submission form with a limited volume only)
ii) Direct Data Flow (by using the Connect: Direct™ technology)
iii) Direct Data Flow (by using the Secure Web: HTTPS)

b) Selecting the Connect: Direct™ technology channel to submit third-party data to SARS, ultimately allows
users to submit bulk data, reduces the overall administrative burden of large volume data transfer, shorten
data processing cycle times, and provide for faster feedback.

3 THIRD-PARTY DATA FILE SUBMISSION PROCESS

a) Third-Party data submission process pertains to the following operational segments; registration,
activation, enrolment, submission, and the declaration of submitted data. Registration, activation, and
enrolment are vital for the use of eFiling and the submission of third-party data files to SARS. However
once successfully completed, submission and declaration are the two operational segments that should
be followed during the required periodic third-party data submissions.

b) Do note the following pertaining to the submission of third-party data file:

i) Taxpayers who want to use the Connect: Direct™ technology channel must have eFiling profiles
to enrol for this channel and activate it on eFiling.

ii) Taxpayers choosing to use the Connect: Direct™ technology channel should be in possession of
a SARS security certificate. Furthermore, after a successful submission of the third-party data file,
taxpayers are required to declare the accuracy of the submitted data to SARS by authorising the
data submission.

c) The following tax types can be submitted via the Connect: Direct™ technology channel.

i) IT3 (b), (c), (d), (e), (s) and (1),

i) INS, MED,

iii) TRN (Tax Reference Number Request),

iv) Foreign Tax Information (FTI) and CRS.

3.1 Connect: Direct channel third-party data file submission process

a) The third-party data submission process using the connect direct channel pertains to the following phases
described on the figure below.
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Figure 1: Connect: Direct Channel Submission Process
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b) Enable eFiling users.
i) Enrol the organisation and eFiling users for third-party data submission on SARS eFiling.
ii) For more information on eFiling registration, activation, and enrolment, refer to the following guide.
A) GEN-ENR-01-10 - Manage Submission of Third-Party Data - External Guide
c) Request SARS certificate
i) Request the SARS certificate on eFiling
d) Prepare third-party data file.
i) Prepare a data file as per specified BRS.
e) Submit prepared third-party data file.
i) Submit the prepared data file on the SARS Production environment using the Connect: Direct
platform.
f) Declare submitted third-party data file.
i) Declare the submitted third-party data file by submitting the specified declaration form via eFiling
to SARS.
4 ENABLE EFILING THIRD-PARTY USERS
a) This section describes eFiling users that are required for the necessary administration and submission of
third-party data to SARS.
4.1 eFiling Users required for the submission of third-party data
a) Non-eFilers wishing to use the Direct Data Flow channel should register for eFiling at
www.sarsefiling.co.za
b) To manage third-party data submission, third-party entities should have the following three users allocated
for the enrolment and submission of third-party data to SARS.
i) Business Administrator — This user is the same as the current eFiling full administrator (registered
representative). The role of this user is to enrol the legal entity/organisation that will be submitting
data to SARS and the Technical Administrator. The entity/organization is not required to allocate a
new eFiling administrator (registered representative) for the purposes of third-party data
submissions if one already exists.
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ii) Technical Administrator — The role of this user is to request the SARS security certificate and to
enrol Technical Users. Where the entity/organization decides to change the Technical
Administrator, a new Technical Administrator should be added before the existing one can be
removed. Also note that there should always be at least one Technical Administrator for each
enrolled organisation.

i)  Technical User — The role of this user is to submit the data files to SARS via the Connect: Direct™
technology channel. An entity/organization can have multiple Technical Administrators and
Technical Users to allocate work according to the organisation’s requirements. Do note that the
Technical User must be a different person from the Technical Administrator.

4.2 Third-Party data user roles on eFiling
a) To access the third-party data platform on eFiling, proceed as follows:
i) Login on eFiling
ii) Once logged into eFiling, on your Organisation’s work page, click on Services in the top menu

bar.
A) From the side menu options, select Enrol 3rd Party Data.

User Organisations  Retums. Customs  Duties & Levies

§ Organisation

How do | use Services?

= How does the service operate?
= How do | request a directive?
= How long will it take to get a Directive?
= How will | be notified when the directives have been issued?
= Moving Directives to History
+ Viewng History
IRP3e & ITS5L
= Duplcating a Directive
» Resubmitting a Declined Dwective and viewing reasons why
= Cancelling a successful Directive
Enrol Technical Admin
How does the service operate?

Request Certificate Login using your login name and password. Once logged in 1o the service you will have four main areas of the service — depicted at the top left of the screen below the SARS eFiling
i PR i ‘ogo: Users, Organisation, Returns, Services
» Within USER you can register additional users, assign user nights, and change user details
« Within ORGANISATION you can register organisations, change organisation details. register tax types, register banking details, and set up hierarchies, workfiow and notifications
= Within TAX RETURNS you can view tax retums issued, complete and submit tax returns 10 SARS. You can also view tax retums history, make payments to SARS and view
payments. history
Within DIRECTIVES you can request, complete and submit directives to SARS. You ¢an also wiew diractive history, duplicate. archive and pant a hard copy. Once a directive has
been issued s can, if necessary, requast that it be cancelled

Secure File Submission ke b

« Click on DIRECTIVES. then within the left hand menu oplion chick on request
= Click on the type of Disective i.e.. Form ASD, Form B, Form C, IRP3a, IRP3b or IRP2c

» Click on the particular form to open. Complete the information required 70 ASK A QUESTIONT
s _‘You are then able to SAVE that partcular fiorm — should vou wish 1o submit at a later stage_the Directive will ba ptaced in PENDING 2

b) Under the Enrol 3rd Party Data option the following sub-menus are available:

i) Do note the menu options and which user role can access the service.

Enrol 3rd Party Diata

Enrcl Organisation

Sub-Menu { Accessed by role

Enrol Organisation Business Administrator (eFiling Administrator)

Enrcd Technical Admin

Enrol Technical Admin Business Administrator (eFiling Administrator)

i o Request Certificate Technical Administrator

Enrol Technical User Enrol Technical User Technical Administrator

Submission Dashboard | Technical Administrator/Technical User

Submission Dashboard

Secure File Submission | Technical User

Secure File Submission
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ii) Also note that the Technical User is responsible for submitting the third-party data file via the
Connect: Direct channel to SARS.

5 VERIFICATIONS FOR A SUCCESSFUL THIRD-PARTY DATA SUBMISSION

a) eFiling has prerequisites for a successful third-party data submission. This section details these and
describes how the user can navigate on eFiling to make these verifications.

b) Where the user has verified that these has not been done for their organisation, kindly refer to the following
external guide:

i) GEN-ENR-01-10 - Manage Submission of Third-Party Data - External Guide

c) However, where the user is continuously experiencing problems, kindly notify SARS via the following
email address: Bus_Sys CDSupport@sars.gov.za

5.1 The Business Administrator has been enrolled
a) The Business Administrator is the Registered Representative of the organisation.
b) To activate a Registered Representative, proceed as follows:

i) Select Organisation on the main menu.

ii) Select SARS Registered Details

i)  Select Activate Registered Representative
iv) The Activate Registered Representative page will be displayed.

e ¥ SARS @runc Home User Organisations Refums  Dufies & Levies  Services  Tax Status Contact Log Out

Organisation

Bulk Registration

Admin Reports
Activate Registered Representative
Segts Caonps Activate Registered Representative
Confirmation of Registered User
SARS Registered Details s
There are two ways to be activated as a Registered User This ‘Activate Registered Representative’ function
is intended only for the activation of and is not intended for use by Tax
Notice of Registration Emciiioners
Are youa ?
Registration Maintenance A Registered Representative is a person who is appointed with full rights to act on behalf of the Legal Entity
(e.g. Companies, Trusts, etc.) They are often Public Officers, Accounting Officers. Trustees or
Administrators of companies, Trusts, Welfare Organisations, efc. A Legal Entity can only have one
Activate Registered Registered Representative
Rej ative s =
Are you a Registered Representative acting on behalf of an Individual?
Ma Registered Users
a

M

SARS only allows i i in respect of Individuals in the following
circumstances:

« Executor acting on behalf of a deceased or insclvent estate.
= Parent acting on behalf of a minor;
Appointed Administrator acting on behalf of a legally incapacitated Individual

- Appointed Administrator acting on behalf of an Individual in extended absence (e g. Imprisonment or
Saved Details overseas)

Maintain Registered Details Arevoun o

History You are a Registered Tax Practitioner if you are a person who, for a fee, provides advice to any other person
with respect to the application of a tax Act or who completes or assists with the completion of a2 tax return
and you are with a Gontrolling Body (RCB) as well as with SARS

Merge Entities

Select the appropriate button below to activate yourself as the associated Registered User.

Entity Merge History Activate Registered ReEﬁentahv: | [Activate Tax Practitioner |

fiud LIVE CHAT {55 askaquesTion?

c) Click on Activate Registered Representative
i) The Registered Representative page will be displayed.
d) Click on Open to view more details of the registered representative.
e) Where the organisation has not activated the registered representative, kindly refer to the following guide.

i) GEN-ENR-01-10 - Manage Submission of Third-Party Data - External Guide
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5.2 The organisation has been enrolled for the submission of third-party data via

a)

Connect: Direct

To submit the data file, the third-party entity (organisation) should be enrolled to submit third-party data
via the Connect: Direct platform.

To validate whether this has been done, proceed as follows:
i) Select Services from the main menu options.
ii) Select Enrol 3" Party Data from the left menu options

iii) Select Enrol Organisation

The following screen should be displayed.

e SARS @reo Home User Organmatons Returns Customs  Dubes & Levies  Services  Tax Stshs  Conitact Log Gt

Enrol Organisation for 3rd Party Data Submission

DRGANE SATHOM DF TAR S

Crganination Mame: The orgars 3ton refected on Bhe kel 3 The Crganmaton Bt
Regisk stion Numbes Yo R e e B3 aeecd fx T subamedsaon of Jed Pacty Data
Trading As:

Physical Address:

Total Number of Tech Admins's: 1
Total Nember of Tech wsers’s: 1

Reterence Mumber:
Channels ensoling for  Conrmct Cimmct Legal entty erwoled

+ Securs Web (hips)  Legal entty errcled

ASK A QUESTIONT

d) Note that the enrolled channel will be checked. Additionally, where the organization has been successfully
enrolled, the status will read as Legal Entity Enrolled.

e) Where the status reads as Legal Enrolment Requested. This implies that SARS is still validating the
enrolment.

f) Where the organisation has not been enrolled successfully (Connect Direct channel is not checked on the
Enrol Organisation for 3 Party Data Submission page), enrol the organisation as per external guide:
i) GEN-ENR-01-10 - Manage Submission of Third-Party Data - External Guide

5.3 The Technical Administrator has been enrolled

a) The Business Administrator is responsible for enrolling the Technical Administrator.

b) To validate whether the Technical Administrators have been enrolled successfully, proceed as follows:
i) Select Services from the top menu option.
ii) Select Enrol 3 Party Data, from the left menu option.
iii) Select Enrol Technical Admin

c) The screen below will be displayed. The Enrol Technical Administrator for 3™ Party Data Submission page
will display all the Technical Administrators. Additionally, the associated status of the Technical
Administrators regarding their enrolment and activation will be displayed.
i) Take note of the status of the applicable Technical Administrator. The status should read as “Link

Enrolled”.
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Enroll Technical Administrator for 3rd Party Data Submission

ORGANISATION DETAILS

Organisation Name:

Registration Number:
Tax Reference:

[ NAME D NUMBER/PASSPORT NUMBER ENROLLMENT DATE STATUS ]
Link Enrolled Ogen

Find Technical Administrator

d) Where the Technical Administrator has not been enrolled or does not appear on the page, refer to the
following guide to invite and enrol the Technical Administrator.

i) GEN-ENR-01-10 - Manage Submission of Third-Party Data - External Guide

5.4 The tax type for submission has been activated
a) The Business Administrator is responsible for activating the tax type for submission.
b) To validate whether the tax type has been activated, proceed as follows:
i) Login to your profile
ii) On the left menu
A)  Select Organisation

B)  Select Tax Types
C) Select Manage Tax Type

e VSARS @i Home User  Organisations Retms  Customs Duties & Levies Senvices  TaxStaws  Contact  [EEESTeRS

My Profile

Portiolio Taxpayes

~ i Organisation ()

Tax Type Request Summary
The following action has been taken against these tax products

Tax Type Description Reference Number Action

cBC Activated

m3 Activated

Medical Scheme Contribution Activated

Activated

Activated

= askaquestion

c) Do note that the screen will display all the activated tax types. Where the desired tax type under for
submission is not displayed or under Action is not Activated, proceed to activate the tax type, by
referring to the following external guide:

i) GEN-ENR-01-10 - Manage Submission of Third-Party Data - External Guide

5.5 The Technical User has been enrolled
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a)

b)

Enr

ol

Sec sion
My TP Configuration
S ——

The Technical Administrator is responsible for enrolling the Technical User
To view all the enrolled Technical Users, proceed as follows:

i) Select Services from the top menu option.

ii) Select Enrol 3" Party Data, from the left menu option.

iii) Select Enrol Technical User
iv) The Enroll Technical User screen will be displayed

e VSARS @ runo Home: User  Ovrganisations Retums Cusioms Duties&Levies Services  TaxStats  Contact Log Out

Enroll Technical User for 3rd Party Data Submission

ORGANISATION DETAILS

Organisation Name:
Registration Number:
Tax Reference:

P MAME D NUMBERIPAS SPORT NUMBER ROLLMENT DATE Starus

Role Enrolled Open

re Fil ubmi

I3} ASK A QUESTION?

c) All the Technical Users with the associated status with regard to their enrolment and activation will be
displayed on the screen.
i) On the STATUS column, the status Role Enrolled should be displayed. Where the status is

displaying Role Enrolment Requested, this suggests that SARS is processing the enrolment.

d) To view the details of a Technical User,
i) Click Open next to the relevant user.

d) Where the Technical User does not appear, or has not been enrolled, proceed to enrol him/her referring
to the following guide:
i) GEN-ENR-01-10 - Manage Submission of Third-Party Data - External Guide

6 REQUEST A SARS SECURITY CERTIFICATE

a) It is important to note that before a successful submission, third-party data entities should request a
security certificate from SARS. The security certificate is only valid for 12 months from the date it was
issued.

6.1 How to request a SARS security certificate

a) The Technical Administrator requests SARS security on behalf of the entity. Additionally, the Technical
Administrator should have been enrolled successfully to request the security certificate from SARS. This
security certificate is required for the submission of data via the Connect: Direct channel.

b) To request the security certificate from SARS, the Technical Administrator should proceed as follows:
i) Login to eFiling
i) Select Services on the main menu.
iii) On the left menu option
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A)  Select Enrol 3" Party Data
B)  Select Request Certificate,

c) The Request Certificate screen will list all certificates that were issued for that taxpayer. Initially this list
will be empty. Click Request New Certificate to start a new certificate request process.

Other Services

e WSARS @remec User Ovganisations  Retums Customs  Duties & Levies  Senvices Tax Status Contact

folo
Tax Directives Qrganisation

Request Certificate for 3rd Party Data Submission

Organisation Name:
Registration Number:
Tax Reference:

[ Modehome —pAddress  ReaestDmie  Stows  oxpyowe |

Enral Tachnical Uiser No Records availiable for your selecBon

Submission Dashboard Requesthiew Comtcan

Secure File Submission

My TP Configuration ‘ -} ASK A QUESTIONT

d) You will be requested to accept the Terms and Conditions (T&C) that govern the use of this service by
ticking the box next to | have read and accept the above conditions. Once the terms and conditions
have been accepted, click Continue and Request. Please note that unless the terms and conditions are
accepted, you will not be able to proceed to the next step.

e VSARS @rwnc ] User Organisabons  Rietums Custorns  Dubes & Levies  Senaces Tax Status Contact Log Out
Other Services
Paetl

Tax Directives i Organisation

Tax Direc prior 2017

SARS SUBSCRIPTION TERMS - SARS LAWTRUST 3*0 PARTY DATAENTITY CERTIFICATE

*LEAS! READ THESE SUBSCRIPTION TERNS CAREFILLY BEFORE INSTALLING. UNGRALING OR USNG THE
JIATA CNUTY CCRUTICATE FROM THE SOUTIE ATRCAN REVINUL SERWICE {"5aR5™). INSTALLATION AND

JSE OF SUCH DATA ENTITT CERIIFICAIE BY THE USEN IMFUES ACCEPTANCE OF THE TERMS AND
CONDITIOME CONTAINED HEREIM.

ortificate I.  PREAMBLE

1.1 FARS ot et ue the #-Fliag Svabemn for cavarve sellasiion sndle: povmant prssise

Enrel Technical User anel SARS aniret sacurity of ite systers inclusing ke informatisn treremition channsi
uelilizard I fevmenmis far lee purnoms In redee in aehieva sacarty foe faa afsramantinned
mhemmnaly, LA bhes smrmad She Db Frdily Cmdfiemta which fhe S omneriar b enmuinndd bo

Submigsion Dashboard

hiaue in ceder o Becen and Lk 1Re &Flaglytem

Although 5 ARS provide: the Data Edtity Cerfificate to the iubscrber, the Subscriber

Chcure Fils il azkeevdedges and agracs that the Oobo Exdily Codifieats b nob @ pradust or servize
rendired by TARS, Bt That ot § @ orochact oF servicd of LAW At By downicadng onde
irebaling tha Dala Entity Carificate. the Airhadmad Reprasaniative

My TP Configuration

-7} ASKA TION?
metraanty et b i st b rensdint a5 skt the Casifants Anplieation yoo) ASKAQUESTIO
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User Organisaons  Helumns. Cusioms  Dubes & Levies  Senaces Tax Status

Other Serv

Organisation

e p S . ———— 8 g B o ey
fure ond fhe Suoecsicer Inchuding fhe Athoried Reoreter oie underoie ot

thay will Aa! 8 or parmil ernvifirg 13 B8 done which will Somariivive Fhe &-Fkng Ivilem
MGG 3 AR NETIVONT BACAITY INPOINVCTre

a3 T St e | @apem ot g d b ise s Bacemiantaf e daes -

Ervity Cartifeate in am morest wheh mov compionriie the ety

aiing TRy eiuers pasry o L aRS P, 0 ey ina P

wyitmm, or farmper wit s e Dt Bty Sart

% 080N 1o Delievie TRaT ary of Ihe Auhotied Repsssendatves 8 nol 0Ds0ng DY
3 #i Terrin Gl Condiirs SARD sholl iwrrradiilely. wilhiut

rHitled requsdd LAW ral to sapand the

cots ana the Tubuerihar wil ke aclgeaten ine (i) sme e v T
e T 1 il f Tl D ird TG, (5] G 1 % G Cmiiniey Oradiie
wirts, T fuluir U ot msvirmvihpes o arem | ol il Sndsny
e 3 Mtuty EpEIEE Gunng The Irarsmaien f Bote I5GN B9
nchodng LAW e shal noi be ha'd meponible for amy
I GF CAPTUENCA CF BI10 WICAIS BaEn NONUTHEd M ONRA/o! SuBIerDar )

macrine. Tre fik ol Tt SoCmence TRal emain witn foe § UoICr De:

s oad 9 GCEEA U SDGTe Lo (TICK 1 :Lu;@

e =

(\_ Crnbniss ard Ragques| )
e e

Secure File Submiss

My TP Configura T3 ask aquesTION?

User Organ Log Qut

Taxpaye

- o t Organisation

Request Certificate for 3rd Party Data Submission

ORGANISATION DETAILS

Organisation Name:
Registration Number:
Tax Reference:

Enrol Technical
Admin

Please capture the following detail of the Channel that will be connecting to SARS

Channel Secure Web (https/Connect: Direct)
Interface Name:
Enrol Ted e To generate your certificate, please enter the Interface Name and select Manually below.

Subit Manually - Once you have completed the Interface Name and clicked the Manually radio button, please click continue

Continue

e) Capture the Interface Name

i) Do note the Interface Name for future reference.

f) Select Manually
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g) Click on Continue

h) The following screen will be displayed.

e VSARS @runc Home User  Organisations Retums Customs Duties & Levies Services  TaxStatus  Contact LR
Other Services

Taxpayer

Tax Directives ki

b * t Organisation

Tax Directives - prior

Additional Services

§ Request Certificate for 3rd Party Data Submission
a.

Certificat 'ORGANISATION DETAILS

Enrol 3rd Party Data Organisation Name:
Registration Number:
Enrol Organisation Tax Reference:

Enrol Technical

Admin
Please capture the following detail of the Channel that will be connecting to SARS
Channel Secure Web (https/Connect: Direct)
Interface Name: GGN2024

Instruction: Please note that you will receive two emails in your inbox. Follow the link to download the certificate and manually install it on
the appropriate server. The emails will include:

1. Reference Code
2. Authorization Code and Registration Link
SARS _INCOME_TAX_GGN2024

> Configuration gu&aﬁ =

it LIVE CHAT ) askaquesTion

i) Do note the message displayed on the page.
i) The user will receive two emails from SARS. The emails will contain the following:
1. Reference Code
2. Authorization Code and Registration Link

j) Click on Request Certificate

k) The following pop-up screen will be displayed.

@ secure.preprod.sarsefiling.co.za

"Request Certificate” message successfully sent. Please await the
"Certificate was issued” confirmation, along with two emails sent to
your inbox,

) Take note of the message and click on Ok.

m) Do note that if there is an error in your request, the following message will be displayed.

There has been an error. Please try again or contact us if the problem persists

n) To resolve, please try again.

0) Where the certificate was issued successfully, the following screen will be displayed.
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Request Certificate for 3rd Party Data Submission

ORGANISATION DETAILS

Organisation Name:
Registration Number:
Tax Reference:

Please capture the following detail of the Channel that will be connecting to SARS
Channel: Secure Web (https/Connect: Direct)
Interface Name: GGN2024

Your certificate has been successfully issued
Status: Certificate Issued
| Revoke Initiation | Renew Certificate

p) Note the two buttons:

i) Revoke Certificate — You have the option to revoke a security certificate. If Revoke Initiation button
is clicked, a pop-up message will be displayed informing you to contact the Third-Party Data
Support team. There will also be a hyperlink to kick off the email sending
(Bus_Sys CDSupport@sars.gov.za) process on the pop-up.

Tao revoke the Certificate please contact 3rd
Party Data Support

Bus Sys CDSuppordi@sars.qov.za.

Please include the Certificate Channel and
Interface Name.

ii) Renew Certificate — Security certificates are only valid for 12 months from date of issue. The
Renew Certificate button will only be available 30 days prior to the expiry date.

q) Proceed to your email to access the Authorisation code and Registration link.

r) The emails sent through by SARS will be displayed as follows:

GEN-ENR-01-G01 — Guide for the submission of Third-Party Revision: 7
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File Message Help Q@ Tell me what you want to do
= 2 | @0] | a3 pary data b = FAMork Unread | O ) ek |

s = C ) {

» I O |25 E S EECS e |- | A DD | 82 | Q] B4 | ©

£~ Delete Archive | Reply Reply Forward Shareto | All - — | Move Assign Read Immersive | Translate | Zoom Reply with Viva

e All v | Teams | Apps Haden Eivast = ~ [B~ | Policy~ P8 Follow Up ~ Iy v | Aloud Reader - Scheduling Poll | Insights

Delete Respond Teams Apps Quick Steps & Move Tags ! Editing Immersive Language Zoom Find Time Add-in ~

Authorization Code and Registration link
@ norepIVE @ | € Reply | &) ReplyAll | —> Forward [~

ALTRON

To © Wed 2024/01/17 11:32 AM

SECURITY

Authorisation Code and Registration Link
2024/01/17 11:31:51 AM

You have been enrolled for a new certificate.

Please use the Reference Code from a previous email or SMS and this
Authorisation Pass Code to retrieve the certificate from the link below.

OCE6-DUZJ-FEAD

i) Do note the Authorisation Code and the Certificate Link on the email.
File Message Help Q Tell me what you want to do
o o] | [E83ed Party data - FIMark Uniead | O ) | =%
= B2 3E &6 g ™ 1 Q . &
S [@ - &5 (S > To Mansger = @ % B8 Cotegorize~ | 21+ A q‘ | a= d‘]
£~ Delete Archive | Reply Reply Forward Share to Al =4 3 =1 | Move Assign Read Immersive | Translate | Zoom Reply with Viva
All (=3 0 Teams Apps e, Erad « [B~ | policy~ PO Follow Up~ [y ~ | Aloud Resder | - Scheduling Poll | Insights
Delete Respond Teams Apps Quick Steps & Move Tags i Editing Immersive | Language | zoom Find Time Add-in ~
Reference Code
noretin ®© | © Reply | € ReplyAll | = Forward | | K | | =*-
To @ Wed 2024/01/17 11:32 AM

ALTRON

SECURITY

Reference Code
2024/01/17 11:31:51 AM

You have been enrolled for a new certificate.

Please use the Reference Code below when retrieving the cemﬁcgle

when you receive the next email.

04218160

i) Do note the Reference Code on the email.
s) Proceed to retrieve the certificate as follows:

i) Click on Link to retrieve Certificate from the email sent by SARS.

Authorisation Code and Registration Link

2024/01M17 11:31:51 AM

You have been enrolled for a new certificate.

Please use the Reference Code from a previous email or SMS and this
Authorisation Pass Code to retrieve the certificate from the link below.

OCE6-DUZJ-FEAD
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ii) The SARS Third Party Data page will be displayed.

-V SARS

The following options are available to assist you in the management of your account.

Generate My Digital ID

A digital 1D (also known as an electronic identity) contains all of your cryptographic information. If you have received activation codes from your
administrator you can generate your digital ID by using the activation codes received from your registration request.

Next »

iii) Click on Next

= ¥ SARS

SARS Third Party

Generate Digital ID

Generate Entrust PKCS12 Security Store
Reference Number and Authorization Code are required

* Reference Number

* Authorization Code

Generate PKCS12

iv)  Complete the Reference Number and Authorization Code sent through via email.

A)  Click on Generate PKC12
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-V SARS

SARS Third Party PreProd

Generate Digital ID

Generate Entrust PKCS12 Security Store
Reference Number and Authorization Code are required

04218160

OCE6-DUZJ-FEAD

Generate PKCS12

V) Once completed the following screen will be displayed.

- W SARS

SARS Third Party PreProd

Generate Digital ID

Generate Entrust PKCS12 Security Store
Password and Confirm Password are required

* Password

* Confirm Password

Generate PKCS12

A)  Complete the Password as requested.
B) Once completed, click on Generate PKC12

vi)  The following screen will be displayed.
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b)

Downloads B oQ -

SARS Third Party

Generate Di D

Generate Entrust PKCS12 Security Store |,

1 Your PKCS12 file will be downloaded shortly. See more l

Manage My Account

vii)  Download the file according to your PC settings.

* ¥ SARS

SARS Third Party

Generate Digital ID

Generate Entrust PKCS12 Security Store

@ Your PKCS12 file will be downloaded shortly.

Home

Manage My Account [%

On eFiling the status will display as Certificate Issued.

GEN-
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Other §

Request Certificate for 3rd Party Data Submission

Tax Directives ORGANISATION DETAILS

Organisation Name:
Registration Number:

Tax Reference:
Additienal S

Open

GGN2024 0 Certificale Request Error, please try again Open
GGN2024 0 20231202 Certificate Issuad Open

Request New Certificate|

L

Configuration

6.2 How to import a SARS security certificate

a) To access Internet Options, on the Windows Search bar, type Internet options and the screen below will

be displayed.
o
General |Sec:|..|ri1::.-I I Privacy I Content I Connections I Programs I Advancedl
Home page
{ To create home page tabs, type each address on its own line.
=k -

[ Use current ] [ Use default ][ Use blank ]

Browsing history

) ’fI_I Delete temporary files, history, cookies, saved passwords,
- and web form informaton.

[] Delete browsing history on exit

[ Delete... ] [ Settings ]

Search

D cranoe search defaus
Tabs

" | | CcChange how webpages are displayed in

— t=bs
Appearance
[ Colors ] [ Languages ][ Fonts ] [ accessibility ]

[ O ] [ Cancel ] Apply

i) Click on Content

GEN-ENR-01-G01 — Guide for the submission of Third-Party Revision: 7 Page 18 of 33
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nternet Options o)
| General I Security I Privacy | Content | Connections I Programs I Advancedl
Content Advisor
9 Ratings help you control the Internet content that can be
~ . wiewed on this computer.
[ @Eﬂtﬂe... ] | @Segﬁngs
Certificates
Use certificates for encaypted connections and identification.
[ clearssistate || certificates ] [ Publishers |
AutoComplete
= AutoComplete stores previous entries [ Settings ]
S on webpages and suggests matches
for you.
Feeds and Web Slices
@ Feeds and Web Slices provide updated [ Setbings ]
| content from websites that can be
read in Internet Explorer and other
programs.
[ QK ] [ Cancel ] | Apply

ii) Click Certificates

Learn more about certificates

Intended purpose: [-ﬂﬂ:r vl
Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatio * | *
Izsued To Issued By Expiratio...  Friendly Mame
SARS 1999004543... LAWtrust2048 CA 2014/02/18 SARS 19990046...
@SARS 2006000073,.. LAWirust20438 CA 2014/0318 SARS 20060000...
@SQRS 2010025083... LAWtrust2048 CA 2014/04/11 SARS 20100250...
Import... ] ’ Export... l [ Remove Advanced
Certificate intended purposes
<All=
View

Effective Date: 19 March 2024
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b) Select the Certificate and click Import

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

o This wizard helps you copy certificates, certificate trust
i - lists, and certificate revocation lists from your disk to a
- certificate store.

& certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

= Back f MNext= | [ Cancel ]

i) Click Next.

c) Click Browse and search for the path where the certificate is saved.

Certificate Import Wizard

File to Import
Specify the file you want to impart.

File name:

TESTING SARS Browse...

Mote: More than one certificate can be stored in a single file in the following formats:

Persanal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (.S5T)

Learn mare about certificate file formats

i) Click Next.
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Certificate Import Wizard E

Password

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[ Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

[#indude all extended properties.:

Learn more about protecting private keys

d) Enter a password and click Next.

e) Select Automatically select the certificate store based on type of certificate.

Certificate Import Wizard E

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

@ Automatically select the certificate store based on the type of certif

() Place all certificates in the following store

Certificate skore:

Personal Browse...

Learn more about certificate stores

) Click Next.
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Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

You have spedified the following settings:

Certificate Store Selected e de S et Rl 4
Content PFX

File Mame D:\sers\s 10128 27\ Desktop
« m " 3

[ <pack [ Finsh | [ cancal |

ii) Click finish.

Intended purpose: [<AH:> v]
Personal | Other People | Intermediate Certification Autharities | Trusted Root Certification * | *
Issued To Issued By Expiratio...  Friendly Name
@SARS 1999004643... LAWiust2048 CA 2014/02/18  SARS 19990046...
@SARS 2006000073... LAWtrust2048 CA 2014/03/18 SARS 20080000...
@SAF‘.S 2010025083... LAWtrust2048 CA 2014/04/11 SARS 20100250...
E Import. .. i [ Export... ] [ Remaove Advanced

Certificate intended purposes

<All=
Wiew

Learn more about certificates

f) Select the import file and click on Import
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Importing a new private exchange key @

An application is creating a Protected item.

CryptoAF| Private Key

Security level set to Medium [ Set Securty Level ... ]

F 0K ]| Cancel || Detais.. |

i) Click OK

Certificate Import Wizard

==

a e

The import was successful.,
~ 4

6.3 How to export a SARS security certificate

a)

Effective Date: 19 March 2024

To access Internet Options, on the Windows Search bar, type Internet options and the screen below will

be displayed.

Internet Options

| General I Security I Privacy | Content | Connections I Programs I ﬁu:lvarlcedl

Content Advisor

@ Ratings help yvou control the Internet content that can be
wiewed on this computer.

Certificates
Use certificates for encrypted connections and identification.

[ Clear S5L state ] [ Certificates ] [ Publishers ]

AutoComplete

% AutoComplete stores previous entries

on webpages and suggests matches
for you,

Feeds and Web Slices

E Feeds and Web Slices provide updated
R

content from websites that can be
read in Imternet Explorer and other

programs.

[ | =<
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b) Select Content

c) Select Certificate

ﬁm{)p'ﬁn'ﬁ

Internet Options >
| General I Security I Privacy | Content | Connections I Programs I Aduanoedl
Content Advisor
@ Ratings help you contral the Internet content that can be
s viewed on this computer.
E‘“@Enatﬂe { | '@:‘Sei_:tings
Certificates
Use certificates for encypted connections and identification.
[ Clear S5L state ] [ Certificates ] [ Publishers ]
AutoComplete
== AutoComplete stores previous entries [ Settings ]
= on webpages and suggests matches
for you.
Feeds and Web Slices
E Feeds and Web Slices provide updated [ Settings ]
£y content from websites that can be
read in Internet Explorer and other
programs.
[ oK ] [ Cancel ] | Apply

|General|5ec..rit‘y|Priuacy

Content | Connections I Programs I .l!iduanc\edl

Content Advisor

@ Ratings help you control the Internet content that can be
wviewed on this computer.

[ @Eneble... ||

Hyl Settings

Certificates
Use certificates for encrypted connections and identification.

[ clearssistate || Certificates | Publishers

AutoComplete

AutoComplete stores previous entries [

on webpages and suggests matches
for you.

Feeds and Web Slices

Settings

Feeds and Web Slices provide updated [
E_:“ content from websites that can be
read in Internet Explorer and other
programs.

Apply

d) Select the Certificate you want to export.

Effective Date: 19 March 2024
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Effective Date: 19 March 2024

Certificates (23]

Intended purpose: [<M> V]
Personal | Other People I Intermediate Certification Authorities | Trusted Root Certificatior| * | *
Issued To Issued By Expiratio...  Friendly Name
SARS 1999004543... LAWtrust2048 CA 20140218 19590046, ..
@SARS 2000000073... LAWtust2048 CA 20140318 SARS 20080000...
@SARS 2010025083... LAWtrust2048 CA 2014/04/11 SARS 20100250...
Import... ] ’ Export... ] ’ Remave Advanced

Certificate intended purposes

<All>

Learn mare about certificates Close

e) After you selected the certificate, click Export and then Next.

Certificate Export Wizard E

Welcome to the Certificate Export
Wizard
This wizard helps you copy certificates, certificate trust

lists and certificate revocation lists from a certificate
store to your disk.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

= Back |l Mext = I [ Cancel

f) Click Yes, export the private key and then Next
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Certificate Export Wizard E

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

@) i¥es, export the private key

) Mo, do not export the private key

Learn more about exporting private keys

g) Select Personal Information Exchange and click Next

Certificate Export Wizard @

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
DER encoded binary X, 509 {,CER)
Base-64 encoded X.509 (.CER)

Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)
Indude all certificates in the certification path if possible

(@ Personal Information Exchange - PKCS #12 (.PFX)

[¥]Indude all certificates in the certification path if possible:

[T Delete the private key if the export is successful
[ Export all extended properties

Microsoft Serialized Certificate Store (,55T)

Learn more about certificate file formats

< Back ][ Mext = ][ Cancel

h) Select a password for the private key.
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Password

To maintain security, you must protect the private key by using a password.

Type and confirm a password.

Password:

Type and confirm password {mandatory):

Effective Date: 19 March 2024

[ <Back | mext> | [ cancel
i) Enter a file name and click on Next.
File to Export
Specify the name of the file you want to export
Eile name:
TESTIMG SARS Browse...
<Back || mext> | [ cancel
i) Click Finish
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Certificate Export Wizard

Completing the Certificate Export
Wizard

You have successfully completed the Certificate Export
wizard,

You have spedfied the following settings:

File Mame D:'\Usey
Export Keys ‘fes
Incude all certificates in the certification path Yes
File Format Person;
4 il | b

[

< Back ][ Finish ]’ Cancel

j) The export was successful.

Certificate Export Wizard

The export was successful,

-

(=]

7 PREPARE THIRD-PARTY DATA FILE FOR SUBMISSION

Effective Date: 19 March 2024

a) The electronic data file submissions should be structured and uploaded as described on the file
specifications detailed in the SARS External Business Requirements Specification (BRS). The SARS
External BRS is available on the Third-Party Data Annual Submission Page on the SARS website,
www.sars.gov.za. This page details all the external BRS as per data type. Additionally, some submissions
on the webpage list the period in which the data type is on the “Trade Testing Go Live” platform and when
it is on the “Production Submission Period”.
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i) Note that when the data type is on Trade Testing this implies that during this period, third-party
entities may test the submission process, by submitting test files to SARS. This process will allow
entities to query SARS on the submission process thus increasing ease in the use of the SARS
platform in submitting data files. Additionally, this is an opportunity for users/entities to test and
finalise their completed files on the SARS third-party data platform.

A) SARS will notify third-party entities when to engage during this process.

ii) When the data type is on the Production Submission period it implies that third-party entities should
submit their completed data files. Do note that for some data types, submission is annual whilst for
others it is bi-annual.

A) When possible, ensure that the data file to be submitted has been tested during the pre-prod
process of the data type. The dates for these are also available on the SARS website.

When preparing the third-party data file, do note the following:

i) Submit the data file as per relevant SARS External BRS.

ii) The fields and records required by SARS for the completion of the data file, are as per appropriate
legislation, Government Gazette, thus kindly ensure that all the data required such as the tax
reference number is completed.

Lastly when applying changes and resubmitting your third-party data file, do note that, data will be
prepopulated in instances where the data file was submitted and declared. Additionally, once the data file
is submitted again, the system usually takes 24-48 hours to reflect the updated /changes made on the
data.

SUBMIT THIRD-PARTY DATA FILE

SARS encourages entities to submit their third-party data as soon as they are ready. Additionally, SARS
places great emphasis on receiving complete, correct and quality data submissions the first time around.
If an amendment is required regarding a submission, please alert SARS as soon as possible and make
the necessary corrections timeously.

SARS also encourages entities to test their completed prepared files in the test environment. This will
give the entities an opportunity to engage with SARS and receive feedback regarding file preparations.
Once the data files have been prepared and completed as per the SARS External BRS, submit the file to
SARS via the Connect: Direct platform. The data file should be submitted during the specified periods as
per applicable Gazette.

Lastly, do note that the Technical User should submit the data on behalf of the entity. Additionally, when

having challenges during this period, engage with the SARS Third-Party data support team via the
following email address. bus_sys_cdsupport@sars.gov.za.

Submission Dashboard

To view the submission dashboard, the user must be logged in as a Technical Administrator or Technical
User.

To access the Submission Dashboard,

i) Select Submission Dashboard from the side menu options, on your Organisations work page
under the ‘Enrol 3rd Party Data’ menu.
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Tax Directi User Organisations  Retums. Customs Dubes & Lewies  Senices Tax Status Contact
ax Directives

Tax Directives - prior 2017
Organisation

Tax Clearance Certificates 3rd PARTY DATA DASHEOARD

Client Details Search Criteria

Chent Name: From Date

Trading As To Date
o Registration Number:
i € satio
Certiicats. Type: Select Type ¥
Requast
Enrol Technical Admin

Enrol 3rd Party Data

Request Certificate

Enrol Technical User

Submis: Jashboard

Secure File Submission

My TP Configuration

nplaints

) AsK A quesTION?

c) In the Search Criteria, the entities are able to select the desired dates using the From Date and To Date
fields.

X . NG User Ovganisations  Retums. Customs  Dubes & Levies  Services Tax Status Contact Log Out
[Tax Directives
P

Tax Directives - prior 2017
¢  Organisation

Tax Clearance Certificates 3rd PARTY DATA DASHBOARD
k.:hl:thh

Chent Name From Date

Tracing As oo
Ragiiraten Number

[Ervre Party Data

Convtcatm Tyoe

Enrol Technical Admin

Request Certificate 1 No Of Warning Mo OF
Fibe R ponise Reason A ceped gl atrd

Semmmary

Recoras Records —

Enrcd Technical User Accepied with wamings This can be
By COMBINANON of ACCAped Beids
Seids accepied with & warming and
Dashboard Guplicate reconds

Secure File Submission

My TP Configuration

-} ASK A QUESTIONT

9 DECLARE SUBMITTED THIRD-PARTY DATA FILE

a) The declaration of submitted data is done by submitting the applicable data type return to SARS via
eFiling. This implies that the data type declaration return must be submitted for every third-party data file
submitted via the Connect: Direct channel. Do note that the declaration return to be submitted will have a
suffix of 02. (E.g., the FTI-02 return will be the declaration return of the FTI data submission, the 1T3-02
return will be the declaration return of the IT3 data submission, etc.)

b) Below is a demonstration of the declaration for the submission of the IT3 third party data file submission
made. Do note that the same principle should be applied when declaring all other third-party tax data
types. Also do note the suffix of the return tax type will be 02.

c) To declare your submitted IT3 data file, proceed as follows:

i) Click on Returns on the main menu option
ii) Click on Third Party Data button on the left side menu.
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i)  Click on the Request Return button.
A)  Click on IT3 button, if there are issued or saved returns a list will be displayed on the screen.
B)  Select the applicable third-party data type (e.g. IT3(b)) from the dropdown list.
C)  Onthe date dropdown list you will be presented with tax period. Select the applicable period.

Usar Ovganisations  Retums Customs Duties & Levies  Sarvices Tax Status Contact

= i Organisation

Return Search

Select Type ¥ | [2021-02 ¥ || Request Retumn

Name Reference Num i Amount Due Due Date Open
Mo Records available for your selection

) ASK A QUESTION?

d) Once the period has been selected and the user has clicked on File Return button, eFiling will display a
prepopulated 1T3-02 return.

e) Where no data was submitted eFiling will display the message: “No data found for Data Type IT3B,
Tax Reference Number xxxxxxxxxx and Tax Year xxxx".

f) On the IT3 work page, click on the IT3B hyperlink to open the IT3-02 declaration form.
g) The IT3-02 Declaration form will be displayed for verification and submission.

h) The Declaration Details container will be pre-populated with the type of return selection made.

GEN-ENR-01-G01 — Guide for the submission of Third-Party Revision: 7 Page 31 of 33
Data using the Connect Direct channel — External Guide



YV SARS

South African Revenue Service Effective Date: 19 March 2024

[ onec | e ] oo | o | N -
VSARS IT3 Declaration (IT3-02)

Note: Validate whether the pre-populated information is accurate and corresponds to your submitted
data.

i) To declare that the summary information captured on the IT3-02 return contains correct figures, submit
the return by clicking on Submit.

Note: You can save the return and work on it later.

9.1 How to correct or update the submitted third-party data file

a) The user may perform a request for correction (RFC) on previously submitted and declared data. This is
done by resubmitting the updated data file via Connect Direct Channel.

10 DEFINITIONS AND ACRONYMS

Link for centralised definitions, acronyms, and abbreviations: Glossary A-M | South African Revenue Service

(sars.gov.za)
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DISCLAIMER

The information contained in this guide is intended as guidance only and is not considered to be a legal
reference, nor is it a binding ruling. The information does not take the place of legislation and readers who
are in doubt regarding any aspect of the information displayed in the guide should refer to the relevant
legislation or seek a formal opinion from a suitably qualified individual.

For more information about the contents of this publication you may:
. Visit the SARS website at www.sars.gov.za.

. Make a booking to visit the nearest SARS branch.
. Contact your own tax advisor / tax practitioner.
. If calling from within South Africa, contact the SARS Contact Centre on 0800 00 SARS (7277); or
. If calling from outside South Africa, contact the SARS Contact Centre on +27 11 602 2093 (only
between 8am and 4pm South African time).
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