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1 SUMMARY

a) Connect: Direct™ technology is one of the channels which tax representatives can submit limitless third-
party data to SARS. The submission of third-party data file by third-party entities, forms part of the SARS
third-party data reporting process. SARS third-party data systems receive and process information as per
appropriate legislation, Government Gazette and External BRS documents aligned to international best
tax practices.

b) This guide describes the process to submit third-party data files to SARS via the Connect: Direct channel.
This includes the various steps required for submission such as the enablement of eFiling users, data
preparation, submission of the data/file and finally the declaration of the data file submitted to SARS.

2 INTRODUCTION

a) South African Revenue Service (SARS) implementation of Third-Party Data Platforms enables third-party
entities to submit third-party supporting data to SARS via the following channels:

i) eFiling (via a data submission form with a limited volume only)
i) Direct Data Flow (by using the Connect: Direct™ technology)
iii) Direct Data Flow (by using the Secure Web: HTTPS)

b) Selecting the Connect: Direct™ technology channel to submit third-party data to SARS, ultimately allows
users to submit bulk data, reduces the overall administrative burden of large volume data transfer, shorten
data processing cycle times, and provide for faster feedback.

3  THIRD-PARTY DATA FILE SUBMISSION PROCESS

a) Third-Party data submission process pertains to the following operational segments; registration,
activation, enrolment, submission, and the declaration of submitted data. Registration, activation, and
enrolment are vital for the use of eFiling and the submission of third-party data files to SARS. However
once successfully completed, submission and declaration are the two operational segments that should
be followed during the required periodic third-party data submissions.

b) Do note the following pertaining to the submission of third-party data file:

i) Taxpayers who want to use the Connect: Direct™ technology channel must have eFiling profiles
to enrol for this channel and activate it on eFiling.

ii) Taxpayers choosing to use the Connect: Direct™ technology channel should be in possession of
a SARS security certificate. Furthermore, after a successful submission of the third-party data file,
taxpayers are required to declare the accuracy of the submitted data to SARS by authorising the
data submission.

c) The following tax types can be submitted via the Connect: Direct™ technology channel.

i) 1T3(b), (c), (d), (e), (s) and (1),

ii) INS, MED,

iii) TRN (Tax Reference Number Request),
iv) Foreign Tax Information (FTI) and CRS.
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Connect: Direct channel third-party data file submission process

The third-party data submission process using the connect direct channel pertains to the following phases
described on the figure below.

Figure 1: Connect: Direct Channel Submission Process

Enable eFiling Request SARS Prepare third-

Submit Declare
prepared submitted

users certificate party data/file

data/file data/file

b) Enable eFiling users.
i) Enrol the organisation and eFiling users for third-party data submission on SARS eFiling.
ii) For more information on eFiling registration, activation, and enrolment, refer to the following guide:
A) GEN-ENR-01-10 - Manage Submission of Third-Party Data - External Guide
c) Request SARS certificate
i) Request the SARS certificate on eFiling
d) Prepare third-party data file.
i) Prepare a data file as per specified BRS.
e) Submit prepared third-party data file.
i) Submit the prepared data file on the SARS Production environment using the Connect: Direct
platform.
f) Declare submitted third-party data file.
i) Declare the submitted third-party data file by submitting the specified declaration form via eFiling
to SARS.
4 ENABLE EFILING THIRD-PARTY USERS
a) This section describes eFiling users that are required for the necessary administration and submission of
third-party data to SARS.
4.1 eFiling Users required for the submission of third-party data
a) Non-eFilers wishing to use the Direct Data Flow channel should register for eFiling at
www.sarsefiling.co.za
b) To manage third-party data submission, third-party entities should have the following three users allocated
for the enrolment and submission of third-party data to SARS.
i) Business Administrator — This user is the same as the current eFiling full administrator (registered
representative). The role of this user is to enrol the legal entity/organisation that will be submitting
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data to SARS and the Technical Administrator. The entity/organization is not required to allocate a
new eFiling administrator (registered representative) for the purposes of third-party data
submissions if one already exists.

Technical Administrator — The role of this user is to request the SARS security certificate and to
enrol Technical Users. Where the entity/organization decides to change the Technical
Administrator, a new Technical Administrator should be added before the existing one can be
removed. Also note that there should always be at least one Technical Administrator for each
enrolled organisation.

Technical User — The role of this user is to submit the data files to SARS via the Connect: Direct™
technology channel. An entity/organization can have multiple Technical Administrators and
Technical Users to allocate work according to the organisation’s requirements. Do note that the
Technical User must be a different person from the Technical Administrator.

4.2 Third-Party data user roles on eFiling
a) To access the third-party data platform on eFiling, proceed as follows:

i) Login on eFiling

ii) Once logged into eFiling, on your Organisation’s work page, click on Services in the top menu

bar.
A) From the side menu options, select Enrol 3rd Party Data.

Tax Directives

Tax Directives - prior 2017
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Tax Clearance Certificates
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Directive?

ed when the directives have been issued?

Enrol 3rd Party Data 2 A
Enrol Organisation . Dwp

Enrol Technical Admin

Request Certificate 9 in ng .
2 ogo Users, Organisation, Returns, Services

assign user rights, and change user detais

$360ns, change organisation details, reg

nd SubmIt tax returns

Enrol Technical User

Submssion Dashboard

Secure File Submission

Chick on DIRECTIVES. then within th

My TP Configuration = Chck on the type of Directive i.e.- F or IRP3¢
= Cihck on the parbcular form to open. C v
= oy ace than gbie to SAVE that parteylar for o u’""\ma'W'.e Zillbe Slaced o PENDING

Login using your login name and password Once logged in to the service you will have four main areas of the service — depicted at the top left of the screen below the SARS eFiling

ter tax types. register banking details, and set up hierarchies, workfiow and notificatons
RS

x retums history. make payments to SARS and view

you can request. complete and submit directives 10 SARS. You can also view directive history, duplicate. archrve and print a hard copy. Once a directr

b) Under the Enrol 3rd Party Data option the following sub-menus are available:

i) Do note the menu options and which user role can access the service.
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Enrol 3rd Party Diata

= = Sub-Menu Accessed by role
nrol Organisation

Enrol Organisation Business Administrator (eFiling Administrator)

Enral Technical Admin

Enrol Technical Admin | Business Administrator (eFiling Administrator)

e i Request Certificate Technical Administrator

Enrol Technical User Enrol Technical User Technical Administrator

Submission Dashboard | Technical Administrator/Technical User

Submission Dachboard

Secure File Submission | Technical User

Secure File Submission

ii) Also note that the Technical User is responsible for submitting the third-party data file via the
Connect: Direct channel to SARS.

5 VERIFICATIONS FOR A SUCCESSFUL THIRD-PARTY DATA SUBMISSION

a) eFiling has prerequisites for a successful third-party data submission. This section details these and
describes how the user can navigate on eFiling to make these verifications.

b) Where the user has verified that these have not been done for their organisation, kindly refer to the
following external guide:

i) GEN-ENR-01-10 - Manage Submission of Third-Party Data - External Guide

c) However, where the user is continuously experiencing problems, kindly notify SARS via the following
email address: SARS_ThirdPartyData_Support@sars.gov.za.

i) The email subject must specify the relevant Third-Party Data Return, Product, Data Type, or
System.

ii) Example: Subject: IT3(b) /IT3(c)/I1T3(d)/IT3(e)/IT3(s)/IT3(t)/ INS/MED / FTI/ eFiling / Connect
Direct / HTTPS — Response files not received, etc.

5.1 The Business Administrator has been enrolled
a) The Business Administrator is the Registered Representative of the organisation.
b) To activate a Registered Representative, proceed as follows:

i) Select Organisation on the main menu.

ii) Select SARS Registered Details

iii) Select Activate Registered Representative
iv) The Activate Registered Representative page will be displayed.
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User Omamsabons  Retuns Duies & Levies  Services Tax Status Contact
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Bulk Registration

Admin Reports

Activaie Registered Representative

Confirmation of Registered User

There are two ways 1o be activaled as a Registered User This ‘Activate Registered Representative’ function

gmleﬂm only for the activation of Registered Representatives and is not intended for use by Tax
ractitioners

Arg you a Reqi ive?

A Registered Representative is a person who is appointed with ful rights o act on behalf of the Legal Enity
(e.9 Companies, Trusts. efc ) They are often Public Officers, Accounting Officers, Trustees or
Trusts, Welfare Or elc A Legal Entity can only have one

of
Registered Representative.

Are you a Registered Representative acting on behalf of an Individual?

SARS only allows in respect of in the following
circumstances

+ Exacular acting on behalf of a deceased or insolvent estate.

» Parenl acting on behalf of a minor,

« Appointed Administrator acting on behalf of a legally incapacitated Individual.

» Appointed Administralor acting on behal! of an Individual in extended absence (e g Imprisonment of
overseas)

Areyoua Tax 7

stered Details
You are a Registered Tax Practilioner if you are a person who, for a fee. provides advice lo any other person
wilh respect lo the application of a fax Act of who compleles or assisis with the complefion of a fax refum

and you are registered with a Recognised Controlling Body (RCB) as well a3 with SARS
Merge Entities

Select the appropriate button below to activate yourself as the associated Registered User.

Entity Merge History  Activate Registered “‘E‘i}’"‘"’"-l [ Activate Tax Practitioner |

c) Click on Activate Registered Representative
i) The Registered Representative page will be displayed.
d) Click on Open to view more details of the registered representative.
e) Where the organisation has not activated the registered representative, kindly refer to the following guide.

i) GEN-ENR-01-10 - Manage Submission of Third-Party Data - External Guide

5.2 The organisation has been enrolled for the submission of third-party data via
Connect: Direct

a) To submit the data file, the third-party entity (organisation) should be enrolled to submit third-party data
via the Connect: Direct platform.

b) To validate whether this has been done, proceed as follows:
i) Select Services from the main menu options.
ii) Select Enrol 3 Party Data from the left menu options

i)  Select Enrol Organisation

c) The following screen should be displayed.
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Customs Dutes & Levies  Services Tax Status. Contact Log Out

My TP Configuration

f)

Note that the enrolled channel will be checked. Additionally, where the organization has been successfully
enrolled, the status will read as Legal Entity Enrolled.

Where the status reads as Legal Enrolment Requested. This implies that SARS is still validating the
enrolment.

Where the organisation has not been enrolled successfully (Connect Direct channel is not checked on the
Enrol Organisation for 3 Party Data Submission page), enrol the organisation as per external guide:

i) GEN-ENR-01-10 - Manage Submission of Third-Party Data - External Guide

The Technical Administrator has been enrolled

The Business Administrator is responsible for enrolling the Technical Administrator.

To validate whether the Technical Administrators have been enrolled successfully, proceed as follows:

i) Select Services from the top menu option.

i) Select Enrol 3" Party Data, from the left menu option.

iii) Select Enrol Technical Admin

The screen below will be displayed. The Enrol Technical Administrator for 3™ Party Data Submission page
will display all the Technical Administrators. Additionally, the associated status of the Technical

Administrators regarding their enrolment and activation will be displayed.

i) Take note of the status of the applicable Technical Administrator. The status should read as “Link
Enrolled”.
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Enroll Technical Administrator for 3rd Party Data Submission

ORGANISATION DETAILS

Organisation Name:
Registration Number:

Tax Reference:

[ NAME D NUMBER/PA SSPORT NUMBER ENROLLMENT DATE STATUS O
Link Enrolled Open

Find Technical Administrator

d) Where the Technical Administrator has not been enrolled or does not appear on the page, refer to the
following guide to invite and enrol the Technical Administrator.

i) GEN-ENR-01-10 - Manage Submission of Third-Party Data - External Guide

5.4 The tax type for submission has been activated
a) The Business Administrator is responsible for activating the tax type for submission.
b) To validate whether the tax type has been activated, proceed as follows:
i) Login to your profile
ii) On the left menu
A)  Select Organisation

B)  Select Tax Types
C)  Select Manage Tax Type

: Organisation

Tax Type Request Summary

Sliowing Stion Ras Deen ticen Sgaintt thess tax products

Tax Type Description

c) Do note that the screen will display all the activated tax types. Where the desired tax type under for
submission is not displayed or under Action is not Activated, proceed to activate the tax type, by
referring to the following external guide:
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i) GEN-ENR-01-10 - Manage Submission of Third-Party Data - External Guide
The Technical User has been enrolled

The Technical Administrator is responsible for enrolling the Technical User

To view all the enrolled Technical Users, proceed as follows:

i) Select Services from the top menu option.

ii) Select Enrol 3 Party Data, from the left menu option.

i)  Select Enrol Technical User
iv) The Enroll Technical User screen will be displayed

e VSARS @rvro Home User Organsabons  Retumns. Customs Dubies & Levies  Services Tax Status Contact Log Out

> * & Organisation

Additional Senices

Tax Clearance Certificates

ol 3rd Party Data

Enrol Organisation

Enrol Technical Admin

Request Certificate

Submission Dashboard

Secure File Submizsion

Enrol Technical User

My TP Configuration

Enroll Technical User for 3rd Party Data Submission

ORGANISATION DETAILS

Organisation Name:
Registration Number:
Tax Reference:

[ NAME ~ }D NUMBER/PASSPORT NUMBER NROLLMENT DATE [STATUS |
Open

Role Enrolled

c) All the Technical Users with the associated status with regard to their enrolment and activation will be
displayed on the screen.
i) On the STATUS column, the status Role Enrolled should be displayed. Where the status is

displaying Role Enrolment Requested, this suggests that SARS is processing the enrolment.

d) To view the details of a Technical User,
i) Click Open next to the relevant user.

d) Where the Technical User does not appear, or has not been enrolled, proceed to enrol him/her referring
to the following guide:
i) GEN-ENR-01-10 - Manage Submission of Third-Party Data - External Guide

6 REQUEST A SARS SECURITY CERTIFICATE

a) It is important to note that before a successful submission, third-party data entities should request a
security certificate from SARS. The security certificate is only valid for 12 months from the date it was
issued.
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6.1 How to request a SARS Security Certificate

a) The Technical Administrator requests SARS security on behalf of the entity. Additionally, the Technical
Administrator should have been enrolled successfully to request the security certificate from SARS. This
security certificate is required for the submission of data via the Connect: Direct channel.

b) To request the security certificate from SARS, the Technical Administrator should proceed as follows:

i) Login to eFiling
ii) Select Services on the main menu.
i)  On the left menu option
A)  Select Enrol 3" Party Data
B) Select Request Certificate,

c) The Request Certificate screen will list all certificates that were issued for that taxpayer. Initially this list
will be empty. Click Request New Certificate to start a new certificate request process.

Organisabons  Retumns Customs Duties & Levies  Services Tax Status
Other Services

Tax Directives

Tax Directives - prior 2017

Additional Services

Tax Clearance Certificates Request Certificate for 3rd Party Data Submission

Enrol 3rd Party Data ORGAMISATION DETAR S

Organisation Name:
Enrol Organisation = s

Tax Reference:
Enrol Technical Admin

Request Certificate
[ _NodeMame  JPAddress _______ RequestDute ___________ lStatws ____ j&xpryDute | |

Envol Technical User No Records availiable for your s electon

Submission Dashboard Saguas) Maw Comica

Secure File Submission

My TP Configuration

d) You will be requested to accept the Terms and Conditions (T&C) that govern the use of this service by
ticking the box next to | have read and accept the above conditions. Once the terms and conditions
have been accepted, click Continue and Request. Please note that unless the terms and conditions are
accepted, you will not be able to proceed to the next step.

Organssatons  Retumns. Customs Dubses & Levies  Services Tax Status Contact
Other Services

Tax Directives

Tax Directives - prior 20017
Additional Services
Tax Clearance Certificates

Enrol 3rd Party Data SARS SUBSCRIPTION TERMS — SARS LAWTRUST 3*0 PARTY DATA ENTIY CERTIFICATE

Enwol Organisstion FLEASE READ THESE SUBSCRIFTION TERNS CAREFILLY BIFORE INSTALLING. UIGRADING OR USNG THE

SATA DNTITY CIRTITICATE TROWM THIE SOUTI ATRGAN ROVINUL SEVICE {~3ARI").1NSTALLATION AND
JSE OF SOH DAIA ENTIIY CERIIFICATE BY ISE USER MFUEB ACCEFTANCE OF IHE TERMS AND
CONDITIONS CONTAINED HEREIN.

Enrol Technical Admin

Request Certificate 1. PREAMME

TARS how sec e the & Flng Siatemn fos rave e celiartion sndie Dovment srsois
Enrol Technical User ndcerncdisn trecsmition choannes

Fiava tamirte foe Sam b nrammanbinesd

Submission Dashboard

Secure File Submission
rendered by JAKS, but thet it 3 o praduct

retoiing the Dote Entity Cartificots. tne Auharimad Do orasaniotive

My TP Configuration
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Organisabons  Retums Customs  Dubes & Leves  Services Tax Status Contact Log Out

Tax Directives Organisation

Tax Direc prior 2017

Additon.
3 be Core W

orrucTet

Tax Clearan ertificates

Enrol 3rd Party Data
Of Pl Ay FONEd MEOM IRl ot e
AT w -

Enrol Organisation

+ 110 e e LAW ru 1

Enrol Technical Admin
Request Certificate

Enrol Technical User
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~
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o

D

——
Secure File Submission (ol aed Ran
it

My TP Configuration

Organisation

Request Certificate for 3rd Party Data Submission

Organisation Name:
Registration Number:
Tax Reference:

Please capture the following detail of the Channel that will be connecting to SARS

Channgl Secure Web (https/Connect: Direct)
Interface Name

To generate your certificate, please enter the interface Name and seéled Manually below
Manually - Once you have completed the Interface Name and dicked the Manually radio buton, please dick continue.
Continue

e) Capture the Interface Name

i) Do note the Interface Name for future reference.

f) Select Manually
a) Click on Continue

h) The following screen will be displayed.
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§ Organisation

Request Certificate for 3rd Party Data Submission

ORGANISATION DETAILS

Organisation Name:
Registration Number:
Tax Reference:

Channet Secure Web (https/Connect: Direct)
Interface Name. GGN2024

Instruction: Please note that you will receive two emails in your inbox. Follow the link 1o download the certificate and manually install it on
the appropriate server. The emails will include:

1. Reference Code
2. Authorization Code and Registration Link

_INCOME_TAX_GGN2024

i) Do note the message displayed on the page.
i) The user will receive two emails from SARS. The emails will contain the following:
1. Reference Code
2. Authorization Code and Registration Link

j) Click on Request Certificate

k) The following pop-up screen will be displayed.

®

"Request Certificate” message successfully sent. Please await the
"Certificate was issued” confirmation, along with two emails sent to

your inbox.

) Take note of the message and click on Ok.

m) Do note that if there is an error in your request, the following message will be displayed.

There has been an error. Please try again or contact us if the problem persists

——

n) To resolve, please try again.

0) Where the certificate was issued successfully, the following screen will be displayed.
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Request Certificate for 3rd Party Data Submission

ORGANISATION DETAILS

Organisation Name:
Registration Number:
Tax Reference:

Please capture the following detail of the Channel that will be connecting to SARS
Channel: Secure Web (https/Connect: Direct)

Interface Name: GGN2024

Your certificate has been successfully issued

Status: Certificate Issued

Revoke Initiation | Renew Certificate

p) Note the two buttons:
i) Revoke Certificate — You have the option to revoke a security certificate. If the Revoke Initiation
button is clicked, a pop-up message will be displayed informing you to contact the Third-Party Data
Support team. There will also be a hyperlink to kick off the email sending
(SARS_ThirdPartyData_Support@sars.gov.za.) process on the pop-up.

ii) Renew Certificate — Security certificates are only valid for 12 months from date of issue. The
Renew Certificate button will only be available 30 days prior to the expiry date.

q) Proceed to your email to access the Authorisation code and Registration link.

r) The emails sent through by SARS will be displayed as follows:

File Message Help ¢ Tell me what you want to do

s I8 SHEE B8 S o Ha | Beee o [A L 5% Q) 6 | ©

[=}
Categorize v 2
Q. Delete Archive | Reply Reply Forward S | Shweto | A | (e 5| Move Assign DB 9 o Read Immersive | Translate | Zoom Reply with Viva
e All - Teams Apps o e | ~ [A~ | Policy~ ¥ Follow Up~ [» ~ | Aloud Reader - Scheduling Poll | Insights
Delete Respond | veams | ngps | Quick Steps [ Move Tags @l Editing Immersive Language | Zoom Find Time addin | A

Authorization Code and Registration link

€5 Repl &) Reply All | —> Fi d
noreply@ © | € Reply | % Reply orward | | I
To @ Wed 2024/01/17 11:32 AM

ALTRON

SECURITY

Authorisation Code and Registration Link

2024/0117 11:31:51 AM

You have been enrolled for a new certificate.

Please use the Reference Code from a previous email or SMS and this
Authorisation Pass Code to retrieve the certificate from the link below.

OCE6-DUZJ-FEAD

i) Do note the Authorisation Code and the Certificate Link on the email.
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File Message  Help Q  Tell me what you want to do
o 50| | (CH3rd Party dat - §OMark Unread | O ) 3
s I O | 285X E 5 | B3 i andingll M2 Foal =, A [0 | 5% i
- fo Manager - B - C
£~ Delete Archive | Reply Reply Forward Share to Al & Team E g‘ = Move b Assign D8 Eetegore Read Immersive | Translate | Zoom Reply with Viva
B All 0~ | Teams Apps bl L ~ [B~ | policy~ M Follow Up ~ I3 ~ | Aloud Reader - Scheduling Pall | Insights
Delete Respond Teams Apps Quick Steps 5 Move Tags ! Editing Immersive Language Zoom Find Time Add-in ~

Reference Code

€ Reply | %) ReplyAll | —> Forward ue
noreply ® | € Reply > Reply [ ]
To © Wed 2024/01/17 11:32 AM

ALTRON

SECURITY
Reference Code
2024/0117 11:31:51 AM

You have been enrolled for a new certificate.

Please use the Reference Code below when refrieving the cemficale

when you receive the next email

04218160

ii) Do note the Reference Code on the email.

s) Proceed to retrieve the certificate as follows:

i) Click on Link to retrieve Certificate from the email sent by SARS.

Authorisation Code and Registration Link
2024/01/17 11:31:51 AM

You have been enrolled for a new certificate.

Please use the Reference Code from a previous email or SMS and this
Authorisation Pass Code to retrieve the certificate from the link below.

OCE6-DUZJ-FEAD

Link to retri@ve Certificate

ii) The SARS Third Party Data page will be displayed.

=7 SARS

The following options are available to assist you in the management of your account.

Generate My Digital ID

A digital ID (also known as an electronic identity) contains all of your cryptographic information. If you have received activation codes from your
administrator you can generate your digital 1D by using the activation codes received from your registration request. Lt

i)  Click on Next
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- W SARS

SARS Third Party %

Generate Digital ID

Generate Entrust PKCS12 Security Store
Reference Number and Authorization Code are required

* Reference Number

* Authorization Code

Generate PKCS12

iv)  Complete the Reference Number and Authorization Code sent through via email.

A) Click on Generate PKC12

-V SARS

SARS Third Party PreProd

Generate Digital ID

Generate Entrust PKCS12 Security Store
Reference Number and Authorization Code are required

04218160

OCE6-DUZJ-FEAD

Generate PKCS12

V) Once completed the following screen will be displayed.
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-V SARS

SARS Third Party PreProd

gital ID

Genera

Generate Entrust PKCS12 Security Store
Password and Confirm Password are required

* Password

* Confirm Password

Generate PKCS12

A) Complete the Password as requested.
B) Once completed, click on Generate PKC12

vi)  The following screen will be displayed.

Downloads Boa - £

SARS Third Party

Generate Digital ID

Generate Entrust PKCS12 Security Store |,

10 Your PKCS12 file will be downloaded shortly. See more l

Manage My Account

vii)  Download the file according to your PC settings.
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- ¥V SARS

SARS Third Party

Generate Digital ID

Generate Entrust PKCS12 Security Store

© Your PKCS12 file will be downloaded shortly.

Home

Manage My Account

b) On eFiling the status will display as Certificate Issued.

Request Certificate for 3rd Party Data Submission

Tax Directives ORGANISATION DETAILS

Organisation Name:
Registration Number:
Tax Reference:

Open

GGN2024 0 Certificate Request Eror, please try again Open
GGN2024 0 202312102 Certificate Issued QOpen

Request New Certiicate |

TP Configuration

6.2 How to import a SARS security certificate

a) To access Internet Options, on the Windows Search bar, type Internet options and the screen below will
be displayed.
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General |SECL.H']t‘{ I Privacy I Content I Connections I Programs I Advarx:Edl

Home page
@ To create home page tabs, type each address on its own line.
it sarsportaly’ -

Browsing history

‘ﬂ} Delete temporary files, history, cookies, saved passwords,
" _/J and web form information.

Delete browsing history on exit

[ Delete... |[ settings |
Search
p Change search defaults. Settings
Tabs
E{ Change how webpages are displayed in Settings
tabs.
Appearance
[ Colors ][Lar:guages][ Fonts ][Aﬂ:gsstﬂty]
C o I cme ) oo |
i) Click on Content
nternet Options T | [ |

| General I Security I Privacy | Content | Connections I Programs I Advancedl

Content Advisor

@ Ratings help you control the Internet content that can be
wiewed on this computer.

| @Enab&e... | | By Settings

[’

Certificates
Use certificates for encrypted connections and identification.
[ clearssistate || Certificates 11 Publishers |
AutoComplete
= AutoComplete stores previous entries [ Settings ]
S on webpages and suggests matches
for you.
Feeds and Web Slices
@ Feeds and Web Slices prowvide updated [ Setbings ]
| content from websites that can be

read in Internet Explorer and other
programs.

ii) Click Certificates
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Intended purpose: [<;AH> vl

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior| ¢ | *

Issued To Issued By Expiratio...  Friendly Name
.5 1999004643... LAWIrust2048 CA 2014/02/18 SARS 19990046...
@SARS 2006000078,., LAWust2048 CA 2014/03/18 SARS 20080000...

@SARS 2010025083... LAWfrust2043 CA 2014/04/11 5ARS 20100250...

i

mport... || Export.. || Remove

Certificate intended purposes

<pll=

View

Learn more about certificates

b) Select the Certificate and click Import

Welcome to the Certificate Import
Wizard
This wizard helps you copy certificates, certificate trust

lists, and certificate revocation lists from your disk to a
certificate store.

& certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

) Click Next.
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c) Click Browse and search for the path where the certificate is saved.

Certificate Import Wizard

File to Import
Spedfy the file you want to impart.

Eile name:

TESTING SARS Browse...

Mote: Mare than one certificate can be stored in a single file in the following formats:

Persanal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates ((P7E)
Microsoft Serialized Certificate Store (.55T)

Learn more about certificate file formats

< Back ][ Mext = ]l Cancel

i) Click Next.

Certificate Import Wizard

Password

To maintain security, the private key was protected with a password.,

Type the password for the private key.

FPassword:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[ Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

[¥]iIndude all extended properties.:

Learn more about protecting private keys

< Back ][ Mext > ][ Cancel ]

d) Enter a password and click Next.

e) Select Automatically select the certificate store based on type of certificate.
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Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Place all certificates in the following store

Certificate skore:

|Personal | | Browse...

Learn more about certificate stores

) Click Next.

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

Lottt R Sl Sl Automatically determined by t
Content PFX

File Mame D:\Users\s 1012827 Desktop
4 LU r

[ <pack [ Finsh | [ cancal |

ii) Click finish.
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Learn more about certificates

f) Select the import file and click on Import

Importing a new private exchange key

An application is creating a Protected item.

CryptoAFP| Private Key

Certificates
Intended purpose: [dAH} V]
Personal | Other People | Intermediate Certification Autherities | Trusted Root Certification * | *
Issued To Issued By Expiratic...  Friendly Name
@SARS 1999004643... LAWtrust2048 CA 2014/02/18 SARS 19990046...
@SAF‘.S 2008000073... LAWitrust2048 CA 2014/03/18 SARS 20080000...
@SAF‘.S 2010025083... LAWtust2048 CA 2014/04/11 SARS 20100250...
E Import. .. 1 [ Export... ] [ Remave Advanced
Certificate intended purposes
<All=
Wiew

Security level set to Medium [ Set Securty Level ... ]
(8] [ Canen ] [ Do |
i) Click OK
Certificate Import Wizard

@ The import was successful.
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6.3 How to export a SARS security certificate

a)

b)

c)

YV SARS
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To access Internet Options, on the Windows Search bar, type Internet options and the screen below will

be displayed.

Internet Options

[ | 52

| General I Security I Privacy | Content | Connections I Programs I .&duancedl

Content Advisor

@ Ratings help you control the Internet content that can be
- wiewed on this computer.

Use certificates for encrypted connections and identification.

By Settings

Certificates

2

[ Clear S5L state ] [

Certificates ] [ Publishers ]

AutoComplete

% AutoComplete stores previous entries

g on webpages and suggests matches
for you.

Feeds and Web Slices
Feeds and Web Slices provide updated
£ content from websites that can be

= read in Internet Explorer and other

programs.

Select Content

Internet Options

[ feSm]

| General I Security I Privacy | Content | Connections I Programs I Advanr.:\edl

Content Advisor

@ Ratings help you control the Internet content that can be
wiewed on this computer.

E ﬁgnable. .. i 'E;'Seltings
Certificates
Use certificates for encypted connections and identification.
[ Clear S5L state ] [ Certificates ] [ Publishers ]
AutoComplete
= AutoComplete stores previous entries [ Settings ]
% on webpages and suggests matches
for you.
Feeds and Web Slices
Feeds and Web Slices provide updated [ Settings ]

E-.“ content from websites that can be

read in Internet Explorer and other
programs.

Select Certificate
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| General I Security I Privacy | Content | Connections I Programs I Ad\.rarv.:\edl

Content Advisor
@ Ratings help you control the Internet content that can be
wviewed on this computer.

[ @Eﬂab&e... ] | Myl Settings
Certificates
Use certificates for encypted connections and identification.
[ Clear S5L state ] i Certificates il [ Publishers ]
AutoComplete
= AutoComplete stores previous entries [ Settings ]
=i on webpages and suggests matches
for wou.

Feeds and Web Slices

@ Feeds and Web Slices provide updated [ Settings ]
| content from websites that can be

read in Internet Explorer and other

programs.

d) Select the Certificate you want to export.

Intended purpose: ’<AH> V]
Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior| * | *
Issued By Expiratio...  Friendly Name
543... LAWust2048 CA 2014/02/18 SARS 19990045...
@SARS 2006000078,.. LAWrust2043 CA 2014/03/18 SARS 20060000...
@SARS 2010025083... LAWrust2043 CA 2014/04/11  SARS 20100250...
[ Import... ] [ Export... l [ Remave Advanced

Certificate intended purposes
<all=

View

Learn more about certificates

e) After you selected the certificate, click Export and then Next.

GEN-ENR-01-G01 — Guide for the submission of Third-Party Revision: 7 Page 25 of 33
Data using the Connect Direct channel — External Guide



YV SARS

South African Revenue Service

Effective Date: 7 April 2026

Certificate Export Wizard

Welcome to the Certificate Export
Wizard

P This wizard helps you copy certificates, certificate trust

= ; = g | lists and certificate revocation lists from a certificate
‘;_;t#_; store to your disk.

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network

connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

= Back [ Mext = ] [ Cancel

f) Click Yes, export the private key and then Next

Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

@ ires, export the private key

7 Mo, do not export the private key

Learn more about exporting private keys

g) Select Personal Information Exchange and click Next
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Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
DER. encoded binary X, 509 {.CER)
Base-64 encoded X.509 (.CER)

Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78)
[l indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX)
[¥]Indude all certificates in the certification path if possible:

Delete the private key if the export is successful
Export all extended properties
Microsoft Serialized Certificate Store (,55T)

Learn more about certificate file formats

e | > ] [t

h) Select a password for the private key.

Password
To maintain security, you must protect the private key by using a password.

Type and confirm a password.

Password:

Type and confirm password {mandatory):

[ <Back || mext> | [ caneel |

i) Enter a file name and click on Next.
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File to Export
Specify the name of the file you want to export
File name:
TESTIMNG SARS Browse. ..
<Back || mext> | [ caneel

i) Click Finish

Completing the Certificate Export
Wizard

You have successfully completed the Certificate Export
wizard,

You have spedfied the following settings:

Export Keys fes
Indude all certificates in the certification path Yes
File Format Person;
4 1 3

<Back | Fnish | | Cancel

j) The export was successful.
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P 1

Certificate Export Wizard @

The export was successful,

7 PREPARE THIRD-PARTY DATA FILE FOR SUBMISSION

a) The electronic data file submissions should be structured and uploaded as described on the file
specifications detailed in the SARS External Business Requirements Specification (BRS). The SARS
External BRS is available on the Third-Party Data Annual Submission Page on the SARS website,
www.sars.gov.za. This page details all the external BRS as per data type. Additionally, some submissions
on the webpage list the period in which the data type is on the “Trade Testing Go Live” platform and when
it is on the “Production Submission Period”.

i) Note that when the data type is on Trade Testing this implies that during this period, third-party
entities may test the submission process, by submitting test files to SARS. This process will allow
entities to query SARS on the submission process thus increasing ease in the use of the SARS
platform in submitting data files. Additionally, this is an opportunity for users/entities to test and
finalise their completed files on the SARS third-party data platform.

A) SARS will notify third-party entities when to engage during this process.

ii) When the data type is on the Production Submission period it implies that third-party entities should
submit their completed data files. Do note that for some data types, submission is annual whilst for
others it is bi-annual.

A) When possible, ensure that the data file to be submitted has been tested during the pre-prod
process of the data type. The dates for these are also available on the SARS website.

c) When preparing the third-party data file, do note the following:

i) Submit the data file as per relevant SARS External BRS.

ii) The fields and records required by SARS for the completion of the data file, are as per appropriate
legislation, Government Gazette, thus kindly ensure that all the data required such as the tax
reference number is completed.

d) Lastly when applying changes and resubmitting your third-party data file, do note that, data will be
prepopulated in instances where the data file was submitted and declared. Additionally, once the data file
is submitted again, the system usually takes 24-48 hours to reflect the updated /changes made on the
data.

8 SUBMIT THIRD-PARTY DATA FILE

a) SARS encourages entities to submit their third-party data as soon as they are ready. Additionally, SARS
places great emphasis on receiving complete, correct and quality data submissions the first time around.
If an amendment is required regarding a submission, please alert SARS as soon as possible and make
the necessary corrections timeously.

b) SARS also encourages entities to test their completed prepared files in the test environment. This will
give the entities an opportunity to engage with SARS and receive feedback regarding file preparations.
Once the data files have been prepared and completed as per the SARS External BRS, submit the file to
SARS via the Connect: Direct platform. The data file should be submitted during the specified periods as
per applicable Gazette.
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c) Lastly, do note that the Technical User should submit the data on behalf of the entity. Additionally, when
having challenges during this period, engage with the SARS Third-Party data support team via the
following email address. SARS_ThirdPartyData_Support@sars.gov.za.

8.1 Submission Dashboard

a) To view the submission dashboard, the user must be logged in as a Technical Administrator or Technical
User.

b) To access the Submission Dashboard,

i) Select Submission Dashboard from the side menu options, on your Organisations work page
under the ‘Enrol 3rd Party Data’ menu.

Organisations  Retumns. Customs  Duties & Levies  Services Tax Status Contact
Tax Directives

Tax Dire prior 2017
§ Organisation

Additional Services

Tax Clearance Certificates 3rd PARTY DATA DASHBOARD

Client Details
Chent Name From Date
Trading As

Enrol Organisation Registration Number.

Enrol 3rd Party Data

To Date
Certificate Type Select Type *

Request
Enrol Technical Admin

oo Catiate [ Data Submieeed ]
Enrol Technical User
Submission Dashboard

re File Submission

Configuration

c) In the Search Criteria, the entities are able to select the desired dates using the From Date and To Date
fields.

VSARS @ren Organisaions Retums  Customs Duties & Levies Services  Tax Status

ax Directives
ax Directives - prior 2017 Portk
t Organisation

dditional Services

ax Clearance Certificates 3rd PARTY DATA DASHBOARD
nrol 3rd Party Data

CrantNare From Date
Tracmg Ao ToD
Rege Ta20n Nut Dar

Enrol Organisation Convicam Tioe

Enrol Technical Admin

Nata Suben fled

Request Certificate Total Mo of o Of Mo Of No Of Warnng Mo OF -
Created Dote u.n e Fesponse Resson Sebrited  Accepted  Rejected  Accepted i ated ‘ 2 =
Records Records  Records  Records Records

Enrol Technical User Accaphed wilth wamnings This can be
201404 Ty COM Bnaton Of aCCepied Seids

Tesw co 4 4 [} L] L]
uTos000000 T 4105 accRpted W 3 warming and

Submission Dashboard it secands

Secure File Submission

My TP Configuration
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9 DECLARE SUBMITTED THIRD-PARTY DATA FILE

a) The declaration of submitted data is done by submitting the applicable data type return to SARS via
eFiling. This implies that the data type declaration return must be submitted for every third-party data file
submitted via the Connect: Direct channel. Do note that the declaration return to be submitted will have a
suffix of 02. (E.g., the FTI-02 return will be the declaration return of the FTI data submission, the IT3-02
return will be the declaration return of the IT3 data submission, etc.)

b) Below is a demonstration of the declaration for the submission of the IT3 third party data file submission
made. Do note that the same principle should be applied when declaring all other third-party tax data
types. Also do note the suffix of the return tax type will be 02.

c) To declare your submitted IT3 data file, proceed as follows:

i) Click on Returns on the main menu option

ii) Click on Third Party Data button on the left side menu.

i)  Click on the Request Return button.
A) Click on IT3 button, if there are issued or saved returns a list will be displayed on the screen.
B) Select the applicable third-party data type (e.g. IT3(b)) from the dropdown list.
C)  Onthe date dropdown list you will be presented with tax period. Select the applicable period.

Drndends Tax
Organsatons  Retumns Customns Duties & Levies  Services Tax Status.

Levies and Duties

Third Party Data

Submit New Data

Return Search
Submitted Data

Name Reference Num

No Records availabie for your selection

Submitted Return

Request Tax Transactions

Payments

Additional Payments

artw Apoointments

d) Once the period has been selected and the user has clicked on File Return button, eFiling will display a
prepopulated IT3-02 return.
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e) Where no data was submitted eFiling will display the message: “No data found for Data Type IT3B,
Tax Reference Number xxxxxxxxxx and Tax Year xxxx".

f) On the IT3 work page, click on the IT3B hyperlink to open the IT3-02 declaration form.

9) The IT3-02 Declaration form will be displayed for verification and submission.

h) The Declaration Details container will be pre-populated with the type of return selection made.

s | o f o | e | N

YSA\'?S IT3 Declaration (IT3-02)

Note: Validate whether the pre-populated information is accurate and corresponds to your submitted
data.

i) To declare that the summary information captured on the IT3-02 return contains correct figures, submit
the return by clicking on Submit.

Note: You can save the return and work on it later.

9.1 How to correct or update the submitted third-party data file

a) The user may perform a request for correction (RFC) on previously submitted and declared data. This is
done by resubmitting the updated data file via Connect Direct Channel.

10 DEFINITIONS AND ACRONYMS

Link for centralised definitions, acronyms, and abbreviations: Glossary A-M | South African Revenue Service

(sars.gov.za)
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DISCLAIMER

The information contained in this guide is intended as guidance only and is not considered to be a legal
reference, nor is it a binding ruling. The information does not take the place of legislation and readers who
are in doubt regarding any aspect of the information displayed in the guide should refer to the relevant
legislation or seek a formal opinion from a suitably qualified individual.

For more information about the contents of this publication you may:
o Visit the SARS website at www.sars.gov.za.

o Make a booking to visit the nearest SARS branch.
. Contact your own tax advisor / tax practitioner.
. If calling from within South Africa, contact the SARS Contact Centre on 0800 00 SARS (7277); or
. If calling from outside South Africa, contact the SARS Contact Centre on +27 11 602 2093 (only
between 8am and 4pm South African time).
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