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1 SUMMARY
a)  The Secure Web: HTTPS third-party data platform is one of the digital platforms that enables taxpayers

and entities to submit third-party data to SARS. The submission of third-party data files by third-party
entities forms part of the SARS third-party data reporting process. SARS third-party data systems
receive and process information as per appropriate legislation, the government gazette, and extemal
BRS documents aligned to international best tax practices.

This guide describes the process to submit third-party data files to SARS via the Secure Web: HTTPS
channel. This includes the various steps required for submission such as the data preparation,
enablement of eFiling users, submission of the datalfile and finally the declaration of the data file
submitted to SARS.

INTRODUCTION

The HTTPS third-party data platform is one of the digital platforms that enables taxpayers and entities
to submit 3rd party data to SARS. The use of this digital platform forms part of SARS modernisation
process to simplify the tax process aligning them with best international practices. The 3rd party data
digital channels are:

i) Direct Data Flow (by using the Connect: Direct technology)
i) Direct Data Flow (by using the Secure Web: HTTPS)
iii)  eFiling — electronic capturing of limited volume submissions

Direct Data Flow (Secure Web: HTTPS) is another channel which can be used to submit a maximum of
50k lines or 10MB volumes of data. This channel reduces the overall administrative burden of large
volume data transfer, shorten data processing cycle times, and provide for faster feedback. Taxpayers
who want to use the Direct Data Flow channel must have eFiling profiles to enrol for this channel and
activate it on eFiling.

Taxpayers choosing to use the Direct Data Flow channel (by using the Secure Web: HTTPS) should be
in possession of a certificate to ensure secure file submission. Taxpayers will also be required to declare
the accuracy of the data submitted to SARS by authorising the data submission.

Taxpayers will only be able to submit the following listed data types.

i) T3 (b), (c), (d), (e), (s) and (),

ii) INS, MED,

iii)  TRN (Tax Reference Number Request),
iv)  Foreign Tax Information (FTI) and CRS.

THIRD-PARTY DATA FILE SUBMISSION PROCESS

Third-Party data submission process pertains to the following operational segments; registration,
activation, enrolment, submission, and the declaration of submitted data. Registration, activation, and
enrolment are vital for the use of eFiling, however once successfully completed, submission and
declaration are the two operational segments that should be followed during the required periodic third-
party data submissions.

Important to note:

To reset the password for Secure Web: https, kindly send your query to the following email address:
bus_sys cdsupport@sars.gov.za.
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3.1 Secure Web: HTTPS third-party data file submission process

a)

The third-party data submission process using the Secure Web: HTTPS channel pertains to the following
phases, as described in the figure below.

Figure 1: Secure Web: HTTPS Channel Submission Steps

Enable eFiling Request SARS Prepare third- Submit prepared

Declare

submitted
data/file

users certificate party data/file GEYETATL

b)  Enable eFiling users.
i) Enrol the organisation and eFiling users for third-party data submission on SARS eFiling.
ii) Formore information on eFiling registration, activation, and enrolment, refer to the following guide.
A) GEN-ENR-01-10 - Manage Submission of Third-Party Data - External Guide
c) Request SARS certificate
i) Request the SARS certificate on eFiling
d) Prepare third-party data file.
i) Prepare a data file as per specified BRS.
e) Submit prepared third-party data file.
i) Submit the prepared data file on SARS Production environment using the Secure Web: HTTPS
platform.
f) Declare submitted third-party data file.
i) Declare your submitted third-party data file by submitting the specified declaration return via
eFiling to SARS.
4 ENABLE EFILING THIRD-PARTY USERS
a) Toensurethatdatais received and processed by SARS, third-party data submitting entities are required
to validate the activation of the third-party data type on eFiling. Additionally, entities are to review the
submitted data on the pre-populated return and once reviewed and in agreement with the summary
data, they are to declare by submitting the return to SARS via eFiling.
b)  This section will describe the eFiling users that are required for the necessary administration and
submission of third-party data to SARS.
c) This section is also detailed on the following external guide:
i) GEN-ENR-01-10 - Manage Submission of Third-Party Data - External Guide
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4.1 eFiling users required for the submission of third-party data

a) Non-eFilers wishing to use the Secure Web: https channel should registerfor eFiling at www.sars.gov.za
and follow the guidelines as provided on the page.

b)  To manage third-party data submission, the taxpayer must have the following three types of users
allocated in the enrolment and submission of third-party data to SARS:

i) Business Administrator — This user is the same as the current eFiling full administrator. The
role of this useris to enrol the legal entity/organisation that will be submitting data to SARS and
the Technical Administrator. The taxpayer is not required to allocate new eFiling administrators
for the purposes of third-party data submissions if one already exists.

i) Technical Administrator — The role of this user is to request the security certificate and to enrol
technical users. If the taxpayer decides to change the Technical Administrator, a new Technical
Administrator must be added before the existing one can be removed. There must always be at
least one Technical Administrator for each enrolled organisation.

iii)  Technical User — The role of this useris to submit the data files to SARS via the Direct Data
Flow channel. An organisation can have multiple Technical Administrators and Technical Users
to allocate work according to the organisation’s requirements. The Technical User must be a
different person from the Technical Administrator.

4.2 Third-Party data user roles on eFiling

a) To access the third-party data platform on eFiling, proceed as follows:

i) Login on eFiling

i) Once logged into eFiling, on your Organisation’s work page, click on Services in the top menu
bar.
A)  From the side menu options, select Enrol 3rd Party Data.

Retums: Customns  Dubles & Levies  Senices Tax Status Contact

Organisatons

i Organisation

How do | use Services?

= How does the service operate?

- How do [ rsguest a dirsctivs?

= How long will it take to get a Directive?

= How will | be notified when the directives have been issued?
tives to History

= Duplicating a Directive
* Resubmatting a Declined Dwective and viewsng reasons why
= Cancelling a suctessful Directive

How dots the Bervice oparabe

Login using your login name and password. Once logged in to the service you will have four main areas of the service - depicted atthe top left of the screen below the SARS eFiling

Request C cat
i e e R oo Users, Organisation, Returns, Services

Enrol Technical User .
= Within TAX RETURNS you can view tax relums issued. complate and submil tax refurs 1o SARS. You can also view lax retums history, make payments to SARS and view
p yments history
Submission Dashboard = Within DIRECTIWVES you can request. complete and submit directives to SARS. You can also view directive history, duplicate, archive and pant a hard copy. Once a directive has
r'\(n ved you can f necessary, reques! that it be canceled

Secure File Submission

Nithin USER you can register additional users, assign user rights, and change user details
Nithin ORGANISATION you can register organisations, change organisation details, register tax types, register banking details, and set up hierarchies, workfiow and notifications

he left hand menu oplion click on request
B, Form C, IRP3a, IRP3b or IRP3c

‘ormation required r ASK A QUESTIONT
le to SAVE that particular form — should vou wish 1o submit at a later stage_the Directive will be placed in PENDING

b)  Under the Enrol 3rd Party Data option the following sub-menus are available:

i) Do note the menu options and which user role can access the service.
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Enrol Organisation

Enrcd Technical Admin

Request Certificate

Enrcd Technical User

Submission Dashboard

Secure File Submission

Sub-Menu

Enrol Organisation
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Accessed by role

Business Administrator (eFiling Administrator)

Enrol Technical Admin | Business Administrator (eFiling Administrator)

Request Certificate

Technical Administrator

Enrol Technical User

Technical Administrator

Submission Dashboard | Technical Administrator/Technical User

Secure File Submission | Technical User

i) Also note that the Technical User is responsible for submitting the third-party data file via the
Connect: Direct channel to SARS.

5 VERIFICATIONS FOR A SUCCESSFUL THIRD-PARTY DATA SUBMISSION

a) eFiling has prerequisites for a successful third-party data submission. This section details these and
describes how the user can navigate on eFiling to make these verifications.

b)  Where the user has verified that these has not been done for their organisation, kindly refer to the
following external guide:

i) GEN-ENR-01-10 - Manage Submission of Third-Party Data - External Guide

c) However, where the user is continuously experiencing problems, kindly notify SARS via the following

email address: Bus_Sys CDSupport@sars.gov.za

5.1 The Business Administrator has been enrolled

a) The Business Administrator is the Registered Representative of the organisation.

b)  To activate a Registered Representative, proceed as follows:

i) Select Organisation on the main menu.

ii) Select SARS Registered Details

iii)  Select Activate Registered Representative
iv)  The Activate Registered Representative page will be displayed.

Activate Registersd Representative

CONMIMAnen of BEomieren User

These ae tws ways 0 e 3ciuaied 36 3 Registerad User This ‘Arsuats Regaiersd fesres anate
8 iletesd ordy fox the aciaton of Regssiered Aapresentatives and is sut itendad o wse by Tax
a

i taors o
Fageaterad Fsprazantatnm

i s PUBIE GTters, ACT ouRSng Offcen. Tru:

o e \mr..a,..r.w i & Laga Easty can oty h e 0

#ire you a Regestered Aepresentative acting on behalf of an individual?

SARS snly abows Rrglsiersd Remeieniains scivatons in sEapect of indvauats o he fleang
.......

+ Execuior acting an beha!f of 2 deceased or insohent esizie

-JDWIHJWHI'I uungmueu mgaty incapaciated Indsdua
- Zppoinied Admnisirator acsng on behat o o e St it o - gttt ¢

-ampistion <t
Conteniiang Body (R 68 wal &8 wilh SRR

aetivate yoursell as the sssacised Registend U e

”
Activate Registered Repggentative | [ Activate Tax Pracinioner

fencton

S—— Flzpresemtainm i 8 pevson wha 1 appomand wh Wik nghds 1o ot on zhal of ine Legal Entsy
1. Theesy iy

P B0 8 partan who. tor 3 fae. Seovides advics o sy ol pereo
315 i 2t retum

il LIWE CHAT I0 asxacuestiony
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c) Click on Activate Registered Representative
i) The Registered Representative page will be displayed.

d) Click on Open to view more details of the registered representative.

e)  Where the organisation has not activated the registered representative, kindly refer to the following

guide.

i) GEN-ENR-01-10 - Manage Submission of Third-Party Data - External Guide

5.2 The organisation has been enrolled for the submission of third-party data via

Secure Web: HTTPS

a) To submit the data file, the third-party entity (organisation) should be enrolled to submit third-party data

via the Secure Web: HTTPS.

b) To validate whether this has been done, proceed as follows:
i) Select Services
i)  Select Enrol 3™ Party Data

iii)  Select Enrol Organisation

c) The following screen should be displayed.

e P SARS @ Home User  Organsaions Hetms  Customs  Duties & Levies  Services

- - f Organisation

Tax Stabs Cortact Lisg Ot

Enrol Organisation for 3rd Party Data Submission

Ovganination Neme: Tha orparsston rpfected on e a8 3 B crgaraaton Bt
Heogint staon Numbes ¥ou have selected 10 ennel for T subrmesseon of Jed Party Dats
Trading As:

Physicel Address:

Total Nambes of Tech Admins's: 1
Total Nember of Tech ssers’s: 1

Reterence Mumber
Channebs enroling for + Conrect Dewct Lagal antty srvoled
+ Securs Web (Mips)  Legal ently enolied

ASK A QUESTIONT?

d) Note that the enrolled channel will be checked. Additionally, where the organization has been

successfully enrolled, the status will read as Legal Entity Enrolled.

e)  Where the status reads as Legal Enrolment Requested. This implies that SARS is still validating the

enrolment.

Enrolled.

Do note that the organisation can only enrol a Technical Administrator if their status reads Legal Entity
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f)

Where the organisation has notbeen enrolled successfully (Secure Web: HTTPS channel is not checked
on the Enrol Organisation for 3 Party Data Submission page), enrol the organisation as per extemal
guide:

i) GEN-ENR-01-10 - Manage Submission of Third-Party Data - External Guide
5.3 The Technical Administrator has been enrolled
a) The Business Administrator is responsible for enrolling the Technical Administrator.
b)  To validate whether the Technical Administrators have been enrolled successfully, proceed as follows:
i) Select Service from the top menu option.
i) Select Enrol 3™ Party Data, from the left menu option.
iii)  Select Enrol Technical Admin
c) The screen below will be displayed. The Enrol Technical Administrator for 3™ Party Data Submission
page will display all the Technical Administrators. Additionally, the associated status of the Technical
Administrators regarding their enrolment and activation will be displayed.
i) Take note of the status of the applicable Technical Administrator. The status should read as “Link
Enrolled”.
Enroll Technical Administrator for 3rd Party Data Submission
Organisation Name:
Registration Number:
Tax Reference:
[ NAME D NUMBER/PASSPORT NUMBER ________|ENROLLMENTDATE ___|sTATUS | |
Link Enrolled QOpen
Find Technical Administrator
d)  Where the Technical Administrator has notbeen enrolled or does not appear on the page, refer to the
following guide to invite and enrol the Technical Administrator.
i) GEN-ENR-01-10 - Manage Submission of Third-Party Data - External Guide
5.4 The tax type for submission has been activated
a) The Business Administrator is responsible for activating the tax type for submission.
b)  To validate whether the tax type has been activated, proceed as follows:
i) Login to your profile
i) On the left menu
A)  Select Organisation
B) Select Tax Types
C) Select Manage Tax Type
GEN-ENR-01-G02 — Guide for the Submission of Third-Party Revision: 6 Page 8 of 35
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e TSARS @ Homa User Oepanisatoes, Rt Customs  Defics & Levies  Sorwees  TanStses  Conact Log Sut

Tax Type Request Summary

ASM A GUEETIONT

Do note that the screen will display all the activated tax types. Where the desired tax type under for
submission is not displayed or under Action is not Activated, proceed to activate the tax type, by
referring the following external guide:

i) GEN-ENR-01-10 - Manage Submission of Third-Party Data - External Guide

The Technical User has been enrolled

The Technical Administrator is responsible for enrolling the Technical User
To view enrolled Technical Users, proceed as follows:

i) Select Service, from the main menu.

i) Select Enrol 3™ Party Data, from the left menu option.

iii)  Select Enrol Technical User

The Enroll Technical User screen will be displayed
e WSARS @ Home User Organissions  Returns Customs  Duties & Levies Senices  TaxStals  Contact Log Out

= - i Organisation

Enroll Technical User for 3rd Party Data Submission

el ...
En

ol 3 ata
rol Organisation

Enrol T

My TP Configuration

. il
E

ec Role Enrolled Open

Organisation Name:
Registration Number:
Tax Reference:

call Admin

[ WAME | NUMBERIPAS SPORT NUMBER NROLL MENT DATE sarus T

) ASK A QUESTION?

d)  Allthe Technical Users with the associated status with regard to their enrolment and activation wil be
displayed on the screen.
i) On the STATUS column, the status Role Enrolled should be displayed. Where the status is
displaying Role Enrolment Requested, this suggests that SARS is processing the enrolment.
GEN-ENR-01-G02 — Guide for the Submission of Third-Party Revision: 6 Page 9 of 35
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e)

d)

To view the details of a Technical User,
i) Click Open next to the relevant user.

Where the Technical User does not appear, or has not been enrolled, proceed to enrol him/her
referring to the following guide:

i) GEN-ENR-01-10 - Manage Submission of Third-Party Data - External Guide

REQUEST A SARS SECURITY CERTIFICATE

It is important to note that before a successful submission, third-party data entities should request a
security certificate from SARS. The security certificate is only valid for 12 months from the date it was
issued.

How to request a SARS security certificate

The Technical Administrator requests SARS security on behalf of the entity. Additionally, the Technical
Administrator should have been enrolled successfully to request the security certificate from SARS. This
security certificate is required for the submission of data via the Connect: Direct channel.

To request the security certificate from SARS, the Technical Administrator should proceed as follows:

i) Login to eFiling
ii) Select Services on the main menu.
iii)  On the left menu option
A)  Select Enrol 3" Party Data
B) Select Request Certificate,

The Request Certificate screen will list all certificates that were issued for that taxpayer. Initially this
list will be empty. Click Request New Certificate to start a new certificate request process.

e P SARS @rene Homa User  Ovganisabions Retums. Cishuns® Dulia B lavies Savicss: TxStalis - Conct Log Out

x ~ i Organisation

Request Certificate for 3rd Party Data Submission

ORGANI SATION DETAIL $

Organisation Name:
Registration Number:
Tax Reference:

No Records availiable for your selecton

Regues! New Cersicate

ASK A QUESTIONT

d)  Youwill be requested to accept the Terms and Conditions (T&C) that govern the use of this service by
ticking the box next to | have read and accept the above conditions. Once the terms and conditions
have been accepted, click Continue and Request. Please note that unless the terms and conditions
are accepted, you will not be able to proceed to the next step.
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User Organisations  Retumns Customs  Dubes & Levies Senices Tax Status Contact

SARS SUBSCRIPTION TERMS - SARS LAWTRUST 3*C PARTY DATA ENTITY CERTIFICATE

*LEAS! READ THESE SUBSCRIPTION TERNS CAREFULLY BEFCRE INSTALLING. UNGRALDING OR USING THE
JATA CHUTY GIRTITIGATL TROW TIIC SOUTII ATRGAN ROVIMUL SIRVICL {“5ARS™).INSTALLATION AND
JSE OF YUCH DALA ENIITT CERTIFICATE BY I8k USER IMFLIES ACCEFTARCE OF THE TERMS AND
CONDITIONE COMTAINED HEREM.

pitificate . FREAMBIE

PARS hoe et up the +-Fling Turhemn o ravarve seliashion andie povment pursoist
Enrol Technical User and JARS srsrss security of its systers inslusing ke informatisn trersmition channsi
el iy Heepeymin e Lo purnacms In rvrdee dn sehinve sacurbe fre fam afarsmankisned
rnesls, § AR hon sosrcead the Dota ity Cadificote which fhe Subacribear i raquiced fo

haveinosdedcs accen and uid 1he &fliaglatem

Although 5 ARS provide the Dafa Eftity Carfificate to the iubscrber, the Subscriber
asksewdedges and agrocs that the Cofe Entity Codlificats o nsb o pradust or screize
renderad by JARS, bt that it § O proclsct or servicd of LAW Tt By downicading ondler
imstaling tha Dala Eatity Cartificata, tha Airharmd Paprasaniative
) ASK A QUESTIONT

wawrmaty het "U-.I‘ & bas Raarn mardntedd sa skt the Casifianis Anplination

User Organisations  Retums Customs ~ Dubes & Levies  Senices Tax Status Contact
Other Services
Taipaye

Organisation

mboiresiune ond fhe Svbesrlber Inciudng fhe Authoried Recrerersotive under
they will not do or caemit orvining 13 be done which will comoramite the &-fling Dahem
EIRAING 3 AKS MTADNC 1TV ORI

The Subucriber ihal ensuse thol ke dutharimd Bocesiasiod v doss

o o et W or {armper it te Dato Brifty & o wesh o nronk in
ey e

1 3A hos reason fo beleve That ary of The Avhonsed Reosesentatrves & nof cbeding Dy
T provision of i Jubwer Terrrn wrmd Congifiors SARS sholl irvrredioledy, without
mewrrng ary figbility in terme of thii Agreement, ba ertitied regued LAW i t¢ swpend the
Pk Fnb by Ui vt

Bt ks an -t
Carkilenta arc tha Tubacribar wil be abligad
Pk T ir TGO, [v) QDT |40 Sl e S
7. Tre hulanr be wirwwiodye Urd Grem T wpon easy
o 3 leouty SRREEd Suing The Iranemasen ©f GOt 1AOR Be
D includng LAW bl dhal be ke'd meiponiible fae amy
& comugtich cf Gatawhehi Deen honim!Ted rom ondion Subsiribers

e ied gidd SCORpL n-.nu-m.amu.:ulmn.u;@
—_
il

(:’_n;m ard R
e o g

D

oo} ASK A QUESTION?
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ome User QOrganisations  Retumns Customs  Du

&lLe W Status  Contact Log Out
Portiol <

- prior

Organisation

Request Certificate for 3rd Party Data Submission

Organisation Name:
Registration Number:
Tax Reference:

Please capture the following detail of the Channel that will be connecting to SARS
Channel: Secure Web (https/Connect: Direct)
Interface Name.

To generate your certificate, please enter the Interface Name and select Manually below.

Manually - Once you have completed the Interface Name and clicked the Manually radio button, please click continue
Continue

it LIVE CHAT E3 ASK A QUESTION?

e)  Capture the Interface Name
i) Do note the Interface Name for future reference.

f) Select Manually

g) Click on Continue

The following screen will be displayed.

Home User Organisations  Retums

e VSARS © Customs  Duties & Levies  Services Tax Stal
Other Services

5 Contact Log Out
= . Taxpaye
Tax Directivi i %

Tax Directives

Organisation m
¢

Request Certificate for 3rd Party Data Submission
Tax Clearance

Organisation Name:
Registration Number:
Tax Reference:

Enrol Technical
Admin

Please capture the following detail of the Channel that will be connecting to SARS

Channel Secure Web (https/Connect: Direct)
Interface Name: GGN2024

Instruction: Please note that you will receive two emails in your inbox. Follow the link to download the certificate and manually install it on
the appropriate server. The emails will include:

1. Reference Code

2. Authorization Code and Registration Link

SARS _INCOME_TAX_GGN2024
| Request Certificate |

Jiud LIVE CHAT ) askaquesTion?

i) Do note the message displayed on the page.
i) The user will receive two emails from SARS. The emails will contain the following:
* Reference Code

GEN-ENR-01-G02 — Guide for the Submission of Third-Party Revision: 6
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* Authorization Code and Registration Link
i) Click on Request Certificate

k) The following pop-up screen will be displayed.

@ secure.preprod.sarsefiling.co.za

"Request Certificate” message successfully sent. Please await the
"Certificate was issued” confirmation, along with two emails sent to
your inbox,

1) Take note of the message and click on Ok.

m) Do note that if there is an error in your request, the following message will be displayed.

There has been an error. Please try again or contact us if the problem pen;istsl

n) To resolve, please try again.

0) Where the certificate was issued successfully, the following screen will be displayed.

Request Certificate for 3rd Party Data Submission

ORGANISATION DETAILS

Organisation Name:
Registration Number:
Tax Reference:

Channel: Secure Web (https/Connect: Direct)
Interface Name: GGN2024
Your certificate has been successfully issued

Status: Certificate Issued

Revoke Initiation | Renew Certificate

p)  Note the two buttons:
i) Revoke Certificate — You have the option to revoke a security certificate. If Revoke Initiation

buttonis clicked, a pop-up message will be displayed informing you to contact the Third-Party
Data Support team. There will also be a hyperlink to kick off the email sending
(Bus_Sys_CDSupport@sars.gov.za) process on the pop-up.

GEN-ENR-01-G02 — Guide for the Submission of Third-Party Revision: 6
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To revoke the Certificate please contact 3rd
Party Data Support

Bus Sys CDSupporti@sars.qov.za.

Please include the Certificate Channel and
Interface Name.

i) Renew Certificate — Security certificates are only valid for 12 months from date of issue. The
Renew Certificate button will only be available 30 days prior to the expiry date.

gq) Proceed to your email to access the Authorisation code and Registration link.

r) The emails sent through by SARS will be displayed as follows:

Fhe heszage  Help . Tell me what yow wani o do
: = ] - B 3 [ (=E=11 i - =] Tisvscusess | O BE ik ey ‘{/:)\
n 0 28 @@ e B2 |l @l @ |©
[ - Do Archve | Reply Reply Farwerd Shae 1 an = | tasigs B0 - Resd mmerwee | Wendlse  Zoom Reply withs W
o an '+ R Teama A = B~ | Pabcy~ M Followil - - Al Feacer - Semehsing Foll | inuights
Bebte eI ] Srawmi rrrsy s 51w = e | T & Eemaeg [rr— Langassge | Damem Fremd Tie rr s o~

Authorization Code and Reqistration link

o narepiyE B | 3 Rmply | ¥ Repyy Al | =3 Forwerd .
ALTRON '

SECURITY

Authorisation Code and Registration Link

20240117 11:31:51 AM

You have been ennolled for a new ceriiicabe

Please use the Reference Code from a previous emall or SMS and this
Authorisation Pass Code to retrieve the certificate from the link below

OCE6-DUZJ-FEAD

i) Do note the Authorisation Code and the Certificate Link on the email.

Fie Pl ann (1) G Tell me what you want 1o @0
[ : - 3 s c:EW r‘i;l =- [E] Mk Unrma | O i) 3 & i .Y
e B0 25 &6 |Se : 2 | e AL 5% Q B |9
- > Mo = 2 - -
3. Delein Auchive | Reply Reply Forwed f S 1 an = - = | Mo = At I bROTRE L= Rind e | Nandleis | o Rpaby weth Vioen
d anl The | teams | dep Teaen Ema i = B | fobcy~ P Follewup- [r = | Moud  Resder - Scheduling Poll | Intigits
Dimiebe Feipond Taams Azpr Cack Fepr 5 Mo Tagn ! paing [Iere—— Language | Toom Find Time A o

Reference Code

e ol s 5 o
ALTRON

SECURITY

Reference Code

2024/09MT 11:31:51 AM

¥ou have been enrofied Tor a8 new certificate

Please use the Reference Code below when refrieving the certificats

wiien you recesve fhe next email

04218160

i) Do note the Reference Code on the email.
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s) Proceed to retrieve the certificate as follows:

i) Click on Link to retrieve Certificate from the email sent by SARS.

Authorisation Code and Registration Link
2024/01/17 11:31:51 AM

You have been enrolled for a new certificate.

Please use the Reference Code from a previous email or SMS and this
Authorisation Pass Code to retrieve the certificate from the link below.

OCE6-DUZJ-FEAD

Link to retri@ve Certificate)

i) The SARS Third Party Data page will be displayed.

- YV SARS

& ird Party

The 1n||:..-_--rg options ang avalable to assist you im the management of wour account

Generate My Digital ID

A clu,j' | 1D {adso ki M lectromic identity] contadns all of your

werale pour digital ID by wsing the acthatiorn

ohic information. If yiou have received activation codes from your

[
es received from your registration request L4

iii)  Click on Next

-7 SARS

SARS Third Party .

Generate Entrust PKCS12 Security Store
Reference Number and Authorization Code are required
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iv)  Complete the Reference Number and Authorization Code sent through via email.

A) Click on Generate PKC12

"V SARS

SARS Third Party PreProd

Generate Entrust PKCS12 Security Store
Reference Number and Authorization Code are required

02218160

OCEG-DUEN-FEAT

V) Once completed the following screen will be displayed.

" ¥ SARS

SARS Third Party PreProd

Generate Entrust PKCS512 Security Store

Password and Confirm Password are required

A) Complete the Password as requested.
B) Once completed, click on Generate PKC12
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vi)  The following screen will be displayed.

- W SARS

SARS

)

Desamnlcais B aQ

hird Party

Generate Entrust PKCS12 Security Store |,

vii) Download the file according to your PC settings.

- W SARS

SARS Third Party

d|

Generate Entrust PKC512 Security Store

0 Your PECS12 file will be downloaded shartly.

b)  On eFiling the status will display as Certificate Issued.
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Ragquast Cartificats for Ird Party Data Submission

RGN SATIOHN DETAL S

Orgarisation Heme:
Fagsiration Hemisr:
Tax Rleronce

IF hidress  Fequosi Dale  [Stales

Carificale Request Emor glease iy again
Certificale Issued

Raguat hw Cectificats

l;

6.1.1 How to import a SARS security certificate

a) To access Internet Options, on the Windows Search bar, type Internet options and the screen below will
be displayed.

Internet Options

General |Se::|..|ri1::1-I I Privacy I Content I Connections I Programs I Aduanc\edl

Home page

Q To create home page tabs, type each address on its own line,
. -
[ Use current ] [ Use default ] [ Use blank ]

Browsing history

'.’/I_ Delete temporary files, history, cookies, saved passwords,
¥ and web form information.

[] Delete browsing history on exit

[ Delete... ] [ Settings ]

Search

p Change search defaults.
Tabs

— | Change how webpages are displayed in

tabs.

Appearance
[ Colors ] [ Languages ] [ Fonts ] [ Accessibility ]

i) Click on Content
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nternet Option: o =]
| General I Security I Privacy | Content | Connections I Programs I Advam:Edl
Content Advisor
@ Ratings help you control the Internet content that can be
~ . wiewed on this computer.
e ][ ®sctines
Certificates
Use certificates for encypted connections and identification.
[ cearssistate ||  certificates ||  Publishers ]
AutoComplete
= AutoComplete stores previous entries [ Settings ]
= on webpages and suggests matches
for you.
Feeds and Web Slices
E Feeds and Web Slices provide updated [ Settings ]
| content from websites that can be
read in Internet Explorer and other
programs.
[ Ok ] [ Cancel ] | Apply

i) Click Certificates

Certificate intended purposes

<All=

Learn more about certificates

Intended purpose: lﬁ‘.ﬂh V]
Personal | Other People | Intermediate Certification Authorities | Trusted Root Certification * | *
Issued To Issued By Expiratio...  Friendly Name
15 1999004643... LAWTust2048 CA 2014/02f18 SARS 19990046...
@SAF‘.S 2006000078,.,  LAWrust2045 CA 2014/03f18  SARS 20060000...
@SARS 2010025083... LAWtrust2048 CA 2014/04/11 SARS 20100250...
|

A

Effective Date: 19 March 2024
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b)  Select the Certificate and click Import

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

e This wizard helps you copy certificates, certificate trust
f - lists, and certificate revocation lists from your disk to a
— certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

< Back [ Mext= | [ Cancel

i) Click Next.

c) Click Browse and search for the path where the certificate is saved.

Certificate Import Wizard

File to Import
Specify the file you want to impart.

File name:

TESTIMG SARS Browse...

Note: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (\P7B)

Microsoft Serialized Certificate Store (.55T)

Learn more about certificate file formats

< Back H Mext = ][ Cancel

i) Click Next.
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Certificate Import Wizard

Password

Te maintain security, the private key was protected with a password.

Type the password for the private key.

Passward:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[] Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

[#]indude all extended properties.:

Learn more about protecting private keys

d)  Enter a password and click Next.

e) Select Automatically select the certificate store based on type of certificate.

Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Place all certificates in the following store

Certificate store:

Personal Browse...

Learn more about certificate stores

i) Click Next.
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Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

‘You have spedfied the following settings:

Lol et s tma el Automatically determined by t
Content PFX

File Mame D:Wsers\s 1012827 \Deskiop
“ 1 ] 3

<gack || Fnsh | [ cancel

ii) Click finish.

Intended purpose: ’<AH> v]
Personal | Other People | Intermediate Certification Authorities | Trusted Root Certification * | *
Issued To Issued By Expiratio...  Friendly Name
@SRRS 1999004643... LAWtrust2048 CA 2014/02/18 SARS 19990045...
@SARS 2006000073... LAWtrust2048 CA 2014/03/18  SARS 20060000...
@SARS 2010025083... LAWtrust2043 CA 2014/04/11  SARS 20100250...
o |

Certificate intended purposes

<All=
View

Learn more about certificates

f) Select the import file and click on Import
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Importing a new private exchange key

An application is creating a Protected item.

CryptoAF] Private Key

Security level set to Medium [ Set Securty Level... ]

E 0K | cancel | [ Detais.. |

i)  Click OK

Certificate Import Wizard

: The import was successful,

6.1.2 How to export a SARS security certificate

a)

Effective Date: 19 March 2024

To access Internet Options, on the Windows Search bar, type Internet options and the screen below will
be displayed.
Internet Options

| General I Security I Privacy | Content | Connections I Programs I .ﬁ.dvancedl

Content Advisor

?ﬁ Ratings help you control the Internet content that can be
wviewed on this computer.
I '@'Eﬂable. .. ] ) settings
Certificates
Use certificates for encrypted connections and identification.
[ Clear S5L state ] [ Certificates ] [ Publishers ]
AutoComplete
= AutoComplete stores previous entries [ Settings ]
% on webpages and suggests matches
for you.
Feeds and Web Slices
E Feeds and Web Slices provide updated [ Settings ]
] content from websites that can be
read in Internet Explorer and other
programs.
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b)  Select Content

Internet Options

[ 2| [meSw]

| General I Security I Privacy

Content | Connections: I Programs I ndvan::\edl

Content Advisor

<

wiewed on this computer.

Ratings help you control the Internet content that can be

[ EEnable.. ]|

I@EZ"Snan:ings

Certificates

Use certificates for encrypted connections and identification.

[ Clear S5L state ] [ Certificates ] [

Publishers |

AutoComplete

AutoComplete stores previous entries [

on webpages and suggests matches

for you.

Feeds and Web Slices

E Feeds and Web Slices provide updated [
]

content from websites that can be
read in Internet Explorer and other
programs.

Cancel |

| Apply

c) Select Certificate

Internet Options

[T ]

| General I Security I Privacy | Content

Connections I Programs I ndvanr.:\edl

Content Advisor

@

wiewed on this computer.

Ratings help you control the Intermet content that can be

[ @b

! Settings

Certificates

12

Use certificates for encrypted connections and identification.

[ clearssLstate || Certificatos 1

Publishers ]

AutoComplete

AutoComplete stores previous entries [

on webpages and suggests matches
for you.

Feeds and Web Slices

Feeds and Web Slices provide updated [

Settings ]

content from websites that can be
read in Imternet Explorer and other
programs.

Al

d)  Select the Certificate you want to export.

Effective Date: 19 March 2024
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Certificates =23

Intended purpose: ’<J\JI> V]
Personal |Other People I Intermediate Certification Autharities I Trusted Root Certificatior| * | *
Issued To Issued By Expiratio...  Friendly Name
SARS 1999004643... LAWust2048 CA 2014/02/18 SARS 19990046, ..
@SAF‘.S 2000000078... LAWrust2043 CA 2014/03/18 SARS 20060000, .,
@SARS 2010025083... LAWIirust2043 CA 2014/04/11  SARS 20100250, .,
Import... ] [ Export... ] [ Remove Advanced

Certificate intended purposes

<All>

Learn more about certificates Close

e)  After you selected the certificate, click Export and then Next.

Certificate Export Wizard E

Welcome to the Certificate Export
Wizard
This wizard helps you copy certificates, certificate trust

lists and certificate revocation lists from a certificate
store to your disk,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

f) Click Yes, export the private key and then Next
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Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

@) ¥res, export the private keyi

() Mo, do not export the private key

Learn more about exporting private keys

< Back ” Mext = ][ Cancel

g) Select Personal Information Exchange and click Next

Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
DER. encoded binary X, 509 {,CER)
Base-64 encoded X.509 (.CER)

Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78B)
Indude all certificates in the certification path if possible

(@) Personal Information Exchange - PKICS £12 ((PFX)

[¥]Indude all certificates in the certification path if possible:

[T Delete the private key if the export is successful
[]Export all extended properties

Microsoft Serialized Certificate Store (55T)

Learn more about certificate file formats

< Back ][ Mext = ][ Cancel

h)  Select a password for the private key.

GEN-ENR-01-G02 — Guide for the Submission of Third-Party Revision: 6

Page 26 of 35
Data using the HTTPS Channel — External Guide



YV SARS

South African Revenue Service

Password

To maintain security, you must protect the private key by using a password.

Type and confirm a password.

Password:

Type and confirm password {mandatory):

Effective Date: 19 March 2024

[ <Back || mext> | [ cancel
i) Enter a file name and click on Next.
File to Export
Specify the name of the file you want to export
Eile name:
TESTING SARS Browse
<Back || mext> | [ cancel
i) Click Finish
GEN-ENR-01-G02 — Guide for the Submission of Third-Party Revision: 6 Page 27 of 35
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i)

Certificate Export Wizard

o

Completing the Certificate Export
Wizard

You have successfully completed the Certificate Export
wizard,

You have spedfied the following settings:

gk she it wi- e
File Name D:\Usey
Export Keys Yes
Incude all certificates in the certification path  Yes
File Format Perzon;

4 Tl b
% Back H Finish l [ Cancel

Effective Date: 19 March 2024

The export was successful.

Certificate Export Wizard

The export was successful,

-

=]

PREPARE THIRD-PARTY DATA FILE FOR SUBMISSION

The electronic data file submissions should be structured and uploaded as described on the file
specifications detailed in the SARS External Business Requirements Specification (BRS). The SARS
External BRS is available on the Third-Party Data Annual Submission Page on the SARS website,
www.sars.gov.za. This page details all the external BRS as per data type. Additionally, some
submissions on the webpage list the period in which the data type is on the “Trade Testing Go Live’

platform and when it is on the “Production Submission Period”.

i) Note that when the data type is on Trade Testing this implies that during this period, third-party
entities may test the submission process, by submitting test files to SARS. This process will allow
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entities to query SARS on the submission process thus increasing ease in the use of the SARS
platformin submitting data files. Additionally, this is an opportunity for users/entities to test and
finalise their completed files on the SARS third-party data platform.

A)  SARS will notify third-party entities when to engage during this process.

i) When the data type is on the Production Submission period it implies that third-party entities
should submit their completed data files. Do note that for some data types, submission is annual
whilst for others it is bi-annual.

A)  Whenpossible, ensure thatthe datafile to be submitted has been tested during the preprod
process of the data type. The dates for these are also available on the SARS website.

When preparing the third-party data file, do note the following:

i) Submit the data file as per relevant SARS External BRS.

i) The fields and records required by SARS for the completion of the datafile, are as perap propriate
legislation, Government Gazette, thus kindly ensure that all the data required such as the tax
reference number is completed.

A)  Where third-party entities do not have the tax reference number of clients, kindly request
for bulk tax reference number via the following email address:
bus_sys cdsupport@sars.gov.za. Onthe subjectline note to SARS that you are requesting
bulk tax reference numbers.

Lastly when applying changes and resubmitting your third-party data file, do note that, data will be
prepopulated in instances where the data file was submitted and declared. Additionally, once the data
file is submitted again, the system usually takes 24-48 hours to reflect the updated /changes made on
the data.

SUBMIT THIRD-PARTY DATA FILE

SARS encourages entities to submittheir Third-Party Data as soon as they are ready. Additionally,
SARS places great emphasis on receiving complete, correct and quality data submissions the first time
around. If an amendment is required regarding a submission, please alert SARS as soon as possible
and make the necessary corrections timeously.

SARS also encourages entities to test their completed prepared files in the test environment. This will
give the entities an opportunity to engage with SARS and receive feedback regarding file preparations.
Once the data files have been prepared and completed as per the SARS External BRS, kindly submit
the file to SARS via the Secure Web: HTTPS platform. The data file should be submitted during the
specified periods as per applicable Gazette.

Lastly, do note that the Technical User should submit the data on behalf of the entity. Additionally, when

having challenges during this period, engage with the SARS Third-Party data support team via the
following email address. bus_sys_cdsupport@sars.gov.za.

How to submit third-party data files to SARS

To access the Secure File Submission, Click on Services on the top menu, and then click Enrol 3¢
Party Data on side menu.

Select Secure File Submission from the side menu.

Note that port 60600 (Login page) and 60666 (password resend) should be enabled on the network.
The entities’ IT department should be able to assist with opening the ports.
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@ [ | ) SARS Secure File Gateway x [

<« C B 6

d)

e)

Select a certificate for authentication

A list of certificates ready for submission will be displayed. Select the imported certificate.

The entity will be routed to the Secure File Gateway site

| SARS Secure File Gateway | VSMS I

Login Required.

SSP Sign in Portal

DRk User ID is required

Sign In

f) Enter the user ID and password as provided to a Technical User as per sms received from SARS.
i) Click on the Submission tab.
g) From the Mailbox Path’ drop-down box you should always select “/” only, then select Browse to attach
file to be submitted to SARS.
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SARS Secure File Gateway Welcome Vi

"
Upload a file
Specify mailbox file and renaming pattern
@x Path : D Ijl

File : | Choose Fils | Mo file chosen

Rename File As : | |

SARS Secure File Gateway Welcome ViiS

ity | simisen |t i et

Upload a file
Specify mailbox file and renaming pattern

Mailbox Path : ‘f Ijl

File : | Choose Files | 135_2_%005..1T070000.kxt

Rename File As : ‘ ‘

h)  Select Send button to submit the file to SARS.

SARS Secure File Gateway Welcome V545

.| _owe | _pofle_ | _wb | Senou

| Fieactivty | submission | Respone Fes]  Reports |

Search for file activities
To search for all activities simply leave all fields blank and select Find

= | Arrived File Times shown in local time zone @ Change to server time zone

The number of search results found: 1

B Reviewed  Arrived Fil... Delivery Status

Original File Name

Routed

Complete 03/05/2024 20:10:17

_20220701T070000.

i) The status should be displayed as “Routed”.
i) This indicates that the file was send to SARS successfully.

i) Click on the Response Files tab to view statuses of other files submitted to SARS via this channel.
Depending on the size of the file a response file will be send from SARS within few minutes.
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8.2

Note: Save the file immediately before opening it because once it has been opened it is going to be
moved from the list/mailbox. Submitted files can be viewed by using the submission dashboard.

Also do note that users are not able to reset the Secure Web: https password.

i) To reset the Secure Web: https password, kindly request to reset from SARS via the following
email address: bus_sys_cdsupport@sars.gov.za.

Submission dashboard

The user must be logged in as a Technical Administrator or Technical User in order to view the
Submission Dashboard. The submission dashboard is used to view the submitted data.

To view the Submission Dashboard,

i) Go to Services on the top menu,

i) Click Enrol 3™ Party Data on side menu.

iii)  Select Submission Dashboard from the side menu.

The following screen will be displayed:

User Organisations  Retums Customs Dutes & Levies  Senices Tax Status Contact

i Organisation

3rd PARTY DATA DASHBOARD

Ciiont Detaits
Client Name- From Date
Trading As

To Date
Registration Number

Certificata Type: Selact Type ¥
| Request

) ask aquesTioN?
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d) In the Search Criteria, third-party entities will be able to select the desired dates using the From Date

and To Date fields.

= Dubes & Levies Senvices Tax Status Contact Log Out

3rd PARTY DATA DASHBOARD

Chent Name
Trading s
Regisaton Number

Accepted with warmings: This can be

2014-04- ad any cormbmaten of accepied beids
22708 0000 00 Selds accepled with & wamung and
duplicate reconds

~) ASK A QUESTION?

9 DECLARE SUBMITTED THIRD-PARTY DATA FILE

a)  The declaration of submitted data is done by submitting the applicable data type return to SARS via
eFiling. This implies that the data type declaration return must be submitted for every third-party data
file submitted via the Connect: Direct channel. Do note that the declaration return to be submitted will
have a suffix of 02. (E.g., the FTI-02 return will be the declaration return of the FTl data submission, the
IT3-02 return will be the declaration return of the IT3 data submission, etc.)

b)  Belowis a demonstration of the declaration for the submission of the IT3 third party data file submission
made. Do note that the same principle should be applied when declaring all other third-party tax data

types. Also do note the suffix of the return tax type will be 02.

c) To declare your submitted IT3 data file, proceed as follows:

i) Click on Returns

ii) Click on Third Party Data button on the left side menu.

iii)  Click on the Request Return button.

A)  ClickonlIT3button,if there are issued orsaved returns alist will be displayed on the screen.
B) Select the applicable third-party data type (e.g. IT3(b)) from the dropdown list.
C) On the date dropdown list you will be presented with tax period. Select the applicable

period.

No Records available for your salection

Select Type v | 2021-02 ¥ |[ Request Return

sssssssssssss
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d) Oncethe period has been selected and the user has clicked on File Return button, eFiling will display
a prepopulated IT3-02 return.

Tl AR A GRERTEST

e)  Where no data was submitted eFiling will display the message: “No data found for Data Type IT3B,
Tax Reference Number xxxxxxxxxx and Tax Year xxxx".

f) On the IT3 work page, click on the IT3B hyperlink to open the IT3-02 declaration form.
g) The IT3-02 Declaration form will be displayed for verification and submission.

h) The Declaration Details container will be pre-populated with the type of return selection made.

[ ows | e | oo [ v | .
| YSARS IT3 Declaration (IT3-02)

Note: Validate whether the pre-populated information is accurate and corresponds to your submitted
data.
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i)

To declare that the summary information captured on the IT3-02 return contains correct figures, submit
the return by clicking on Submit Return.

Note: You can save the return and work on it later.

9.1

10

How to correct or update the submitted third-party data file

The user may perform a request for correction (RFC) on previously submitted and declared data. This
is done by resubmitting the updated data file via Secure Web: HTTPS.

DEFINITIONS AND ACRONYMS

Link for centralised definitions, acronyms, and abbreviations: Glossary A-M | South African Revenue Service

(sars.gov.za)

DISCLAIMER

The information contained in this guide is intended as guidance only and is not considered to be alegal
reference, noris it a binding ruling. The information does not take the place of legislation and readers who
are in doubt regarding any aspect of the information displayed in the guide should refer to the relevant
legislation or seek a formal opinion from a suitably qualified individual.

For more information about the contents of this publication you may:

Visit the SARS website at www.sars.gov.za;

o Make a booking to visit the nearest SARS branch;
. Contact your own tax advisor / tax practitioner;
. If calling from within South Africa, contact the SARS Contact Centre on 0800 00 SARS (7277); or
. If calling from outside South Africa, contact the SARS Contact Centre on +27 11 602 2093 (only
between 8am and 4pm South African time).
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