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1 SUMMARY

a) The Secure Web: HTTPS third-party data platform is one of the digital platforms that enables taxpayers
and entities to submit third-party data to SARS. The submission of third-party data files by third-party
entities forms part of the SARS third-party data reporting process. SARS third-party data systems
receive and process information as per appropriate legislation, the government gazette, and external
BRS documents aligned to international best tax practices.

b) This guide describes the process to submit third-party data files to SARS via the Secure Web: HTTPS
channel. This includes the various steps required for submission such as the data preparation,
enablement of eFiling users, submission of the data/file and finally the declaration of the data file
submitted to SARS.

2 INTRODUCTION

a) The HTTPS third-party data platform is one of the digital platforms that enables taxpayers and entities
to submit 3rd party data to SARS. The use of this digital platform forms part of SARS modernisation
process to simplify the tax process aligning them with best international practices. The 3rd party data
digital channels are:

i) Direct Data Flow (by using the Connect: Direct technology)
ii) Direct Data Flow (by using the Secure Web: HTTPS)
iii) eFiling — electronic capturing of limited volume submissions

b) Direct Data Flow (Secure Web: HTTPS) is another channel which can be used to submit a maximum of
50k lines or 10MB volumes of data. This channel reduces the overall administrative burden of large
volume data transfer, shortens data processing cycle times, and provides for faster feedback. Taxpayers
who want to use the Direct Data Flow channel must have eFiling profiles to enrol for this channel and
activate it on eFiling.

c) Taxpayers choosing to use the Direct Data Flow channel (by using the Secure Web: HTTPS) should be
in possession of a certificate to ensure secure file submission. Taxpayers will also be required to declare
the accuracy of the data submitted to SARS by authorising the data submission.

d) Taxpayers will only be able to submit the following listed data types.

) IT3(b), (c), (d), (e), (s) and (1),

ii) INS, MED,

i)  TRN (Tax Reference Number Request),
iv) Foreign Tax Information (FTI) and CRS.

3  THIRD-PARTY DATA FILE SUBMISSION PROCESS

a) Third-Party data submission process pertains to the following operational segments; registration,
activation, enrolment, submission, and the declaration of submitted data. Registration, activation, and
enrolment are vital for the use of eFiling, however once successfully completed, submission and
declaration are the two operational segments that should be followed during the required periodic third-
party data submissions.

Important to note:

To reset the password for Secure Web: https, kindly send your query to the following email address:
SARS_ThirdPartyData_Support@sars.gov.za.
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3.1 Secure Web: HTTPS third-party data file submission process

a) The third-party data submission process using the Secure Web: HTTPS channel pertains to the following
phases, as described in the figure below.

Figure 1: Secure Web: HTTPS Channel Submission Steps

Enable eFiling Request SARS Prepare third- Submit prepared SEIEEITE

submitted

users certificate party data/file data/file data/file

b) Enable eFiling users.
i) Enrol the organisation and eFiling users for third-party data submission on SARS eFiling.
ii) For more information on eFiling registration, activation, and enrolment, refer to the following guide.
A) GEN-ENR-01-10 - Manage Submission of Third-Party Data - External Guide
c) Request SARS certificate

i) Request the SARS certificate on eFiling

d) Prepare third-party data file.

i) Prepare a data file as per specified BRS.

e) Submit prepared third-party data file.

i) Submit the prepared data file on SARS Production environment using the Secure Web: HTTPS
platform.

f) Declare submitted third-party data file.

i) Declare your submitted third-party data file by submitting the specified declaration return via
eFiling to SARS.

4 ENABLE EFILING THIRD-PARTY USERS

a) To ensure that data is received and processed by SARS, third-party data submitting entities are required
to validate the activation of the third-party data type on eFiling. Additionally, entities are to review the
submitted data on the pre-populated return and once reviewed and in agreement with the summary
data, they are to declare by submitting the return to SARS via eFiling.

b) This section will describe the eFiling users that are required for the necessary administration and
submission of third-party data to SARS.

c) This section is also detailed on the following external guide:

i) GEN-ENR-01-10 - Manage Submission of Third-Party Data - External Guide
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a) Non-eFilers wishing to use the Secure Web: https channel should register for eFiling at www.sars.gov.za

and follow the guidelines as provided on the page.

b) To manage third-party data submission, the taxpayer must have the following three types of users

allocated in the enrolment and submission of third-party data to SARS:

i) Business Administrator — This user is the same as the current eFiling full administrator. The
role of this user is to enrol the legal entity/organisation that will be submitting data to SARS and
the Technical Administrator. The taxpayer is not required to allocate new eFiling administrators

for the purposes of third-party data submissions if one already exists.

ii) Technical Administrator — The role of this user is to request the security certificate and to enrol
technical users. If the taxpayer decides to change the Technical Administrator, a new Technical
Administrator must be added before the existing one can be removed. There must always be at

least one Technical Administrator for each enrolled organisation.

iii) Technical User — The role of this user is to submit the data files to SARS via the Direct Data
Flow channel. An organisation can have multiple Technical Administrators and Technical Users
to allocate work according to the organisation’s requirements. The Technical User must be a

different person from the Technical Administrator.

4.2 Third-Party data user roles on eFiling

a) To access the third-party data platform on eFiling, proceed as follows:

i) Login on eFiling
ii) Once logged into eFiling, on your Organisation’s work page, click on Services in the top menu
bar.
A) From the side menu options, select Enrol 3rd Party Data.

Other Services NG i Organisatons  Retums

Tax Directives
Tax Directives - prior 2017

Additional Services
How do | use Services?

Tax Clearance Certificates + How does the senice operate?

* How do | request a directrv 9}

aD rectrve?

rectives have been issued?

Enrol 3rd Party Data

Enrol Organisation
rective and viewing reasons why
successful Drectrve

Enrol Technical Admin

Request Certificate iy i
- loga: Users, Organisation, Returns, Services

ter additional users, assign user nghts, and change user detals
organisations, change organis
turms issued, complete and §

Enrol Technical User

Submission Dashboard + With CTIVES you can request, co

S you can vidw tax ax

been ssued you can, f necessary, request thal it be cancelled

Secure File Submission

My TP Configuration : h by el &3 o ._: P I"\“ ¢ IRP3
i nformaton required

_ ahoukd v Biosuboatalates siace the Duscios il be clacad io PENDING

Customs  Dubes & Leves  Senvices

¢ lax types. regrster bankeng detals and se
0 SARS. You ¢an also view tax rety "!"‘"« Make payments b «ﬁ»&ﬁ and view

up hierarc

Tax Status

Login using your login name and password Once logged in 1o the service you will have four main areas of the service = depicted at the 1op left of the screen below the SARS eFiling

hwes, workfiow and notifications

dote and subme directrves 10 SARS. You can also view dwectve history, duphicate, archrve and prnt a hard cop

b) Under the Enrol 3rd Party Data option the following sub-menus are available:

i) Do note the menu options and which user role can access the service.
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Enrol 3rd Party Data

Enrol Organisation Sub-Menu ‘ Accessed by role

Enrol Organisation Business Administrator (eFiling Administrator)

Enrod Technical Adrmin

Enrol Technical Admin | Business Administrator (eFiling Administrator)

Request Certificate

Request Certificate Technical Administrator

Enrod Technical User

Enrol Technical User Technical Administrator

Subm ssiy) Beshboerd Submission Dashboard | Technical Administrator/Technical User

Secure File Submission Secure File Submission | Technical User

ii) Also note that the Technical User is responsible for submitting the third-party data file via the
Connect: Direct channel to SARS.

5 VERIFICATIONS FOR A SUCCESSFUL THIRD-PARTY DATA SUBMISSION

a) eFiling has prerequisites for a successful third-party data submission. This section details these and
describes how the user can navigate on eFiling to make these verifications.

b) Where the user has verified that these have not been done for their organisation, kindly refer to the
following external guide:
i) GEN-ENR-01-10 - Manage Submission of Third-Party Data - External Guide

c) However, where the user is continuously experiencing problems, kindly notify SARS via the following
email address: SARS_ThirdPartyData_Support@sars.gov.za.

5.1 The Business Administrator has been enrolled
a) The Business Administrator is the Registered Representative of the organisation.
b) To activate a Registered Representative, proceed as follows:

i) Select Organisation on the main menu.

i) Select SARS Registered Details

i)  Select Activate Registered Representative
iv)  The Activate Registered Representative page will be displayed.

There are two ways o be activated 35 a Registered User This ‘Activale Registered Representative’ functicn
is inlended only for the activalion of Registared Representatives and is not infended for use by Tax
actitian

Areyous

A Registered Representative is a person who is appointed with full rights o act on behalf of the Legal Entity
(e.g. Companies. Trusts, eic.)_They are ofién Pubkc OMCers, ACCOuNting OMcers, Trustees or
Trusts, WeHare O ofc. A Legal Entty can only have one

Registered Representative
Are you a Registered Representative acting on behalf of an Individual?

SARS only aliows in respect of in the foliowing
circumstances

+ Execuor acting on benall of a ceceased of insoivent estate
- Parent actng on behalf of a minor
ted Ad on behaif of a legally inc:

+ Appoin minisiratos acting apacitated Individual.
» Appointed Administratos 3cting on behalf of an INdivoual in extended absence (e.9. Impriscnment or
overseas)

Areyous Tax

You are a Registered Tax Practiioner if you are 3 person who, for 3 fos. provides advice fo any other porson
with respect fo the applcalion of a lax Act or who compleles or assists with the compielion of a tax return.
and you are registered with » Recognised Confroling Body (RCB) as well 33 with SARS

Select the appropriate button below to activate yourself as the associsted Registered User.
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c) Click on Activate Registered Representative
i) The Registered Representative page will be displayed.
d) Click on Open to view more details of the registered representative.

e) Where the organisation has not activated the registered representative, kindly refer to the following
guide.

i) GEN-ENR-01-10 - Manage Submission of Third-Party Data - External Guide

5.2 The organisation has been enrolled for the submission of third-party data via
Secure Web: HTTPS

a) To submit the data file, the third-party entity (organisation) should be enrolled to submit third-party data
via the Secure Web: HTTPS.

b) To validate whether this has been done, proceed as follows:
i) Select Services
ii) Select Enrol 3" Party Data

iii) Select Enrol Organisation

c) The following screen should be displayed.

Organsabons.  Returms. Customs Dubes & Levies  Seraces Tax Stabus.

Enrol Organisation for 3rd Party Data Submission

Tax Clearance Certificates
ORGANISATION DETARL S
Eneol 3rd Party Data Ovpenisstion Nome: The crganaaton refied e o0 e R 5 T crganaston Pt
Regints stun Nummbes Yo R 16 13 8avad i P slemeasacn of g Part, Dats
Enrol Organisation Teading As

Physical Address

Encol Technical Admin

Request Certificate

Total Number of Tech Adming’s: 1
Encol Technical User Total Nember of Tech users’s: 1

Submssion Dashboard Relerore Numbes
Chanaels enrodung fod: ¥ Conract Dwect Legal entty ervoled

Secure File Submasion ¥ Secure Web (Mipa)  Legal entty ervoled

My TP Configuration

d) Note that the enrolled channel will be checked. Additionally, where the organization has been
successfully enrolled, the status will read as Legal Entity Enrolled.

e) Where the status reads as Legal Enrolment Requested. This implies that SARS is still validating the
enrolment.

Do note that the organisation can only enrol a Technical Administrator if their status reads Legal Entity
Enrolled.
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f) Where the organisation has not been enrolled successfully (Secure Web: HTTPS channel is not checked
on the Enrol Organisation for 3@ Party Data Submission page), enrol the organisation as per external
guide:

i) GEN-ENR-01-10 - Manage Submission of Third-Party Data - External Guide

5.3 The Technical Administrator has been enrolled
a) The Business Administrator is responsible for enrolling the Technical Administrator.
b) To validate whether the Technical Administrators have been enrolled successfully, proceed as follows:

i) Select Service from the top menu option.
ii) Select Enrol 3" Party Data, from the left menu option.
iii) Select Enrol Technical Admin

c) The screen below will be displayed. The Enrol Technical Administrator for 3" Party Data Submission
page will display all the Technical Administrators. Additionally, the associated status of the Technical
Administrators regarding their enrolment and activation will be displayed.

i) Take note of the status of the applicable Technical Administrator. The status should read as “Link
Enrolled”.

Enroll Technical Administrator for 3rd Party Data Submission

ORGANISATION DETAILS

Organisation Name:
Registration Number:
Tax Reference:

[ NAME D NUMBER/PA SSPORT NUMBER ENROLLMENT DATE ____[STATUS /|
Link Enrolled Open

Find Technical Administrator

d) Where the Technical Administrator has not been enrolled or does not appear on the page, refer to the
following guide to invite and enrol the Technical Administrator.

i) GEN-ENR-01-10 - Manage Submission of Third-Party Data - External Guide

5.4 The tax type for submission has been activated
a) The Business Administrator is responsible for activating the tax type for submission.
b) To validate whether the tax type has been activated, proceed as follows:

i) Login to your profile
i) On the left menu
A)  Select Organisation
B)  Select Tax Types
C) Select Manage Tax Type
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User Organsabons  Retums Customs  Dubies & Levies Services  Tax Status Contact

i Organisation

Tax Type Request Summary

The following action has been taken against thase tax products

Tax Type Description Reference Number Action

€BC Activated

Medical Scheme Contribution

Insurance Payment

Foreign Tax Information (FTD)
Banking Details

ISV Activation

Summary

c) Do note that the screen will display all the activated tax types. Where the desired tax type under For
Submission is not Displayed or under Action is not Activated, proceed to activate the tax type, by
referring the following external guide:

i) GEN-ENR-01-10 - Manage Submission of Third-Party Data - External Guide

5.5 The Technical User has been enrolled
a) The Technical Administrator is responsible for enrolling the Technical User
b) To view enrolled Technical Users, proceed as follows:

i) Select Service, from the main menu.

ii) Select Enrol 3 Party Data, from the left menu option.

i)  Select Enrol Technical User

c) The Enroll Technical User screen will be displayed

Organssabons  Retums Customs Dubes & Levies Services Tax Status

ax Directives - prior 2017
{ Organisation

Pdditional Services

ax Clearance Certificates
Enroll Technical User for 3rd Party Data Submission

Organisation Name:
Registration Number:
Tax Reference:

nrol 3rd Party Data

Enrol Organisation

Enrol Technical Admin

Request Certificate

NAME JD NUMBER/PASSPORT NUMBER NROLLMENT DATE [STATUS S
Open

Role Enrolled

Enrol Techni

Submission Dashboard

Secure File Submission
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d) All the Technical Users with the associated status with regard to their enrolment and activation will be
displayed on the screen.

i) On the STATUS column, the status Role Enrolled should be displayed. Where the status is
displaying Role Enrolment Requested, this suggests that SARS is processing the enrolment.

e) To view the details of a Technical User,
Click Open next to the relevant user.

d) Where the Technical User does not appear, or has not been enrolled, proceed to enrol him/her
referring to the following guide:

i) GEN-ENR-01-10 - Manage Submission of Third-Party Data - External Guide

6 REQUEST A SARS SECURITY CERTIFICATE

a) It is important to note that before a successful submission, third-party data entities should request a
security certificate from SARS. The security certificate is only valid for 12 months from the date it was
issued.

6.1 How to request a SARS security certificate

a) The Technical Administrator requests SARS security on behalf of the entity. Additionally, the Technical
Administrator should have been enrolled successfully to request the security certificate from SARS. This
security certificate is required for the submission of data via the Connect: Direct channel.

b) To request the security certificate from SARS, the Technical Administrator should proceed as follows:

i) Login to eFiling
ii) Select Services on the main menu.
iii) On the left menu option
A)  Select Enrol 3 Party Data
B)  Select Request Certificate,

c) The Request Certificate screen will list all certificates that were issued for that taxpayer. Initially this
list will be empty. Click Request New Certificate to start a new certificate request process.

e VSARS @ Home User Organsabons  Retumns Customs  Dutes & Levies  Services Tax Status Contact Log Ot
Organisa
ax Clearance Certificates Request Certificate for 3rd Party Data Submission
nrol 3rd Party Data SA DETALS
Organisation Name:
Enrol Organisation tration Dor:
Tax Reference:
Enrol Technical Admin
Envol Technical User No Records availiable for your selecton
Rwu.s‘ Nw c.r‘.uh

Secure File Submission

TP Configuration
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d) You will be requested to accept the Terms and Conditions (T&C) that govern the use of this service by
ticking the box next to | have read and accept the above conditions. Once the terms and conditions
have been accepted, click Continue and Request. Please note that unless the terms and conditions
are accepted, you will not be able to proceed to the next step.

User Organsabons  Retums Customs Dubes & Levies Services Tax Status

Tax Durectives Organisation

Tax Directives - prior 2017

Enrol 3rd Party Data SARS SUBSCRIPTION TERMS - SARS LAWTRUST 3'C PARTY DATA ENTI'Y CERTIFICATE

Envol Organisation PLEAS! READ THESE SUBSCRIPTION TERNS CAREFILLY BEFORE INSTALLING. UIGRANING OR USNG THE
JATA CNIITY CIRITICAIC TROMW THIT SOUTII ATRCAN REYVINUL MEVICE ("5ARS).INSTALLATION AND
JSE UF NUCH DATA ENTITT CERTIHICAIE BY THE USER (MFUES ACCEFTANCE OF IHE TERMS AND
Envol Technical Admin CONDTIONS CONTAINED HEREN,

1. PREAMBLE

FAES bot tet up the o-Blng Srrtemnfos raverse collachion andlor poment crsore
Enrol Technical User ol SARS eneures tecurity of ifs syseva inciuting the informatisa treraminion cnosnal
ihiEard by beareymn far e perneaat [n pvrle {n Aehiava wsarts fee e afvamantinnad
honaals, S A hos v read fhe Dot fatity Cadficate which fhe §obacrdbar s raourad b

Submission Dashboard haveinceder o occen ondute the e-Fing fyatem

Althougn SARS provide: the Data Ertity Certificate to the fubsciber, the Subscribe
Secure File Sub M oskmenicdges snd spress that ihe Dote Cebily Corifents s mat o produst or sarviss
rendered by JAG, byt Thet it § © Dracuct of service 3! LAWTaa! By downicodng ondler

et oling tha Dato Bty Cartifieats, tha Airhovisad Pagrasaniobive

ol ek I fdn st am s pesednt s Lkt thae Casifianis Apgliashian

Customs Dubes & Leves Services Tax Status.

‘ax Directives H Orgar‘:.sa!'cn

‘ax Directives - pior 2017

Additional Services

Tha §ubataings ol sspuss Wl Tha A dhacisnd Daseaiaslof va dass 4ot iiise hs Dinta

Fortificates )
LA CHAS Bty Cartlccte in 30 morear wheh moy comgstmie the mewty o SARS natesr
RELAG ThE PaTac 18Tty BF | AR altectine 05 00y B B sires e § Ak
o he oer e of it anfem o torvper wit s g Dotg Brtity St o ngh o netevpn s
nrol 3rd Party Data s o werere

) 10 Debav e ThO! Ofy Of e AL horaed Mepmientetived § it Cnang &y

!ty Svibawiion e wmd Qumiton IAG vl mreduel. witey

Enrol Organisation

Enrol Technical Admin

e el meDae bot oy Cadilante ol weman coos som s ariamens on ol the Daby Lt s,
Cartihente nnn tha Tuinasshar wil ha anigrtad (a: 1] mmive the Dot Batily Cad fosta
S
gt Ot D ty Satifuutn. T hukwar b nirm dhyms o ogrems '’ wwon ey
o1 1he Gate Aty SATEGoS 37 etvty SDBIST By 150 Teremesen of ate WON b
Enrol Technical User Slensiasty ovl 8o SA indhoing LW Ing shall Adl b Mokl meseriinie i By
GOVO08 100 1T OF SOVt £A CF 030 WACA i DN FOMITY 1 9d FOM ORG/Dr ) UDIPON |
e L I e I L R e e )

Submission Dashboard

~
ey P a1 L lrml\lm.(mlwn\lw
—
!

B e —
Secure File Submiss (=8 L]

D

My TP Configuration
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Tax Directives

. " 1 Organisation
Tax D

Request Certificate for Jrd Party Data Submission

ORGANISATION DETAILS

(Organisation Name:
Registration Number:
Tax Reference:

Please capture the following detail of the Channel that will be connecting 1o SARS

Channel. Secure Web (hitps/Connect Direct)
Interface Name

To generale your certificate, please enter the Interface Name and select Manually below.
Manually - Once you have completed the Interface Name and clicked the Manually racio bution, please click continue.
Continue

e) Capture the Interface Name

i) Do note the Interface Name for future reference.

f) Select Manually
g) Click on Continue

h) The following screen will be displayed.

e VSARS @

i Organisation

Request Certificate for 3rd Party Data Submission

ORGANISATION DETAILS

Organisation Name:
Registration Number:
Tax Reference:

Please capture the following detail of the Channel that will be connecting to SARS

Channel Secure Web (hitps/Connect: Direct}
Interface Name: GGN2024

Instruction: Please note thal you will receive bwo emails in your inbox. Follow the link lo download the certificate and manually install it on
the appropriate server. The emails will Include:

1. Reference Code
2. Authorization Code and Registration Link

SARS E_TAX_GGN2024

i) Do note the message displayed on the page.
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i) The user will receive two emails from SARS. The emails will contain the following:
* Reference Code
* Authorization Code and Registration Link

j) Click on Request Certificate

k) The following pop-up screen will be displayed.

©

"Request Certificate” message successfully sent. Please await the

"Certificate was issued” confirmation, along with two emails sent to
your inbox.

) Take note of the message and click on Ok.

m) Do note that if there is an error in your request, the following message will be displayed.

There has been an error. Please try again or contact us if the problem persistsl

n) To resolve, please try again.

0) Where the certificate was issued successfully, the following screen will be displayed.

Request Certificate for 3rd Party Data Submission

ORGANISATION DETAILS

Organisation Name:
Registration Number:
Tax Reference:

Please capture the following detail of the Channel that will be connecting to SARS

Channel: Secure Web (https/Connect: Direct)
Interface Name: GGN2024

Your certificate has been successfully issued
Status: Certificate Issued

| Revoke Initiation | Renew Certificate

p) Note the two buttons:

i) Revoke Certificate — You have the option to revoke a security certificate. If Revoke Initiation
button is clicked, a pop-up message will be displayed informing you to contact the Third-Party
Data Support team. Please contact the Support Team on the following email address.
A)  SARS_ThirdPartyData_Support@sars.gov.za.
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ii) Renew Certificate — Security certificates are only valid for 12 months from date of issue. The
Renew Certificate button will only be available 30 days prior to the expiry date.

q) Proceed to your email to access the Authorisation code and Registration link.

r) The emails sent through by SARS will be displayed as follows:

File Message  Help Q  Tell me what you want to do
3 o o] | Bswe. - 57 Mark Unread ) 03 |
s I B &5 C |\ @6 Siime o I8 B S LA 0| 5% a
£~ Delete Archive | Reply Reply Forward Shareto Al oy 9‘ # Move Assign B Categorza Read Immersive | Translate | Zoom Reply with Viva
s Al v | Teams | Apps | Serhid i ~ [@~ | Policy~ P Follow Up ~ [» v | Aloud Reader - Scheduling Poll | Insights |
Delete Respond Teams Apps | Quick Steps " Move Tags fl Editing Immersive | Language | Zoom Find Time Add-in | .
Authorization Code and Registration link
< Reply | % Replyal K
noreply@ @ ) Reply ) Reply All | —3» Forward | | i
To @ Wed 2024/01/17 11:32 AM

ALTRON

SECURITY
Authorisation Code and Registration Link
2024/01/17 11:31:51 AM

You have been enrolled for a new certificate.

Please use the Reference Code from a previous email or SMS and this
Authorisation Pass Code to retrieve the certificate from the link below.

OCE6-DUZJ-FEAD

i) Do note the Authorisation Code and the Certificate Link on the email.
File Message Help Q  Tell me what you want to do
) o 60| | ([ 3:d Party data Sl FMark Uniead | O ) eh =
G = FRT NN RV T
. Delete Archive | Reply Reply Forward Share to Al - E Move Assign 58 Read Immersive | Translate | Zoom Reply with Viva
© All Eh~ | Teams | Apps Bl Ervic El| "~ B~ | policy~ P Followlp~ | [ ~ | Aloud Reader - Scheduling Poll | Insights
Delete Respond Teams Apps Quick Steps [ Move Tags !l Editing Immersive Language | Zoom Find Time Add-in -

Reference Code

noreply @ | © Reply | & ReplyAll | —> Forward [ SRR
To © Wed 2024/01/17 11:32 AM

ALTRON

SECURITY

Reference Code
2024/01117 11:31:51 AM

You have been enrolled for a new certificate.

Please use the Reference Code below when retrieving the cemficale

when you receive the next email.

04218160

i) Do note the Reference Code on the email.

s) Proceed to retrieve the certificate as follows:

i) Click on Link to retrieve Certificate from the email sent by SARS.
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Authorisation Code and Registration Link
2024/01/17 11:31:51 AM

You have been enrolled for a new certificate

Please use the Reference Code from a previous email or SMS and this

Authorisation Pass Code to retrieve the certificate from the link below.

OCE6-DUZJ-FEAD

Link to retri@ve Certificate)

ii) The SARS Third Party Data page will be displayed.

-V SARS

N K »

Welcome to SARS Certificate Portal

The following options are available to assist you in the management of your account.

Generate My Digital ID

A digital ID (also known as an electronic identity) contains all of your cryptographic information. If you have received activation codes from your
administrator you can generate your digital ID by using the activation codes received from your registration request. le

iii) Click on Next

- W SARS

SARS Third Party &

Generate Digital ID

Generate Entrust PKCS12 Security Store
Reference Number and Authorization Code are required

* Reference Number

* Authorization Code

Generate PKCS12

iv)  Complete the Reference Number and Authorization Code sent through via email.

A)  Click on Generate PKC12
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-V SARS

SARS Third Party PreProd

Generate Digital ID

Generate Entrust PKCS12 Security Store
Reference Number and Authorization Code are required

04218160

OCE6-DUZJ-FEAD

Generate PKCS12

V) Once completed the following screen will be displayed.

= ¥ SARS

SARS Third Party PreProd

Generate Digital ID

Generate Entrust PKCS12 Security Store
Password and Confirm Password are required

* Password

* Confirm Password

Generate PKCS12

A) Complete the Password as requested.
B) Once completed, click on Generate PKC12

vi)  The following screen will be displayed.
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Downloads B Q - 2

SARS Third Party

Generate Digital ID

Generate Entrust PKCS12 Security Store |,

@ Your PKCS12 file will be downloaded shortly. Se fione l

Manage My Account

vii)  Download the file according to your PC settings.

* ¥ SARS

SARS Third Party

Generate Digital ID

Generate Entrust PKCS12 Security Store

@ Your PKCS12 file will be downloaded shortly.

Home

Manage My Account %

b) On eFiling the status will display as Certificate Issued.
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Request Certificate for 3rd Party Data Submission

ORGANISATION DETAILS

Organisation Name:
Registration Number:
Tax Reference:

Node Name P Address Request Date Status

GGN2024 [] Cerificate Request Eror, please try again
GGN2024 0 Certificate Issued

Request New Certificate

b

6.1.1 How to import a SARS security certificate

a) To access Internet Options, on the Windows Search bar, type Internet options and the screen below will
be displayed.

Internet Options

General |S¢ac|_.|ri1:y|I I Privacy I Content I Connections. I Programs I Aduancedl

Home page

To create home page tabs, type each address on its own line,

=
- -

[ Use current ] [ Use default ] [ Use blank ]

Browsing history

’.f/I;.-. Delete temporary files, history, cookies, saved passwords,
v ,-I and web form informaton.

[] Delete browsing history on exit

[oeemn ) ([ sewnes
Search

p Change search defaults.
Tabs

_I_ Change how webpages are displayed in

tabs.

Appearance
[ Colors ] [ Languages ][ Fonts ] [ Accessibility ]

i) Click on Content
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ntermnet Options Co (-
| General I Security I Privacy | Content | Connections I Programs I Advam:Edl
Content Advisor
9 Ratings help you control the Internet content that can be
. _{ wviewed on this computer.
[ @Eﬂaﬂe... ] | @Sei_:tings
Certificates
Use certificates for encypted connections and identification.
[ cearssistate ||  certificates ||  Publishers ]
AutoComplete
= AutoComplete stores previous entries [ Settings ]
= on webpages and suggests matches
for you.
Feeds and Web Slices
E Feeds and Web Slices provide updated [ Settings ]
| content from websites that can be
read in Internet Explorer and other
programs.
[ Ok ] [ Cancel ] | Apply

ii) Click Certificates

Certificate intended purposes

<All=

Learn more about certificates

Intended purpose: lﬁ‘.ﬂh V]
Personal | Other People | Intermediate Certification Authorities | Trusted Root Certification * | *
Issued To Issued By Expiratio...  Friendly Name
15 1999004643... LAWTust2048 CA 2014/02{18 5 19990045...
@SAF‘.S 2006000078,.,  LAWrust2045 CA 2014/03f18  SARS 20060000...
@SARS 2010025083... LAWtrust2048 CA 2014/04/11 SARS 20100250...
|

A

YV SARS

South African Revenue Service

Effective Date: 7 April 2026
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b) Select the Certificate and click Import

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

e This wizard helps you copy certificates, certificate trust
f - lists, and certificate revocation lists from your disk to a
o certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

< Back [ Mext= | [ Cancel

i) Click Next.

c) Click Browse and search for the path where the certificate is saved.

Certificate Import Wizard

File to Import
Specify the file you want to impart.

File name:

TESTIMG SARS Browse...

Note: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (\P7B)

Microsoft Serialized Certificate Store (.55T)

Learn more about certificate file formats

< Back l[ Mext = ][ Cancel

i) Click Next.
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e)

Certificate Import Wizard

Password

Te maintain security, the private key was protected with a password.

Type the password for the private key.

Passward:

private key is used by an application if you enable this option.

keys at a later time.

[#]indude all extended properties.:

Learn more about protecting private keys

Enable strong private key protection. You will be prompted every time the

[] Mark this key as exportable. This will allow you to back up or transport your

Enter a password and click Next.

YV SARS

South African Revenue Service

Effective Date: 7 April 2026

Select Automatically select the certificate store based on type of certificate.

Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

\wtomatically select the certificate store based on the type of certificate:

() Place all certificates in the following store

Certificate store:

Personal Browse...

Learn more about certificate stores

<Back || mext> | [ cancel

) Click Next.
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Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

‘You have spedfied the following settings:

Lol et s tma el Automatically determined by t
Content PFX

File Mame D:Wsers\s 1012827 \Deskiop
“ 1 " 3

<gack || Fnsh | [ cancel

ii) Click finish.

Intended purpose: ’<AH> v]
Personal | Other People | Intermediate Certification Authorities | Trusted Root Certification * | *
Issued To Issued By Expiratio...  Friendly Name
@SRRS 1999004643... LAWtrust2048 CA 2014/02/18 SARS 19990045...
@SARS 2006000073... LAWtrust2048 CA 2014/03/18  SARS 20060000...
@SARS 2010025083... LAWtrust2043 CA 2014/04/11  SARS 20100250...
E Import... i [ Export... l [ Remowve Advanced

Certificate intended purposes

<All=
View

Learn more about certificates

f) Select the import file and click on Import
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Importing a new private exchange key

An application is creating a Protected item.

CryptoAF] Private Key

Securty level set to Medium [ Set Securty Level... ]

F 0K ]| cancel || Detais.. |

i) Click OK

Certificate Import Wizard E

a 3

The import was successful,
- -

6.1.2How to export a SARS security certificate

YV SARS

South African Revenue Service

Effective Date: 7 April 2026

a) To access Internet Options, on the Windows Search bar, type Internet options and the screen below will

be displayed.

Internet Options

[T | S

| General I Security I Privacy | Content | Connections I Programs I Advancedl

Content Advisor

E Feeds and Web Slices provide updated [
N

@ Ratings help you control the Internet content that can be
- wiewed on this computer,
i @Eﬂable. . ] '5'Segtings
Certificates
Use certificates for encrypted connections and identification.
[ Clear S5L state ] [ Certificates ] [ Publishers ]
AutoComplete
= AutoComplete stores previous entries [ Settings ]
% on webpages and suggests matches
for you.
Feeds and Web Slices
Settngs ]

content from websites that can be
read in Internet Explorer and other

programs.
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b) Select Content

| Internet Options

|General|5ea.rit\rlprivaqr

Content | Connections I Programs I Advarx:\edl

Content Advisor

@ Ratings help you control the Internet content that can be
wiewed on this computer.

[ EEnable.. ]|

'@:‘Setﬁngs

Certificates

[ cearssistate ||

Use certificates for encrypted connections and identification.

Certificates 1l Publishers |

AutoComplete
= AutoComplete stores previous entries [

= on webpages and suggests matches
for you.
Feeds and Web Slices
E Feeds and Web Slices provide updated [
| content from websites that can be
read in Internet Explorer and other
programs.

Settings |

Lok J[ camcel [ ool

c) Select Certificate

Internet Options |

| General I Security I Privacy | Content | Connections I Programs I Ad\rar'k.:\edl

Content Advisor

@ Ratings help you control the Intermet content that can be
wiewed on this computer.

[ @Enable... ||

Hyl Settings

Certificates
Use certificates for encrypted connections and identification.

[ clearssLstate || Certificatos 1 Publishers

AutoComplete

AutoComplete stores previous entries [

on webpages and suggests matches
for you.

Feeds and Web Slices

E Feeds and Web Slices provide updated [
| content from websites that can be
read in Imternet Explorer and other

programs.

d) Select the Certificate you want to export.

YV SARS
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Certificates 3]

Intended purpose: ’<NJ> v]

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior| * | *

Issued To Issued By Expiratio...  Friendly Name

S 1999004543... LAWEust2043 CA 20140218 SARS 199900465...
@SARS 2000000078... LAWrust2043 CA 2014/03/18 SARS 20060000, .,
@SARS 2010025083... LAWIirust2043 CA 2014/04/11  SARS 20100250, .,

R

Certificate intended purposes

<All>

Learn more about certificates Close

e) After you selected the certificate, click Export and then Next.

Certificate Export Wizard (S|

Welcome to the Certificate Export
Wizard
This wizard helps you copy certificates, certificate trust

lists and certificate revocation lists from a certificate
store to your disk,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

< Back ||_ Next = I [ Cancel

f) Click Yes, export the private key and then Next
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Certificate Export Wizard E

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

@) ¥es, export the private keyi

() Mo, do not export the private key

Learn more about exporting private keys

g) Select Personal Information Exchange and click Next

Certificate Export Wizard E

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
DER. encoded binary X, 509 {,CER)
Base-64 encoded X.509 (.CER)

Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78B)
Indude all certificates in the certification path if possible

(@) Personal Information Exchange - PKICS £12 ((PFX)

[¥]Indude all certificates in the certification path if possible:

[T Delete the private key if the export is successful
[]Export all extended properties

Microsoft Serialized Certificate Store (55T)

Learn more about certificate file formats

< Back ][ Mext = ][ Cancel

h) Select a password for the private key.
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Password
To maintain security, you must protect the private key by using a password.

Type and confirm a password.

Password:

Type and confirm password {mandatory):

[ <Back || mext> | [ cancel |
i) Enter a file name and click on Next.

File to Export
Specify the name of the file you want to export
Eile name:
TESTING SARS Browse...

<Back || mext> | [ cancel
i) Click Finish
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)

Certificate Export Wizard

Completing the Certificate Export
Wizard

You have successfully completed the Certificate Export
wizard,

You have spedfied the following settings:

File Name D:\Wsel
Export Keys Yes
Incude all certificates in the certification path  Yes
File Format Perzon;

4 1] 3

=

% Back l[ Finish J[ Cancel

The export was successful.

Certificate Export Wizard

The export was successful,

-

=]

PREPARE THIRD-PARTY DATA FILE FOR SUBMISSION

YV SARS

South African Revenue Service

Effective Date: 7 April 2026

The electronic data file submissions should be structured and uploaded as described on the file
specifications detailed in the SARS External Business Requirements Specification (BRS). The SARS
External BRS is available on the Third-Party Data Annual Submission Page on the SARS website,
www.sars.gov.za. This page details all the external BRS as per data type. Additionally, some
submissions on the webpage list the period in which the data type is on the “Trade Testing Go Live”
platform and when it is on the “Production Submission Period”.

i) Note that when the data type is on Trade Testing this implies that during this period, third-party
entities may test the submission process, by submitting test files to SARS. This process will allow
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entities to query SARS on the submission process thus increasing ease in the use of the SARS
platform in submitting data files. Additionally, this is an opportunity for users/entities to test and
finalise their completed files on the SARS third-party data platform.

A)  SARS will notify third-party entities when to engage during this process.

ii) When the data type is on the Production Submission period it implies that third-party entities
should submit their completed data files. Do note that for some data types, submission is annual
whilst for others it is bi-annual.

A) When possible, ensure that the data file to be submitted has been tested during the preprod
process of the data type. The dates for these are also available on the SARS website.

c) When preparing the third-party data file, note the following:

i) Submit the data file as per relevant SARS External BRS.

ii) The fields and records required by SARS for the completion of the data file, are as per appropriate
legislation and the Government Gazette, thus kindly ensure that all the data required such as the
tax reference number is completed.

A)  Where third-party entities do not have the tax reference number of clients, kindly request
for bulk tax reference numbers via the following email address:
SARS_ThirdPartyData_Support@sars.gov.za. On the subject line note to SARS that you
are requesting bulk tax reference numbers.

d) Lastly when applying changes and resubmitting your third-party data file, note that data will be
prepopulated in instances where the data file was submitted and declared. Additionally, once the data
file is submitted again, the system usually takes 24-48 hours to reflect the updated /changes made on
the data.

8 SUBMIT THIRD-PARTY DATA FILE

a) SARS encourages entities to submit their Third-Party Data as soon as they are ready. Additionally,
SARS places great emphasis on receiving complete, correct and quality data submissions the first time
around. If an amendment is required regarding a submission, please alert SARS as soon as possible
and make the necessary corrections timeously.

b) SARS also encourages entities to test their completed prepared files in the test environment. This will
give the entities an opportunity to engage with SARS and receive feedback regarding file preparations.
Once the data files have been prepared and completed as per the SARS External BRS, kindly submit
the file to SARS via the Secure Web: HTTPS platform. The data file should be submitted during the
specified periods as per applicable Gazette.

c) Lastly, do note that the Technical User should submit the data on behalf of the entity. Additionally, when

having challenges during this period, engage with the SARS Third-Party data support team via the
following email address. SARS_ThirdPartyData_Support@sars.gov.za.

8.1 How to submit third-party data files to SARS

a) To access the Secure File Submission, Click on Services on the top menu, and then click Enrol 3
Party Data on side menu.

b) Select Secure File Submission from the side menu.

c) Note that port 60600 (Login page) and 60666 (password resend) should be enabled on the network.
The entities’ IT department should be able to assist with opening the ports.
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©® D | [ SARS Secure File Gateway x BB

<« C B 6

Select a certificate for authentication

d) A list of certificates ready for submission will be displayed. Select the imported certificate.
e) The entity will be routed to the Secure File Gateway site

| SARS Secure File Gateway | VSMS I

Login Required.

SSP Sign in Portal

DRk User ID is required

Sign In

f) Enter the user ID and password as provided to a Technical User as per sms received from SARS.

i) Click on the Submission tab.

g) From the Mailbox Path’ drop-down box you should always select “/” only, then select Browse to attach
file to be submitted to SARS.
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SARS Secure File Gateway Welcome Vi

Sign Out

Upload a file
Specify mailbox file and renaming pattern

@x Path : D Ijl
File : Mo file chosen

Rename File As : | |

SARS Secure File Gateway Welcome ViiS

ity | Simion | o] e

Upload a file
Specify mailbox file and renaming pattern

Mailbox Path : ‘f Ijl

File : 135_2_5005.. 17070000t

Rename File As : ‘ ‘

h) Select Send button to submit the file to SARS.

SARS Secure File Gateway Welcome V545

.| _owe | _pofle | _ub | Senou

| Fieactivty | submission | Respone Fes]  Reports |

Search for file activities
To search for all activities simply leave all fields blank and select Find

= | Arrived File Times shown in local time zone @ Change to server time zone

The number of search results found: 1

Reviewed  Arrived Fil... ' Delivery Status

Original File Name

03/05/2024 20:10:17

Routed Complete _20220701T070000.

i) The status should be displayed as “Routed”.
i) This indicates that the file was send to SARS successfully.

j) Click on the Response Files tab to view statuses of other files submitted to SARS via this channel.
Depending on the size of the file a response file will be send from SARS within few minutes.
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k) Note: Save the file immediately before opening it because once it has been opened it is going to be
moved from the list/mailbox. Submitted files can be viewed by using the submission dashboard.

1) Also do note that users are not able to reset the Secure Web: https password.
i) To reset the Secure Web: https password, request to reset from SARS via the following email
address: SARS_ThirdPartyData_Support@sars.gov.za.

8.2 Submission dashboard

a) The user must be logged in as a Technical Administrator or Technical User in order to view the
Submission Dashboard. The submission dashboard is used to view the submitted data.

b) To view the Submission Dashboard,
i) Go to Services on the top menu,
ii) Click Enrol 3™ Party Data on side menu.
iii) Select Submission Dashboard from the side menu.

c) The following screen will be displayed:

User Organmabons  Retums Customs Dubes & Levies  Services Tax Stabus Contact

* 1 Organisation

Pudditional Services

Tax Chearance Certificates 3rd PARTY DATA DASHBOARD

nrol 3rd Party Data Chent Name From Date

Trading As:

To Date
Enrol Organisation Registration Number

Certficate Type

Enrol Technical Admin
Request Cedificate

Enrol Technical User

Wy TP Configuration
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d) In the Search Criteria, third-party entities will be able to select the desired dates using the From Date
and To Date fields.

9 DECLARE SUBMITTED THIRD-PARTY DATA FILE

a) The declaration of submitted data is done by submitting the applicable data type return to SARS via
eFiling. This implies that the data type declaration return must be submitted for every third-party data
file submitted via the Connect: Direct channel. Do note that the declaration return to be submitted will
have a suffix of 02. (E.g., the FTI-02 return will be the declaration return of the FTI data submission, the
IT3-02 return will be the declaration return of the IT3 data submission, etc.)

b) Below is a demonstration of the declaration for the submission of the IT3 third party data file submission
made. Do note that the same principle should be applied when declaring all other third-party tax data
types. Also do note the suffix of the return tax type will be 02.

c) To declare your submitted T3 data file, proceed as follows:

i) Click on Returns
ii) Click on Third Party Data button on the left side menu.
i)  Click on the Request Return button.

A)
B)
C)

Drndends Tax

Levies and Duties

Third Party Data
Submit New Data
Submitted Data
Submit New Return

n3

Submitted Return

Request Tax Transactions

Additional Payments

Click on IT3 button, if there are issued or saved returns a list will be displayed on the screen.
Select the applicable third-party data type (e.g. IT3(b)) from the dropdown list.

On the date dropdown list you will be presented with tax period. Select the applicable
period.

Organsabons  Retumns Cusioms Duies & Levies  Services Tax Status. Contact

Return Search

2021-02 ¥ || Request Return

Name Reference Num i Return Type
No Records available for your selecton.
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d) Once the period has been selected and the user has clicked on File Return button, eFiling will display
a prepopulated IT3-02 return.

e

Where no data was submitted eFiling will display the message: “No data found for Data Type IT3B,
Tax Reference Number xxxxxxxxxx and Tax Year xxxx".

f) On the IT3 work page, click on the IT3B hyperlink to open the IT3-02 declaration form.

The IT3-02 Declaration form will be displayed for verification and submission.

«Q
=

h) The Declaration Details container will be pre-populated with the type of return selection made.

| VSARS IT3 Declaration (1T3-02)

Note: Validate whether the pre-populated information is accurate and corresponds to your submitted
data.
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To declare that the summary information captured on the IT3-02 return contains correct figures, submit
the return by clicking on Submit Return.

Note: You can save the return and work on it later.

9.1 How to correct or update the submitted third-party data file

a) The user may perform a request for correction (RFC) on previously submitted and declared data. This

is done by resubmitting the updated data file via Secure Web: HTTPS.

10 DEFINITIONS AND ACRONYMS

Link for centralised definitions, acronyms, and abbreviations: Glossary A-M | South African Revenue Service

(sars.gov.za)

DISCLAIMER

The information contained in this guide is intended as guidance only and is not considered to be a legal
reference, nor is it a binding ruling. The information does not take the place of legislation and readers who
are in doubt regarding any aspect of the information displayed in the guide should refer to the relevant
legislation or seek a formal opinion from a suitably qualified individual.

For more information about the contents of this publication you may:

Visit the SARS website at www.sars.gov.za;

. Make a booking to visit the nearest SARS branch;
. Contact your own tax advisor / tax practitioner;
. If calling from within South Africa, contact the SARS Contact Centre on 0800 00 SARS (7277); or
. If calling from outside South Africa, contact the SARS Contact Centre on +27 11 602 2093 (only
between 8am and 4pm South African time).
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