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Government Gazette No. 24594
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CUSTOMS AND EXCISE ACT, 1964
AMENDMENT OF RULES {(NO. DAR/78%)

Under sections 101A and 120 of the Customs and Excisc Act, 1964, the rules published in Government Notice Ri874 of 8
December 1993 are amended 1o the extent set out in the Schedule hersto

P J GORDHAN
COMMISSIONER FOR THE SOUTH AFRICAN REVENUE SERVICE

SCHEDULE

By the insertion afier the rules for seetion 101 of the foilowing:

"RULES FOR SECTION 101A OF THE ACT

Llectronic communication for the purpose of customs and excise procedures

Numbeting of rules, rieaning of expressions, delegation and application for registration as register ed user

101A 01 (1) Where sny rule reflects o number in brackets after ¢ serinl number the number in brackets relers to the

subsection fo which the rule relates
(b  Any expression used in these rules with reference to the user agreement and its annexes or in the user
aprecment and its annexes shall, unless the context otherwise indicate. have the meaning assigned thereto in

tie user agreesent or the provisions of the Act relating thereto

{c) Subject to the provisions of scolion 3(2) any power. duty or functien contemplated in sections 101A(5). (6},

(73, {9} or (14} is 10 the extent specified in these rules. delegated to the General Manaper: Customs

101A 02(3)  (a} A person applying for registration to be a registered user must -



101A 03(4)

101A 04(3)

1D1A 05{6)

{b}
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(3) apply on form DAIBS and the refevant annexure thereto and comply with il the requirements
specified thereis, in section 101A and these rules and any sdditional requirements thal may be

determined by the General Manager: Customs;

{11) submit with the application the completed user agreement in accordance with the pro-forma

agreement specified in these rules

No practice statement is prescribed

Agreement

The agreement shall be in sccordance with the pro-forma user agreement whicl is prescribed in terms of and shall be

decsed to be part of this rule

Requirements specified in scetion 101A({S)

{a)

{b)

The terms aad conditions preseribed in the pro-forma agreement shall apply for the purposes of the

requirements specified in subsection (3Ya}

{1y For the purposes of subsection {5)(b}, the registered user shall upon discovery of the compromise of

the allecated digital signature immediately by electronic communication notify the Commissioner ol

such occurrence

(i} This notification shall be taken to cocur at the time and place as provided in section 101A(9)c).

Refusal, cancellation or suspension of registration

{a)

(b)

In addition to section 161A and these rules, the provisions of the rules for section 60 shall, where relevant,

apply mntatis mitandis to the upplicant sad the application for registralion

Upon approval of sn applicant as a registered user the Commisstoner shall notify the applicant in writing or
by electronic communication and simultancously advise the applicant of the particulars of its allocated digital

signature i the manner required by the applicant and indicated in the application for registration

eeping of records



1014 06(8)

101A B7(10)

101A 08

(a) Section 101 and the rules therefor regarding books. accounts, documents and electronic data shatl mutatis

mudancis apply in addition to the terms and conditions of the user agreement

(b)  The period for which such records shalf be kept shall be {ive (5) years as preseribed in paragrapls 3(d)(iv) of

the user agreement

Submission of documents clectronically and digital signature

(a) Compliance with the provisions of Annexure A to the user agreement wilf constitute a digital signature

(b) The affixing of a digital signature, the authentication and the verification thereof shall be in secordance with

the provisions of the said Annexure A

Proof of electronic communications

12y (a) The provisions of paragraph 9 of the user agreement shall establish the busis upon which any court of

competent jurisdiction shoil consider the aflixing of any digital signature, any digital signature, datn,

electronic recerd, information, message, data log or the like for purposes of delermining any issue lo

which the provisions of seclion 101 A relote

(b)  Whenever any officer or any employee of a registered user, as the case may be, for the purpose of the

Act, these rules and the provisions of paragraph 9 of the user apreement issucs a certificate in respect

of any message, or 6 copy o printeut of or an extract [rom such message in the data log, as defined,

such certificate shall specify the following particulars -

(i) the identity of the officer or emiployee who originated the message;

(ii) the time and date the message was dispatched from the computer system of the originator;

(iii}  the time and dale the message accessed the computer system of the addressee;

(iv)  the time and date the acknowiedgenient of receipt, where required. was received on the

eomptiter system of the originator;



101A 99(13)

v

(vi)

(vi)

{vi}
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in the case of the registered user, whether the computer system, at the time of receipt or of
dispatch of the message complied in all respects with the provisions of the user agreement, the

user manual and VANS in respect of the data fog 10 which the certificate applies;

in the case of the Commissioner, that the computer system of the Commissianer, at the time

of receipt or dispatch of the message camplied in alf respects with UN/EDIFACT standurds

in the case of the registered user the identity of every person authorized by the registered user
at the time of the data log concerned to alfix a digital signature on any document required to
be signed for purposes of the Act, nad the person who affixed a digital signature in respect of

the message concerned;

that the manner in which the data in the dats log was stored. the procedures employed to
protect its integrity and the particulars of those clements in the retrieved data fog, which were
subsequently added for purposes of storage and retrieval identification conform in all respects

with the requirements of section 101 A, the rules, the user agreement and the user manual

Communication by proper document il 1 computer systems is inoper ative

{a}

(b

(c}

{i)

(it)

Whenever the computer system of the Commissioner is inoperative for whatever reason, the

registered user or the registered wser's intermediary shall be advised of these facts, including the

expected duration thereol, electronically or by other means, at the address ol the registered user or

such other piace as indicaled on the application for registration

Whenever any registered user communicates with the Commisstoser electronically through an

intermediary as defined, the Commissioner myust advise such intermediary of the circumstances

contemplated in subparagraph (i)

Tiie mere fact thal a compuler system is inoperative shali not absolve any registered user from complying

with any ol the ohligations under the provisions of the Act

In circumstances where a registered user cannot communicate electronically with the Commissioner as

contempiated in section 101A, the registered user shall communicate with the Commissiener, o Controller or

an efficer for any of the purposes of the Act by paper doctment and shall continue to do so until electronic



10tA 10(14)

a1l

161A 12
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communication can be re-established i full compliance with the provisions of section 101 A and the user

ggresment

Acknowledgement of receipt

()

{©)

For the purposes of scction 101A(9) neknowledgement shall be in the {onm and al the tme preseribed in the

user manual which may require that -

(1) all messages must be acknowledged; or

(if) only the messages specilied in the user manual must be acknowledged

Where acknewledgement of 2 message is not preseribed in the user manual, the sender may nevertheless

request acknowledgement from the recipient who must acknowledpe the message within the time prescribed

or if no time is prescribed as soon as reasonably possible

(i) The dispatch of & message oceurs, and the tme and place of receipt thereof shall be, as preseribed in

section 101A{9)(c)

(i) Any message shail be deemed nol to have been received unbess accessible in the computer to which it

wag send

Implementation ariangements

{2)

(b)

Where any person has been allowed to communicate with the Commisstoner by computer for any purpose
contemplated in section T0YA, its rules and the user agreement, such person must apply for registration and

coter inte such a user agreement before 9 April 2003

Repistration s a user in respeet of applicants will. if approved, be effected belore 23 Aprii 2003, after which

date no person shall be allowed such communication with the Commissioner unless he or she is so registered

Communication when any ta 1 heading or item of any Schedule is amended

Notwithstanding paragraph 15 of the agreement, a registered user may nat submit any bill of entry electronically

before the date of publication of any notice in the Gazetle amending any tarHf heading or item in sny Schedule where
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the Commisstoner has given notice, either by paper document or clectronic communication, of such an amendment

after 15;00 on the date preceding such publication
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ELECTRONIC COMMUNICATION: USER AGREEMENT

CUSTOMS AND EXCISE ACT, 1964 (ACT NO. 91 OF 1964)
{Rale 101 A.63)

As

(Full name of applicant — hercinafier referred to as "registered user"}

of

{Physical address of applicant - not a PO Box)

herein represenied by

Full Name Capacity

*duly authorised thereto by virtue of-
(a4} *a resolution passed ot a meeting of the Board of Dircctors held at on day of
L or
{b} *the express consent in writing of al} the partners of a *partnership #members of the close corporation M*trustees of the
{rust, or

(¢} *being a person having the management of any other association of persons referred o i rule 60 03(2)a)iv).

(*Delete whichever is not applicable)
has applied to the Commissioner for the South: African Revenue Scrvice, (the Commissioner) te be registered as a user as
provided for in scction 1G1A(2)(b) and is desirous of entering info a user agreement as required by the provisions of section

HO1A(3)

And whereas the Commissioner is satisfied that sl the prescribed requirements for such registration have been complied

with, and has decided to register the applicant.

Now therefor the parties agree as [ollows:

For purposes of this agreement the following words and phrases shall, subject to the definitions in section 101A(1), have the

following mcanings ascribed thereto -

“agrecment’” means the user agreement and sny annexures thereto;

“gudil and inspect” shall have the mesning ascribed to “inspection of any beoks, accounts and other documents™ in section

41 1)(b) and “books, accounts and other documents”™ include any data referred 1o in section 101{2B);

“data log™ means the complete record of dots interchanged between the parties that will include the full audit trail of the

interchanges s well as the actua} interchange containing the messages formatted aceording to the user manual,

“eleetronic data interchange™ “(ED1)” means the electronic transfer [rom computer to computer of information using @

agreed standard to stricture the information;
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“EDI-Network™ means the sum total of computer hardware and software and the communication links used to interchange

messages electronically between the partics;
“party” or “parties” means a parly or parties to this agreement;

“message’” means data generaled or stored that are structured in accordance with the user manual and transmisted

ciectronically between the parties. including where the context admits, any part of such data;
“originator” means any party to this agreement:

“registercd wser” means the party responsible for supplying data electronically to, and who is entitied to receive data from.

the Commissioner and who has entered into the user agreement and is allocated a digital sigaature;

“SARS” micans the South African Revenue Service;

“secliony” means, unless otherwise specified, a section of the Customs and Excise Act, 1964 (Act No 81 of 1904);
“stundards™ means the uniform specifications for the electronic interchange of data contained in the user manual,
“the Act™ means “this Act” as defined in the Customs and Excise Acl, 1964 (Act No 9] of 1964);

SUNEDIFACT™ menns United Nations Electronic Data Interchenge for Administration, Commerce and Transport as

contemplated in the user manual;

“wser agrecment” means this agreement regulating electronic datn interchange between the paries, together with its

Annexures;

“user manuai” means subject to the provisions of paragraph 18 2. the handbook of commereial and technical procedures and

rujes and requirements spplicable to the transmission of messages as available on the SARS website;
“YANS” means the Value Added Network Services used by the parfies {or the transmission of messages
Scope
(a) The registered user understands and aceepts that -

(i} the user manuai as available on the SARS website; and

(if) Annexure A,

shali be deemed to be integral parts of this agreement
(b} The parties agree thl -

(i) all miessapes transmitied belween the registered user and the Commissioner shalt be tressmitted in sccordance

with the provisions of the user manual;



{c)

(dj

(i)
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all such messages, the data fog. this agreement and the user manual siail be subject o -

(aa)

(bb)

the provisions of the Act; and

the provisions of the Electronic Communication and [ransactions Act, 2002 (Act No 25 ol 2002) 10

the extent that -

{AY  such provisions can be applicd; and

(B}  any provision of section 101 A, these rules or the agreement do nol otherwise provide

The Commissioner confirms that the provisions cantemplated in paragraph (b) sholl apply equalty and transparently

The registered user -

(i)

(if)

(1)

confirms that it is aware of its liabilities and obligations under the Act and tiis aprecment and has accepied

the impasition of standards of conduct and the consequences of non-compliance with those liabilities and

obligations as & pre-condition to being allowed 1o engage in the activitics repulated by the Act and governed

by this agreemeny;

(o)

{bb)

{aa)

(bb)

confirms that where electronic data is trensmitied by the computer system of the registered user which
can be aftributed to the registered user as provided for in section 101A(B)b) and such data is
authenticated by the digital sipnature of the registered user, allocated by the Commissioner as herein

provided-

(A)  without the authority of the registered user; and

{B) before the registercd user notifies the Commissioner of such a breach of security,

that such data, when received in the computer system of the Commissioner shall, as contemplated in
section 1OFA($)(iii). be taken to have been communicated by the registered user of such digital

signofure, and

agrees that the registered user shall be lisble for all the liabilities and obligations emanating from the

relevant electranic communication under the Act;

confirms that it is aware of and acknowledges the statutory powers. rights and obligations of the
Commissioner and his/her delegated officers to audit and inspect the documents, books and records of
the business in respect of which the user is registered. including such records relating o individual
clients of the repistered user and in respect of speeific transactions conducted, for or on behalf of sny
principal, under the control of the registered user, as well ay the banking sccousts and records of the

registered user as far as these relate to the business for which the user is registered,

specifically agrees to and authorises the audit and inspection of such bocks and documents and
business banking sccounts al whatever reasonable time it is required for purposes of the Act by the

Commissioner, without the authorisation of a warrant



(iv)

{v)

(vi1)

{az)

(bb)

(ce)
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underakes to keep on the registered business premises books, accounts, records and documents

relating to the transactions of the business comprising at least—

(A)  those documents, and the like, nentioncd in sections IHA@RXa) () (i) and (iiz) and
10TA(10)a).

B3 any document supporting those mentioned in sub-paragraph (an);

(C)  uny instructions received (rom its principal; and

undertakes to keep on such registered premises or ot any other place approved by the Commissioner.
afl data 19 electronic form or as electronic record, as delined in section 101A{1), sent, received
generaled or stored for purposes of the Act in aceordance with the provisions of section 101A and as

required in terms of section 101(2BY),

undertakes, notwithstanding any other provisions of the Act, to keep such books, accounts, records
and decuments, alse in electronic form or electronic record as defined, available for such audit and
inspection by the Commissioner for a period of five (5) years, caleulated from the end of the ealendar
year in which the documents were so sent, generated, stored, lodged or required for purposes of the

Act;

hereby puarantees reasonable aecess to the computer system of the registered user by the Commissioner for

such testing, verification and audit purpoeses of such system as may be required {or purposes of the Act and

this agreement;

hereby undertakes -

(ua)

{bb)

{ce)

to use computer equipment and facilitics of a class or kind which is compatible with the requirements

specified in the user munual; and

1o atlow the Commissioner such asccess to the system as may be required Lo test the system and verify

whether the provisions of subparagraph (az) have been complied with; and

to advise the Commissioner of any intended change by the registered user of computer sysiems,

equipment and facilities used for purposes of the Act;

underiskes o toke all reasonable steps to institute snd maintain adequote administrative measures and

procedures in the business of the registered user to ensure that -

{0a)

(bb}

the contents of all documents submitied clectronically 1o the Commissioner in accordance with the
provisions of seetion 101A, [or purpases of the Act, are duly verified and completed and comply in
all respects with the provisions of the Act, the terms and conditions of this sgreement and the wser

manual;

cvery person i the employ of the registered user and engaged in the conduct of any business under
the Act is conversant with the provisions of the Act, the contents of this agreement and with the

requirements relaling to the business of the repistered user and of the Commissioner and is able to



(viti)

{ce)

(dd)

(ee)

(i
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answer to any question that may be required 1o be answered in respect of such business for purposcs
of the Act;

the Commissioner is advised as soon as it may come to the knowledge of the registered user, or any
persen in the employ of the registered user, that any principal of the registered user or any person in
the employ of such principal has contravencd. or failed to comply with, any of the provisions of the

Act;

all information, as defined in seetion 101ALD), remains compleie and unaliered when it is in ¢lectronic
form ar electronic record, as defined for purposes ol the provisions of section 10} A, except for the
additions or clionges which may occur in the normal course of communication, storage and display;,

and

such information will be available for verification, audit and certification us herein agreed to,

contrel is retained of the digital signature allecated by the Commissioner and {or the prevestion of its

disclostire to ey person not suthorised to affix such signature;

is aware of and accepts that the Commissioner may, in accerdance with the provisions of section 101A(6) of

the Act, cancel or suspend registration if the registered user -

{ag)

{bb)

(cc)

(A}  issequestmicd or liquidated, as the case may be,

(B} no fonger carries on the business for which the registration was issued;

(C) is no longer qualified according 1o the requirements prescribed in the rules; or

(DY inrespect of its computer sysiem {ails to meet the requirements of section 10TA and this

agreement,

or any person in the employ of the registered user and engapged in the conduct of any business under

the Act

(AY  contsavened or failed to comply with the provisions ol the Act;

(B is convicted of an offence under the Act;

(C) is convicted of an offence involving dishonesty; or

() failed to comply with any condition or obligation under the Act or any tenm or condition of

this agreement

The registered user acknowledges that it is aware that whenever the guestion may arise of whether in
any circtmstances it ok reasonable steps or exercised reasonable care in the performance of any
obligation under the Act or this agreement. reliance solely on infonmation supplied by any principal

shall not be considered to be reasonable care or reasonable steps
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4 Security of data

6

(a)

(b)

The registered user undertakes o -

1) take ail appropriate steps to esteblish snd maintain procedures to ensure that messages are properly stored, are
not accessible to unauthorised persons and are nol altered, lost or destroyed, and are capable of being
retrieved only by the registered user or by properly authorised persons in the employ of the repistered user;

and

(i) ensure that any message contmining confidential information as designated by the sender of the message, is
maintained by the registered user in confidence and is not disclosed to any unauthorised persen or used by the

registered user other than for the purposes of the business transastion to which it relates

It is specifically agreed between the parties thal the provisions of section 4{3) of the Act shall muntatis nntandis apply

for purposes hereof

Digitad signuture

The registered user and the Commissioner agree that the digital signature, which. as provided in section 101A{10), for

purposes of the Act, will have the same force and effect as if it was alfixed to any document required under the Act in

manuscript. shal} be in the form and according lo the technical specifications contained in Annexure A

Integrity of messages based on the user manual

(a}

{©)

The originator of any messape shall 1ake all steps reasonably necessary to ensure that all messuges are complete,

scourate and secure against being altered in the course of transmission

LEach party accepts responsibility for the integrity of all messapes, unless any message can be shown, subject to the
provisions of paragraph 3(d)(it), to bave been compromised as a result of technical failure on the part of any

computer, compuier sy stem or leansmission line used

Where any message is identificd or is capable of being identified as scompromised il shall be re-transmitted by the
orginatlor as soon as ressonably possible in accordance with the requirements of the user manual and subject 1o the

provisions ol section 10TA(8)(H)

If the addressee hos resson to belicve that o message is not intended for i, it shall notify the originator and delete

from its system the information contained in such message but not the record of its receipt

Storage of data

(2)

(b)

The electronic records, including any message sent and received and comprised in cach party's data fog, shall be

maintained for the period and for the purposes required in paragraph 3(dMiv)(bb) and {ec)

The data Jog may be retained in clectronic form or other suitable clectronic means provided that the data can be
readily retrieved snd presented in readable form in sccordance with the provisions of section 101A(8) and for

purposes of paragraph 9 hercof
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() Each party shall be responsible for making such arrangements as may be required by the provisions of scction 101A,

for the data contained in the data log 1o be prepared as a correct record of the messages as sent and received by that

party

Confirmation of receipt of messages

For the purposes of section 101A(9) confirmation of receipt of messages shall be, where required. os speeified in the rules

and the user manual

Certification of data

(&) Euch party shall ensure that a person responsible for the computer or computer system of the party concerned,
whenever so required, shall certify that the data fog and any reproduction including any printout. copy or extract

made {from it is correet and conforms in ali respects to the requirements of seetion 101A(5) and (8) and the rules

{H A cerlifieate issued by the Commissioner under paragraph 9(n) concerning the data log whether in respect of a
particular message, a serics of messages. a particular ime or period of time or any other like malter or any matter
mentioned in scction 101A{12) shall, in the abscnce of evidence Lo the contrary which raises & reasonable doubt be
sulficient and conclusive proof of the facts contained therein and shall be aceepted as such by any court of competent

jurisdiction in sccordance with the provisions of section 101A(12)

{c) Any such certificate shall include the particulars specified in rule 101A 08(h)

intermedliarics

() Whenever a party to this agreement uses the services of an intermediary in order to {ransmit, log or process messages,
such party shall be linble towards the other party is respect of every act or omission by the intermediary as if such act

or omission was the act or amission of that party

(b) Either party may modify its election to use, not use or change VANS upon af least 14 (fourteen) days' prior writlen
notice 1o the other and any such amendment to VANS shall come into operation on a date and timse agreed to by the

parties

Term and termination

(&) Registration a5 a registered user shail, notwithstanding the provisions of paragraph 13, take effect from the date the
notice of registration is signed by the Commissioner as contemplated in section F01A(7)(a)} Except where the
Commissioner cancels or suspends a registration under the provisions of scclion 101A(6), a party may terminate
registration by giving to the other party not less than 30 (thirty) days notice at the chosen dowicilinm citendi ef

execuitandi

{b) Termination of registration shall terminate this agreement, but clauses 4, 6, 7, 8, 9, 14 and 16 thereo! shali survive

such terminsion

{c) Termination of registration shal} not affect any action required to complete or implement messages sent prior to such

termination
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[2 Force mujenre

(W

(e)

A party shali not be deemed (o be in breach of this agreement or otherwise be liable to any other party, by reason of
any delay in performance or non-performance. of sny ol its obligations hereunder to the extent that such delay or
non~performance is due to any Jforce magjenre of which the party has mtified such other party  The time for

performance of that obligation shall, subject to the provisions of section 101A(13). be extended accordingly

For the purposes of this clause force mgfenre means, in relation to any party, any circumstances beyond the

ressonable control of that party, including, without limitation, any strike, lock-out or other form of industrial action

if the force majenre were to endure for an unreasonable period making the centinuation of this agreemest
commercially non-vizble, the parties may. subject 10 the provisions of section 101A (13). meet to make ajternative

BITENECMEnts

System trinls / testing

Subject o any requirements of the Act or any requirement contained in the user manual, the parties agree to the fellowing

system trinls and lesting:

(a)

(b)

(d)

The registered user must give the Commissioner the opportunity, if so required, of attending one or more iriais o

observe the trial and inspect results

The interchange of messages between the perties may undergo a test period commencing atl the date that both parties
have received notice of the other parly's readiness to commence transmission. during which time all documents and

procedures may be tested

Upon completion of the test period each party will indicnte its satislaction with the tests and its readiness lo

commence the normal transmission of messages

In the cvent that & party is not satisfied with the test results, the other party may agree to extend the test period or

terminale registration

Casts, charges, maintenance and oper stional support

The registered user acknowledges that it shall be respensible for -

() ali costs incurred by it in the connection or adaptation of their system to comply with the requirements of the

user manual and this agreement;

() all costs sssociated with the transmission of messages to the Commissioner, any Controlier or officer;

{c) the maintenance of its system to comply with any changes 1o the UN/EDIFACT standard;, and

(d) the operational support of its equipment at sl times
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[5 Availability and use

()

(k)

Notwithstanding the fact that official office hours are determined in the rules, the Commissioner undertakes, subject
to rule F01A 12, to have its computer system available for the receipt of electronic messages. excluding the time

needed for system maintenance, on a twenty-four hour basis

i for any reason, other than reutine maisienance, the computer system is not operative, the Commissioner will, as
expeditiously as possible, notily the registered user in this regard in which case the provisions of section 101A(13)

shall apply for the duration of the pericd the system is not operalive

16 Changes / substitutions {o the system

)

(b)

17 Notices

(s)

{b)

The Commissioner may change or make improvements or modifications to any part of the computer system The
Commisstoner wifl determine the nature and timing of such modifications and shall advise the registered user of the

implementation of tiese changes
The parties agree that if it is intended to chanpe the standards or procedures in the user manusl by an amended

version or any ancillary agreement they will take steps fo change to the new slandards or procedures within a

reasonable #ime

The parties hereto select as their respective domicillimn citandi ef execwiondi and for the purposes of giving or

sending any notice provided for or required hereunder, the following physical addresses:

Repistered user

Commissioner

or such other physical address. fax or telephone number as may be substituted by notice given as herein required
Each of the partics shall be entitfed {rom time to time by written notice to the other 1o vary its domicillium citandi et

exectitandi to ny other physicsl address within the Republic of South Africa

Any notice eddressed to a party atits physical or postal address shall be sent by registered mail, or defivered by hand,

or sent by facsimile transmission

18 Amendment in waiting

(a)

This agreement and the annexes thereto constitute the complete agreement of the parties and any amendment thereol

shall be in writing

The user manual may be amended [rom time Lo time by the Commissioner and such amended copy thereof shall be
published on the SARS website and each such amendment published a5 an amended version of such manual shall for

purposes of the Act be effective from the date it is so published or eny date specified in such amendment

SIGNED AT ON THIS DAY OF
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AS WITNESSES:

PHYSICAL ADDRESS:

POSIAL ADDRESS:

FAXNO:
TELEPHONE NO:
E-MAIL:

COMMISSIONER:

PHYSICAL ADIDRESS:

POSTAL ADDRESS:

FAXNO:
TELEPHONE NO:
E-MAIL:

SIGNED AT ON THIS

DAY OF



AS WITNESSES:

FOR COMMISSIONER

i7
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ANNEXURE A

DIGITAL SIGNATURE

The regisiered user and the Commissioner ngree that -

(a}

{b)

)

as an interim measure and in order to {acilitate electronic data interchonge between them;

the methedology and procedure herein described shatl be accepted by them as the clestronic signature provided for in
section 101A(10) of the Act; and

this interim measure shall remain in fuli force and cffect untif this Annex is substituted by a new Annex. if the

registered user and the Commissioner should agree on another form of digital signature

A dipital signature shall be created and verified i accordance with the following procedure:

()

(b

{e)

The digital signature shail be contained in the message of the onginator within the following parameters when the

message is received on the SARS EDI Gateway:

(i} Onginator Information; Comprised of a unique identification code selected by the registered user upon inisial

registretion to a maximum of 33 charactlers

{1 Address Information: SARS

(iii)  Application Type: As specified by SARS in the user manual

{iv)  Registered User Code: As allocated or agreed to by SARS

{v} Registered User Password: Comprised of a password assigned by SARS

(vi)  Document T'ype and Version: A reference o the UN/EDIFACT document and version number

(vit)  Live or Test Indicator

(viii) Communications parameters: Originator’s communications address detaits as supplied on initial registration

Upos receipt of the message on the SARS EDI Gateway the validity of the digital signatsre wil} be verified

antomatically sgainst the digital signature specified and stored within the ED! Gateway

Ugon registration a5 a registered user the Commissioner will allecate a digital signature to the registered user which

will be stored in the EDE Gateway and comprise the foliowing:

)] communications profile; and

(i) registered user profile containing, the registered user’s password



)

&)

19

Notification of the password and password quadifier by the Commissioner will be in the manaer as specified by the

Commissioner,

The digital signature shall be authenticated for purposes of the Act by validating—

(i) the communicatiens profite; and

(i) the registered user profile,

stored within the EDI Gateway

Upon receipt of a message at the SARS EDI Gatoway-

(1) the digital sigaature is sutomatically validated or invalidated; and
(it) an electronic acknowledgement of receipt of the message is generated and automatically sent to the
orginator

The completion of this process, when the data and information contained in thic electronic record constituting the message is

aceepted within the computer systems of the Commissioner, shall for purposes of the Act be deemed to be the aflixing of a

digital signature to the message received



