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SARS RFP 01/2019
Business Requirements Specification

This document forms part of the RFP 01/2019 pack. The document sets out the business requirements that SARS has for the Provision of a Production Management and Track and Trace Solution for Cigarettes.
This document and any appendices must be read in conjunction with all other documents in the RFP pack as such documents may contain further requirements that must be taken into account by the Bidder in compiling a proposal. The Bidder is referred, in particular, but without limitation to the following documents in the RFP pack:

· RFP Main Document;

· Provision of a Production Management and Track and Trace Solution for Cigarettes Agreement.
The Provision of a Production Management and Track and Trace Solution for Cigarettes Agreement sets out the provisions of the agreement under which SARS intends contracting with the successful Bidder(s). While the Bidder is required to respond to the entire Provision of a Production Management and Track and Trace Solution for Cigarettes Agreement of particular relevance to this Business Requirements Specification is the following Appendix which must be read in conjunction with this document:
· Appendix A: Technical Specification
1 Usage of Terms in this Document

References to Other Documents in the RFP Pack

Underlined and italicised names are references (or short names) to other documents in the RFP Pack. The Bidder is referred to the RFP Main Document for the table of documents and their short names.
Glossary Table

	TERM
	DESCRIPTION

	Aggregation
	Allows for the identification of each of the items within a container to be recorded, and associated with a unique identifier, that is then assigned to the container establishing a relationship between units and containers.

	Attack
	Successful or unsuccessful attempt(s) to circumvent an authentication solution, including attempts to imitate, produce or reproduce the authentication elements

	Authentic material good
	Material good produced under the control of the legitimate manufacturer, originator of the good or holder of intellectual property rights

	Authentication
	Act of establishing whether a material good is genuine or not

	Authentication Element
	Tangible object, visual feature or information associated with a material good or its packaging that is used as part of an authentication solution

	Overt authentication element
	Authentication element which is detectable and verifiable by one or more of the human senses without resource to a tool (other than everyday tools which correct imperfect human senses, such as spectacles or hearing aids)

	Covert authentication element
	Authentication element which is hidden from the human senses until the use of a tool by an informed person reveals it to their senses or else allows automated interpretation of the element

	Authentication Tool
	Set of hardware and/or software system(s) that is part of an anti-counterfeiting solution and is used to verify the authentication element

	Standalone Authentication Tool
	Authentication tool which is used to reveal a covert authentication element to the human senses for human verification, or which integrates the functions required to be able to verify the authentication element independently

	On-line Authentication Tool
	Authentication tool which requires a real-time on-line connection to be able to locally interpret the authentication element

	Authorised Entity
	A legal entity that has been registered or licensed by SARS to engage in Excise activities.

	Bidder/Tenderer/Supplier
	A person or company responding to this RFP.

	Brick/Carton
	Outer container containing at least 200 cigarette sticks

	Command Centre
	This is a function specifically set up to provide support to the track and trace solution in terms of maintenance and monitoring. 

	Counterfeit 
	Material good imitating or copying an authentic material good

	Data Management
	Receiving, storing, processing and reporting on the traceability data that will be generated by the traceability solution at various traceability events throughout the supply chain. This function is usually carried out by the solution provider as a managed service to client.

	EPCIS
	EPCIS is a GS1 standard that enables trading partners to share information about the physical movement and status of products as they travel throughout the supply chain – from business to business and ultimately to consumers. It helps answer the “what, where, when and why” questions to meet consumer and regulatory demands for accurate and detailed product information.

	Evaluation
	The task of measuring against pre-determined evaluation criteria, an Applicant’s ability to meet the requirements of the RFP.

	FCTC 
	World Health Organisation’s Framework Convention on Tobacco Control

	FMCG
	Fast Moving Consumer Goods

	Field Enforcement
	Field enforcement relates to SARS officers performing routine field inspections and audit functions across the supply chain, including at the retail level, supported by hand-held devices and tools that provide real-time authentication to immediately allow officers to identify licit versus illicit activity or products. This function is critical to ensure the integrity of the traceability solution.

	Fiscal Mark
	A stamp, mark, sticker, banderol or other similar device that contain security features, as well as a unique identifier code, carried by liable goods under SARS Regulations, indicating that excise duty has been paid on the goods, and duly manufactured and supplied by the vendor.  Fiscal marks may include unique identifiers, security features, be applied directly on products or via a carrier (typically a stamp).  The fiscal mark will provide the basis for fiscal marking and track and trace.   The fiscal mark will be able to be authenticated by SARS as genuine through visual inspection and the use of handheld devices, with the intended purpose of indicating the tax status of the marked item and providing a means of traceability. 

	Fiscal Mark Management
	Relates to the maintenance and management of fiscal marks i.e. its production, ordering, and delivery to manufacturers and licensed marking facilities.

	Forensic analysis
	Scientific methodology for authenticating material goods by confirming an authentication element or an intrinsic attribute using specialised equipment by a skilled expert with special knowledge

	GS1
	GS1 is an international non-profit organization. Until 2004 it was known as European Article Numbering-Uniform Code Council.

	Industry
	A specific area of trade within which defined governance or standards exists and which are specific to that industry e.g. tobacco or alcohol.

	Inspector
	A SARS officer who uses the authentication solution with the aim of authenticating a material good

	Interoperability
	Degree to which an authentication solution can work together with other different tools

	Licensed Marking Facility
	An entity and facility licensed by SARS to specifically cater for applying Fiscal Marks to unmarked goods arriving at the border for importation into South Africa, for volumes of goods below a threshold to be prescribed by SARS. This facility will receive unmarked goods intended for import directly from the border. Once received, prescribed fiscal marks will be applied to the goods prior to release for home consumption. 

	LCL Container
	Any container containing goods from one or more exporters to more than one importer

	Material deviation
	A deviation which, in SARS’ opinion, would 

a) Detrimentally affect the scope, quality, or performance of the services identified in the RFP;

b) Change SARS or the Bidder’s risks and responsibilities under the RFP, or;

Affect the competitive position of other Bidders presenting responsive tenders, if it was to be rectified.

	Master Case
	Outer container containing at least nine thousand (9000)  cigarette sticks

	One-scan processing
	Based on the concept of aggregating to a consignment level which enables the ability of scanning a consignment once, to authenticate all items within that consignment, as a way of processing aggregated consignments.

	Packaging/packages
	Refers to the unit level covering of the excisable product. In the case of tobacco, this refers to the pack (30’s, 20’s and 10’s packages),

	Fiscal marking
	This is the act of monitoring production lines in specific relation to application of fiscal markings. It involves the use of special devices and software systems that are installed by solution providers on industry production lines to monitor production ensure serialisation, aggregation and activation of all items.

	Reporting
	This involves reporting on all the data relating to traceability events, fiscal marking, markings applied at licensed facilities, tax stamp management, etc. that may be required by SARS. The specific reporting requirements and authorisations to other parties must be defined by SARS.

	Responsive tender
	A response that conforms to all the terms, conditions, and specifications of the tender documents without material deviation or qualification.

	SARS
	South African Revenue Service

	Secure
	Ability of a solution to resist to virtual or physical, internal or external attacks

	Serialisation
	Unit level marking of unique identifier.

	The Solution 
	Refers to the fiscal marking and tracking and tracing solution for excisable products for the South African Revenue Service that will be implemented to provide excise fiscal marking and secure track and trace for all excisable goods as regulated by SARS.

	Solution Provider
	A third-party organisation external to SARS, which is engaged by SARS to design, build, implement, manage and support the track and trace solution.

	SKU
	Stock Keeping Unit

	Tamper Evident
	Ability of the authentication element to show potential compromise through tapering, removal or manipulation.

	Traceability Events
	Refers to the tracking and tracing events recorded against every product (included in the traceability solution) during its lifecycle through the supply chain i.e. from raw material stage to consumption, or at defined points as set out by the tracking/tracing criteria. Usually carried out by scanning the fiscal mark placed on each item during fiscal marking.

	Track and Trace
	Means of identifying every individual material good or lot(s) or batch in order to know where it originated from (track) and where it has been (trace) in the supply chain

	Tobacco Industry
	Tobacco Industry shall refer to organizations, entitles, associations, and individuals that work for or on behalf of the tobacco industry, such as, but not  limited to, tobacco manufacturers, wholesale distributors, importers and exporters of tobacco products, tobacco retailers, front groups and any other individuals or organizations, including, but not limited to lawyers, scientists and lobbyists that work to further the interests of the tobacco industry

	Unit
	Unit refers to the pack of cigarettes containing either 10’s, 20’s or 30’s with either a flip-top, hinge lid or soft pack types

	Marked Item
	This is a volumetric indicator of the total number of items marked and controlled by the solution (per annum). Provides an indication of the size of current solution(s) in operation.  


The capitalised terms in this document appearing in the glossary table below will have their corresponding meanings. The Bidder is referred to the RFP Main Document for the use and meaning of capitalised terms generally in the RFP pack.

Mandatory and Directory Requirements
Bidders are advised to read the business requirements as set out in this document with care. Where SARS has specified a mandatory requirement, (i.e. where the business requirement, by the context; present verbs such as ‘must’; ‘will’; ‘shall’ etc.; or explicit instruction indicates that it is mandatory) the Bidder must build and price its solution accordingly. If a proposal fails to meet or does not address a mandatory requirement, the proposal may, at SARS’s discretion, be disqualified at any stage of the evaluation process as being non-responsive.

Directory requirements (i.e. where the business requirement, by the context; present verbs such as ‘may; ‘should; ‘can’ etc.; or explicit instructions indicate that it is directory) are requirements that SARS does not regard as mandatory.
2 Background

South Africa as well as the SADC region is facing significant challenges regarding illicit trade in excisable products, in particular, tobacco.  Illicit trade is the illegal supply, distribution and sale of smuggled, counterfeit and genuine products that contravene South Africa’s laws. Such goods are typically sold domestically without being declared appropriately and without the payment of excise duties and taxes.  Due to the substandard and often toxic nature of these goods, they pose serious health risks to South Africa’s consumers.

Excise as a tax type is a self-declaration tax. SARS conducts tax calculations based on volumes and quantities declared by the manufacturers and importers. SARS has different means of detecting non-compliance for example through goods inspections and post clearance audit activities.  SARS intends to enhance these capabilities. There are numerous risks associated with SARS current approach for excise control, including: 

· Production volumes may not be declared or incorrectly declared to SARS;

· Goods may be smuggled with without the existing diamond stamp.

· The current solution of marking cigarette packs with the diamond stamp is not secure, highly susceptible to tampering and counterfeiting and contains no security features or means of authentication. It is therefore unreliable as an enforcement mechanism.

These risks have led to a significant loss in Excise revenue for SARS and South Africa. SARS strategic policy has identified Excise management as one of the key areas of focus and has therefore embarked on a campaign to mitigate risks by sourcing a fiscal marking and track and trace solution for cigarettes. Products that will enable:

· Independent insight into the cigarette production environment;

· Enhanced tax collections by providing business intelligence to aid in auditing and enforcement activities;

· Assurance of declarations made by vendors;

· Proper accountability of movement of cigarette goods;

· A complete technology system to enhance compliance by uniquely marking products with a secure fiscal marker and tracking and tracing those products through the supply chain (where applicable);

· Better detection of illicit goods (smuggled, counterfeit, undeclared etc.)  and, 
· Obtaining 3rd party data that will aid in the enforcement environment and ensure overall control of the supply chain.
 Based on the SARS strategy, the objectives for Bidders is to provide SARS with:
· A secure marking solution that will enable secure fiscal marking and traceability of cigarettes;

· Enforcement devices that can be used to authenticate genuine, compliant products and provide a mechanism for the tracking and tracing of goods in the supply chain;

· A data management system that will synchronise near real-time information from manufactures and vendors throughout the supply chain;
· Programme management assistance to implement a cost effective and minimally intrusive solution that can be utilised by all excise clients;
· The hardware and software required to create a command centre that will enable forecasting of fiscal marks required by the manufacturer, order management and approval, oversight and monitoring of all production lines and marking centres;
· A reporting capability to support management and enforcement of the excise environment;

· Anti-tampering devices and controls to monitor production lines in the event of possible tampering and/or manipulation of the system to by-pass the fiscal marking and production controls. These must provide immediate alerts to SARS in the event of such events;
· Service, maintenance and support to ensure efficient operation of the solution for SARS and with minimal impact on industry;

· All necessary and required training to implement and manage the solution from SARS perspective;

· A solution that complies with National and International regulators such as department of Health and the World Health Organisation’s FCTC Protocol on Illicit Trade in Tobacco Products.
The overall objective of the fiscal marking and track and trace solution for excisable goods is to serve as an integrated and secure solution for the relevant authorities of SARS to obtain through automated technologies, accurate, detailed and validated information, in real or near-real time, for all key events related to production, importation and distribution of excisable products. The solution will significantly improve the capacity of SARS in:

1. Pursuing modern state administration of the national markets of excisable goods;

2. Strengthening fair market conditions by establishing a level playing field for all economic operators active in the industry of cigarettes products;

3. Fighting more efficiently against smuggling, counterfeiting, under-declaration and other illicit practices related to the trade of such goods; 

4. Identifying quickly and eliminating in an effective manner, tax evasion and other forms of fiscal fraud related to production, importation, distribution and exportation of excisable goods; and, 
5. Protecting consumers against risks caused by use of illicit excisable products of sub-standard quality and/or those that are dangerous. 
3 General Requirements for the services
3.1 Solution Design Overview 
It is envisaged that following award of the tender and subsequent contract, a detailed design phase will be undertaken to define specific business requirements and functional specifications based on the appointed Bidder’s proposed solution. The solution design described in this document is meant as a guide for potential Bidders to understand SARS general and technical requirements and prepare their responses accordingly. The solution design considers SARS current excise situation, the associated risks and SARS strategic direction to mitigate such risks. It seeks to propose a standard framework for the solution provider that will implement the fiscal marking and track and trace solution for excisable goods. 
Scope of Solution Design:
The scope of the products to be marked is limited to cigarettes and is required to provide an end to end solution for marking and tracing cigarettes products.  Cigarettes will be required to have a unique fiscal marker affixed to the product during the manufacturing and packaging process irrespective of whether it is locally manufactured in South Africa or manufactured internationally.  The stamps should be secure and have the latest standards that can be differentiated by manufacturer and brand.  

The following figure presents a high-level overview of the solution design components:

[image: image1.emf]


Store



Registration Production & 
Inventory 



Management



Supply Chain 
Management



Data 
Management



Field 
Enforcement



Reporting



Fiscal Mark 
Management



Serialise Activate Aggregate Scan Verify Upload



Review Inspect Report
Integrate



Report



Custom Analyse Reform



Apply Validate Approve Order Storage Delivery



1 2 3 4



6 7



5










Store

Registration

Production & 

Inventory 

Management

Supply Chain 

Management

Data 

Management

Field 

Enforcement

Reporting

Fiscal Mark 

Management

Serialise Activate Aggregate Scan Verify Upload

Review Inspect Report

Integrate

Report

Custom Analyse Reform

Apply

Validate

Approve

Order

Storage

Delivery

1 2

3 4

6 7

5


Figure 1: Solution Overview for Fiscal Marking and Track and Trace Solution

1. Users are required to register with SARS (via the Solution provider) to gain access to the solution. This platform will be provided by the solution provider and must cater for an application, validation and approval process.  The registration data must be made available to SARS registration systems via an interface (to be designed).

2. Fiscal marks management refers to the automated ordering, secure storage and delivery of the marks that will be applied to products, either locally in South Africa or at foreign facility.

3. The core of the solution lies within the production and inventory management component and will require unique identification and serialisation of marks, activation of marks applied to products and aggregation for tracking and tracing purposes (where applicable).

4. Effective and end-to-end track and trace will only be enabled with effective supply chain event management which requires the logging of supply chain events (e.g., dispatch, receipt of goods, etc.) related to excisable goods through the supply chain, as well as near-real time uploading of these events.

5. Management of the data that is produced by the various components of the system will be essential to SARS compliance and enforcement efforts. This solution component will be responsible for the storage of all the data produced by the track and trace solution, enable the integration of this data with the required SARS systems and report on the data management functions as required by SARS.

6. The field enforcement component will provide SARS or other law enforcement entities with the ability to authenticate products in the distribution chain and retail environment. Enabling this function will be the ability to review marks for authenticity, inspect if required and report accordingly.

7. The reporting component will provide SARS with insight into the effective operation of the solution and data produced. It should be presented in a visual format and must be customisable such that it can be analysed for risk, financial or operational purposes. 
The solution design can be split into two key scenarios: 

1. Local production of excisable goods intended for local consumption or export, and 

2. Importation of excisable goods for local consumption and re-export
Scenario 1: Local production of excisable goods for local consumption or export

The scenario presented below focuses on excisable goods that are produced in South Africa for local consumption, or for export to other countries. In terms of a fiscal marking and track and trace solution, all goods intended for local consumption must be marked in such a way as to confirm their legitimacy and duty/tax paid status in a secure manner to prohibit tampering, replication and fraud. 

Overview: 
Manufacturers will be required to allow the solution provider to implement systems and equipment on their production lines, which will include equipment for serialised marking of individual products, activation of the unique codes on each product, and aggregation to enable traceability.  

During marking on the production line, the manufacturer applies a secure stamp/printed mark, with a unique, serialised identifier (which is ordered from the solution provider). To allow for ‘one-scan’ traceability throughout the supply chain, aggregation labels may be applied to the various levels of packaging and events recorded as prescribed by the solution specification. Production and traceability data created throughout the supply chain is uploaded to a central database. 
In the case of exports, locally manufactured goods will be duly marked, and in-bond consignment movements may be scanned to record logistic event updates (entry/exit) and submitted with associated commercial information as products move through the distribution chain (using either their own approved systems and equipment aligned with the specifications provided by the solution provider, or a bespoke system provided by the solution provider).  Goods arriving at the border for export are inspected on a risk basis, and the consignment will be scanned to record the event for acquittal.
Oversight and enforcement opportunities will come from the independent creation of traceability data, first, at the time of manufacture, and then through the sequence of logistic events recorded by distribution chain operators. This allows for SARS to track and trace products from their point of manufacture to the point where the logistics events are either no longer captured, making it easy to see where the goods were diverted, or to the point where the goods have been acquitted. In addition, officers can perform field validation checks using traceability tools provided by the solution provider which allows them to access traceability information in the field. 
Scenario 2: Importation of excisable goods for local consumption and re-export

The scenario below presents a design for excise goods that are brought into South Africa in-bond and destined for a bonded warehouse, or imported into South Africa for local consumption.
As per the current legislation, all cigarettes produced or imported into SA (consumed locally) MUST be marked with the appropriate impression/stamp (diamond stamp) to comply. It is therefore assumed that ALL imported cigarette products (pack, cartons and master cases) will be marked at point of manufacture or prior to entering the customs territory of South Africa. SARS assumes that most international manufacturers or distributors may already have marking facilities incorporated into their production lines to cater for the regulatory requirements related to fiscal marking for other tax jurisdictions and would assume customisation to cater for South African requirements is highly feasible. 

However, it is possible that there may be a portion of low-volume imported goods that cannot or will not be marked prior to arrival into South Africa. Based on the policy that all locally consumed excisable goods must be marked, the solution design presents an alternative option for these goods as well. SARS will make a policy decision and impose a maximum volume of goods that can arrive unmarked, and which could potentially qualify for the alternative marking procedures presented in the solution design.
Marked versus unmarked:

Even though ALL cigarette products will be marked at point of production (or prior to entry into South Africa) some excisable goods may arrive at the border unmarked and will need to be marked prior to being cleared for entry into the country. The solution options below describe these scenarios.  
· Goods marked prior to entry:

These goods would have been marked at the manufacturing point in another country, using the prescribed fiscal marks ordered from the solution provider and activated in bulk (ideally via an on-line solution) once the marks have been applied to the products. This application process will be controlled by the foreign producer conforming to specifications as prescribed by the appointed solution provider and SARS. The goods should be aggregated, at least to the consignment level, to allow ‘one-scan’ processing upon arrival at the South African border. The activation and aggregation information must be uploaded/submitted to SARS prior to arrival at the SA border to ensure traceability upon arrival by border control.

Upon arrival at the South African border, the aggregated consignment level labels (linked to each individual unit) are scanned to indicate legal entry into the country and can proceed to their destinations.
· Unmarked Goods for import into South Africa:

This scenario will apply for low volume cigarette products that are imported into SA.

For LCL (less than container load) shipments, casual trade and low volume goods arriving unmarked (threshold to be defined by SARS), it is envisaged that a licensed distributor marking facility may be set up.  At the border, officials will apply a seal to the consignment, and the goods will be moved to the licensed distributor marking facility where fiscal marks will be applied. Here the licensed operator (LO) is expected to unbox the goods for a fiscal mark to be applied/printed onto every unit, (serialisation) activate the fiscal mark. Goods must then be re-boxed and aggregation labelling must be recorded.  Thereafter, goods may be transported for local consumption. 
Based on the onerous nature of this solution, it is evident why it is only intended for low volume cigarettes, but it is necessary to ensure that cigarettes consumed in SA are marked appropriately.
3.2 Production and Import/Export Statistics 

These figures are indicative of the scope of the project and do not necessarily reflect all the cigarette products in the market for which a track and trace solution is required.

3.2.1 Tobacco Local Production Sites and Lines 

	Number of Sites
	Number of Production Lines

	16
	54


3.2.2 Tobacco Statistics (to be used for initial solution design and financial bid)
*Stats from April 2016-March 2017.
	Cigarettes
	Sticks (Billion)
	Packs (20s)

	Local Production
	16.1
	805 Million

	Import
	2.1
	105 Million 

	Total Number of Marks
	N/A
	985 Million


	Cigarettes
	Sticks (Billion)
	Packs

	Exports
	16.5
	826 Million


The totals mentioned above are indicative of the number of marks that will be required when all phases of the fiscal marking and track and trace solution is implemented.

It is expected that the solution providers will present solutions to cater for a fiscal marking and track and trace solution for high-volume automated productions lines as well as low-volume manually applied production lines. Unless explicitly stated otherwise, bidders should assume a split of 80% automated production lines and 20% highly manual production lines for purposes of their solution proposal and related cost assumptions. 

The solution should cater for a variety of products types and sizes. 
4 Technical Specifications and Requirements
This section provides a detailed description of the services required from the solution provider. It is expected that the solution provider will use this detail as a guide when preparing their responses and ensure that all required features and functionality are elaborated upon in such responses. The solution provider proposal must maintain the structure and should be grouped under the following main headings so evaluators can trace requirements back to proposed functionality:
	Technical Specification – Solution Components

	4.1.1
	Registration:  referring to the framework and process whereby stakeholders (manufacturers, distributors, importers (agents) and exporters (agents)) need to register with the SP to utilise and be part of the Excise fiscal marking and track and trace solution for excisable goods.                

	4.1.2
	Fiscal Marks Management: referring to the: printing, order management, delivery of, payment and accounting of fiscal marks to licensed manufacturers and marking facilities.

	4.1.3
	Fiscal Marking Application and Security Features: Refers to the suggested form, design and security features to be included as part of the fiscal mark.

	4.1.4
	Production Control and Inventory Management: referring to the equipment and systems that the solution provider will install and maintain in the production/licensed marking facilities to ensure correct marking of excisable goods.

	4.1.5
	Information Technology Event Management: related to the management of traceability events across the supply chain from point of manufacture to retail.

	4.1.6
	Field Enforcement: referring to the devices that will be provided to Customs officers to enable field authentication to occur.

	4.1.7
	Central Enforcement and Reporting: referring to: the risk management and analysis of the data produced by the solution for enforcement or audit purposes and business intelligence and other reporting required by SARS.

	4.1.8
	Solution Monitoring and Query Management: referring to the solution monitoring centre that will be established and maintained by the solution provider for purposes of monitoring: Solution uptime, Components faults and breakdowns, Data upload interference or breakdown, handling of queries from industry regarding solution components.

	4.1.9
	Data Management and Interfacing: refers to the receipt, storing, processing, analysis and reporting of the data that is generated by the track and trace solution throughout the supply chain.

	4.1.10
	Service Support and Maintenance: refers to the service and support that the solution provider will provide SARS, manufacturers and distribution chain operators (DCO) during implementation and solution operation, as well as the maintenance of solution components installed by the solution provider and required for on-going operation of the solution.

	4.1.11
	Training & Capacity Building: refers to the training and resources that will be required to operate the solution, both from the perspective of industry and SARS. 

	4.1.12
	Project Management, Testing and Implementation: referring to the planning and execution of a test and implementation methodology.

	4.1.13
	External and Internal Interfacing: Refers to the ability to interface with SARS, Cigarette Manufacturers and other systems

	4.1.14
	Software Development Tools and Technologies: refers to the tools and technologies used to develop the solution. SARS has adopted certain tools and technologies across all their system and the SP should comply to this where required.


4.1.1 Registration 

	TECHNICAL REQUIREMENTS

The following table presents detailed requirements for solution providers related to registration. These represent the minimum set of requirements, details of which will be further discussed and elaborated upon during contracting and solution designing phase following appointment of a successful solution provider.

	1. All stakeholders (manufacturers, distributors, importers (agents) and exporters (agents)) must register or license with SARS as required. However, the Solution Provider must provide a platform where vetted manufacturers can register with the fiscal marking and track and trace system to be eligible to purchase fiscal marks.  

2. The solution provider must show proven ability to allow for the registration or licensing of stakeholders for Track and Trace (T&T)in terms of:

a. A platform to register or license in accordance with applicable tools and technologies for development;

b. Compliance to the data and functional requirements for registration;
c. Integration with systems to communicate all stakeholder registration activity at Solution Provider in accordance with SARS protocols for integration;
d. Upload registration information to the central database on a regular basis;
e. Maintain compliance reports of registration activity (inclusive of de-registered entities, active registrations, dates of registration changes, registration type e.g. manufacture vs distributor.


4.1.2 Fiscal Marks Management

	TECHNICAL REQUIREMENTS

The following table presents detailed requirements for solution providers related to fiscal mark management, and is provided as a guide for Bidders. These represent the minimum set of requirements.

	Supply Requirements: General

3. The solution provider must provide samples of previous marks, or mock-ups as part of their proposal. 
4. Entities wishing to produce or import cigarettes will register/license with SARS to become authorised entities of the solution. Authorised entities will be required to provide production forecasts to SARS and its approved solution provider. The solution provider will provide an online capability for providing forecasts and ordering of marks from their designated printing facility. This capability will be made available to all authorised entities. 
5. Each order of fiscal marks shall be routed to SARS to be approved or rejected.
6. Fiscal marks shall only be provided to entities once the orders are approved by SARS.
7. Solution provider must cater for a payment function for ordered and authorised stamps. This payment function may be managed by SARS or directly by the solution provider. (To be further defined in detailed solution design). These payments must be managed on an entity account basis which can be audited by SARS or an appointed third party. 
8. Once printed, the solution provider will arrange secure delivery of the fiscal marks to the authorised entity. 
9. The forecasting, ordering and delivery turn-around periods will be discussed and agreed between SARS and the solution provider following appointment.   The solution provider must provide estimations based on current ordering and delivery cycles in their proposals. NOTE: refer to Annexure 2 Technical Evaluation Criteria for scoring methodology.
10. All delivered fiscal marks shall be traceable to their order, shipment and corresponding entity.
11. The solution shall be able to:
a. Register and account for returns of fiscal marks due to waste or damage.

b. Register and account for lost or stolen control marks during shipment or otherwise.

c. Reconciliation and accounting with regard to a and b above. 


4.1.3 Fiscal Marking Application and Security Features 
TECHNICAL REQUIREMENTS The following table presents detailed requirements for solution providers related to fiscal mark application, and is provided as a guide for bidding solution providers. These represent the minimum set of requirements, details of which will be further discussed and elaborated upon during contracting and solution designing phase following appointment of a successful solution provider.
Cigarettes: 

a) Pack Size :
· 20s pack have traditionally been the standard pack size for cigarettes in South Africa and continues to dominate, accounting for a 96% share of volume sales. Volume sales of 30s pack are low at 1%. 
· Although 10s pack only account for a small share of volume sales at 3% of total, this size is gaining in popularity among South African smokers. 

b) Pack Type: 

· Folding cartons with a flip-top continued to dominate cigarette packaging, accounting for an 85% share of volume sales. Soft packs accounts for the remaining 15% share.

c) The fiscal mark will consist of a serialised unique identifier combined with various security features as prescribed by SARS.  This is to be applied to packs that would be suitable for high-speed application on cigarette manufacturing lines.
d) For control, it is required that a secure fiscal mark is placed on each unit (pack). A unique identifier must be securely placed on each mark and aggregation is required to the following levels:

· Pack to carton

· Carton to master-case

· Master case to pallet

· Pallet to consignment level (for customs control purposes.)

e) Ideally, the mark should be placed across the front opening of the pack, so that it becomes unusable when the pack is opened. However, current health legislation requires health warnings to be placed on the front and back of cigarette packs in the same place where a fiscal mark would usually be placed. The solution provider will work directly with SARS and stakeholders to determine the type format and placement of the mark that best fit the objectives of all parties. Additional text could be added to denote locally produced (RSA), versus imported (IM) and exported (EX).
	Physical Requirements. The requirements below apply to both stamps and direct marking:

12. Bidders are required to provide suggested designs of placements on packs that would meet requirements as described; 

13. The fiscal mark must contain: 
a) At least one visible security feature to assist unaided visual authentication of the mark. Consumers and the public shall be able to easily and immediately verify the authenticity of the fiscal mark with the naked eye;

b) At least one security feature to assist traders such as importers, wholesalers, distributors and retailers to authenticate the fiscal marks applied to products under their custody through a simple and low cost device;

c) At least one invisible security feature only verifiable by dedicated electronic handheld  devices to assist SARS field enforcement inspectors;

d) At least one forensic element to unequivocally assist laboratory analysis and legal procedures.

14. The security features of the fiscal mark shall be comprised of non-commercially available elements and safeguarded through a secure source of supply;
15. The final fiscal mark sizes will be discussed with the successful solution provider but must be able to cater for the standard sizes for cigarettes.
16. The fiscal mark shall be:
a) Tamper evident and capable of being applied to different substrates such as cardboard, metal, glass and polycarbonate;

b) Compatible with variable (high/med/low) speed automated label application equipment or equipment already in place on the production line (to be determined during detailed design);

c) Protected against photocopy, digital reproduction and other forgery methods;

d) Resistant to environmental factors such as temperature, humidity and sunlight.

17. The fiscal mark shall have a shelf life of at least 5 years upon which they should not have any deformation or deterioration in normal atmospheric conditions; NOTE: proof to be provided that the stamp can have such a shelf life – e.g. Lab certificate 

Traceability Requirements:

18. Each fiscal mark shall be uniquely identified by an invisible encrypted 2D code that shall only be capable of being authenticated by dedicated electronic devices;
19. The secure 2D code shall be placed using non-commercially available security ink and provide (2) two levels of authentication: 
a) Material level: Authentication of the secure ink used to place the code;

b) Digital level: Authentication of the code encryption. 

20. Each fiscal mark (invisible and visible) shall be quality controlled during its coding process and each unique code shall be stored in a secure central database. The details of such code generation and management shall be determined in the design phase following appointment of a successful Bidder, but Bidders should provide details of their proposed approach to the coding process.     
21. Bidders are encouraged, to submit a sample of the fiscal mark design and security features proposed for cigarettes as set out in this section or provide a mock up demonstration.
Low volume: The Solution Provider shall ensure that:

22. Importers and small producers shall be able to manually apply fiscal marks to their products;
23. They shall be able to report the usage of marks via a secure web portal by declaring the quantity and details of products on which they applied fiscal marks;
24. Importers and small producers shall be able to electronically declare the number of fiscal marks wasted during the labelling process;

Where there is existing fiscal marking equipment in place, the solution provider is required to conduct a review of existing equipment on production lines installed by manufacturers who already have such agreements and obligations to operate elements of a traceability solution (including direct coding printers, camera systems, aggregation recording equipment, label printers and applicators), and advise SARS on existing installed equipment that could be reused. Bidders should include their options for interoperability in their proposal.




4.1.4 Production Control and Inventory Management

	TECHNICAL REQUIREMENTS

The following table presents detailed requirements for solution providers related to fiscal marking and inventory management, and is provided as a guide for bidding solution providers. These represent the minimum set of requirements, details of which will be further discussed and elaborated upon during contracting and detailed solution designing phase following appointment of a successful solution provider.

	25. Solution provider may be responsible for sourcing and implementing equipment on each relevant manufacturing production line for coding (serialisation), marking, activation, aggregation, data collection and submission. Further, the solution should include automated quality controls (such as vision systems to assess quality of unique identifier applied to each unit), and support for business process quality controls (sampling) with an option to integrate with the manufacturer’s rejection system for unmarked or poorly marked packages.  Low- volume production lines may require a differentiated solution (see below);

26. Solution providers are responsible for maintenance and upkeep of their fiscal marking and traceability-related equipment and required operational consumables;

27. The fiscal marking equipment shall:

a) Account for the usage of fiscal marks, their application on each manufactured product and their wastage during the production process;

b) Operate with minimal disruption to existing production lines, and shall be capable of operating at equal to, or greater speeds and greater frequencies than the fastest production lines in operation in South Africa;

c) Authenticate the material security and read each fiscal mark’s unique code at line speed;

d) Allow manual product selection and/or can detect it automatically to identify the products being manufactured;

e) Associate each unique code with the manufactured product and its corresponding production information; 

f) Detect non compliances such as products without fiscal marks, products applied with the wrong fiscal marks and wrong product SKU, flag for rejection and report non-compliances. 

g) Distinguish and account for production intended for domestic consumption and production intended for the export market;

h) Report the corresponding production information to the central database on a near real-time basis. Each code shall be associated with information about the product such as and not limited to: brand, manufacturing location, date and time, production line, etc.;

i) Register and report production evidence in the form of time-stamped pictures or videos as a means to detect undeclared production;

j) Be monitored remotely and send alarms to the central database in case of tamper attempts;

k) Monitor the status of the deployed equipment and solution and report exceptions to the central database on a near real-time basis.

28. Solution providers should monitor and report on the items where the unique identifier is absent or unreadable, and indicate whether required SARS prescribed service levels are achieved (Service Level Agreement’s to be agreed during detailed design phase with appointed solution provider)

29. Aggregation recording equipment on production lines should record necessary production operations and ensure the integrity of the parent-child relationships that are recorded:

a) For all cigarette manufacturers, this would require pack-to-carton, carton-to-master case, master case-to-pallet and consignment level aggregation. The technical solution should support both automated and manual processes;

b) For other products, this may include aggregation of the unit–to-case, case-to-pallet and consignment level aggregation;

30. Solution providers are required to provide an alternative means for application of the unique identifier where direct marking may not be suitable, including small / low volume producers and / or producers of other products; 

31. Solution providers should ensure the integrity of fiscal marking equipment, by including physical and logic safeguards, such as fire-proof shields, covers, doors (including cabinet open / close sensors) to prevent potential interference or tampering (intentional or unintentional) that may affect the integrity of the information uploaded;

32. Ensure security measures for database controls at the site, including physical control (user controlled access) 

33. 


4.1.5 Information Technology Event Management

	TECHNICAL REQUIREMENTS

The following table presents detailed requirements for solution providers related to supply chain event management, and is provided as a guide for Bidders. These represent the minimum set of requirements, details of which will be further discussed and elaborated upon during contracting and solution designing phase following appointment of a successful solution provider.

	34. Solution provider to provide a standardised interface (e.g. GS1, EPCIS) to upload or capture unique identifier and aggregation data across the supply chain;

35. Solution providers must utilise box marking industry standards for the machine-readable symbology / data carrier used for the unique identifier on items and serial identifiers on packaging (cartons, master cases and pallets). Such standards will be agreed between SARS and the solution provider and must allow reading and decoding by downstream economic operators;

36. Data transmission to central database must be in an agreed, standardised form (e.g. GS1, EPCIS standard);

37. Solution providers are required to implement quality measure controls in terms of readability of the machine-readable codes on items and packaging (compliance with the specification for the agreed symbology, as well as relevant quality measure standards, such as ISO/IEC15415 or related AIM DPM [used for data matrices] or equivalent);

38. Solution providers are required to provide complete solutions, including handheld scanners / reading devices for small manufacturers and distribution chain operators - if required-  to record receipt, disaggregation, aggregation and dispatch events and associated unique identifiers;

39. Where there is existing logistic aggregation equipment in place, the solution provider is required to conduct a review of existing equipment installed by manufactures and or distributors who already have such agreements and obligations to operate elements of a traceability solution (including aggregation recording equipment, scanner and label printers and applicators), and advise SARS on existing installed equipment that could be reused. Bidders should include their options for interoperability in their proposal.




	TECHNICAL REQUIREMENTS




4.1.6 Field Enforcement

Oversight and enforcement opportunities come from the independent creation of traceability data, first at the time of manufacture, and then through the sequence of logistic events recorded by distribution chain operators. This enables SARS to track and trace products from their point of manufacture, to the point where the logistics events are either no long captured, making it easy to see where the goods were diverted, or to the point where the goods have been acquitted. Officers should be able to perform field validation checks using traceability tools provided by the solution provider, which allows them to access traceability information in the field.

	TECHNICAL REQUIREMENTS

The following table presents detailed requirements for solution providers related to Field Enforcement.

	40. The solution provider will be responsible for developing and providing at least 300 bespoke mobile authentication devices for enforcement functions. This device should be able to connect to the central system whilst out in the field and enable the officer to:

a) Record log-in details and be secured for authorised use only;

b) Have a usable battery life to enable - at least - a single day’s use without recharging;

c) Be easy to use and navigate;

d) Be reasonably impact and damage resistant;

e) Conform to operating standards for the country;

f) Scan a mark on a pack that is closed (unused) or open (used) to authenticate a product as legitimate;

g) Verify production details as defined by SARS;

h) Record enforcement locations and events; and

i) Be able to upload usage information and an audit trail of the device itself and operations undertaken.

41. The device shall at a minimum include the following functions:

a) Be able to immediately authenticate the material and digital security of the fiscal marks.

b) Register and report inspection data to the central database through a secure and encrypted or higher connection.

c) Be able to perform audits and authenticate secure fiscal marks when offline/disconnected from the 4G or higher network and upload such data as soon as a connection is established.

d) Store audit data locally (asynchronously) while disconnected from the 4G or higher network.

e) Be password protected and only used by authorised personnel.

f) Be equipped with GPS capabilities to automatically register and report inspectors’ location.

g) Be remotely upgradable.  

42. The solution provider must cater for a real-time upload of information from the scanning devices to the central database. This will aid SARS in decision making related to current and future profiling in terms of risk and inspections based on the recorded historic trends;

43. The solution provider will be responsible for training all users on the device, as well as enabling SARS officers to become qualified trainers of the device. (Train the trainers);

44. The solution provider will provide maintenance on such devices (SLA’s to be discussed and agreed during contract negotiations);

45. In case a device is reported lost or stolen, it shall be remotely deactivated by the system.

Smartphone Verification Requirements:

46. Solution providers will develop a smartphone application for retail/consumer verification. This will be based on authorisation sanctioned by SARS and will enable the retailer/consumer to:

a) Easily authenticate the legitimacy of a product;

b) Ensure tax paid status;

c) Verify the goods are intended for local consumption;

d) Be published to assist the public, distribution chain operators and retailers to verify the authenticity of fiscal marks and retrieve product related information from the central database;

e) Be available for Android- and iOS-enabled smartphones and shall be distributed free of charge;

f) Allow the public to report non-compliance (e.g. fiscal marks applied on wrong products, fake or suspicious stamps, etc.).

47. In addition to, and as an alternative to the smartphone application, the solution provider will provide:

a) a web-based authentication service where a consumer can key in the alpha-numeric code found on the product and retrieve related authentication information, and a service where the alpha-numeric code can be sent via sms to the database and authentication information returned;

b) An SMS service will be provided to assist the public to verify the authenticity of fiscal marks and retrieve product related information from the central database.


4.1.7 Central Enforcement and Reporting

The purpose of central enforcement and reporting is to provide a central point for SARS to collate, analyse and action all information created by the fiscal marking and track and trace solution. The objective of this function would be to perform risk management to direct operations, enforcement and audit activities related to excisable goods.

	TECHNICAL REQUIREMENTS

The table below presents the detailed requirements for the solution provider around central enforcement and reporting:

	Enforcement:

1. Solution provider must provide the capability for SARS Central enforcement to:

a) Monitor and have oversight of fiscal mark forecasts, orders, production and distribution; 

b) Authorise all requests for fiscal marks orders from entities;

c) Monitor fiscal mark applications and activations (as soon as activated locally or internationally); by type (local production or export), time, product, product category, tax class, economic operator, destination market;

d) Reconcile taxes due against stamps ordered and activated;

e) Perform analysis of multidimensional data (stamps, codes, products, taxes) for fraud detection;

f) Request and receive prescribed and scheduled solution reports as well as ad hoc reports.

2. To provide    the relevant information and reports required to enable SARS to make decisions related to risk management, compliance management, fraudulent activities, enforcement and inspection. 
Reporting:
3. The solution provider shall produce standard and ad-hoc reports on request. This function shall: 

a) Provide near real time data, covering all events associated with the fiscal marks and controlled products life cycle;

b) Be configurable in such a way that they can be generated on-demand, as well as automatically per a schedule to be determined by SARS;

c) Be fully adaptable to allow for specific search requests to be made;

d) Ensure that a full audit trail is maintained for all reporting request.

e) Provide projections and trends of orders and usage of various manufacturers, importers and exporters  

4. The solution provider must develop and maintain a traceability query web application that will be operated by SARS and potentially other government agencies as authorised by SARS. The query tool will provide functions to ensure:

a) Only authorised and authenticated usage; 

b) That communication is authorised or allowed, and that the query is routed to the appropriate repository;

c) Authorised access to information required for audit, inspection, investigation and enforcement activities.


4.1.8 Solution Monitoring and Query Management

The proposed fiscal marking and track and trace solution for cigarette products is a complex solution with various components and impacted entities. As much as SARS is committed to curbing illicit trade by introducing this solution, it is also aware of the potential impact to industry and the economy if the solution does not operate optimally. It is therefore critical that a pro-active and effective solution monitoring and query management function is put in place to identify potential issues with solution components and trigger mitigating action as required.

SARS envisions a solution monitoring centre approach for such monitoring of the solution. This centre will be responsible for over-seeing the smooth running of all components of the solution, handling queries from entities (related to solution components), triggering mitigating action with support or other relevant teams and providing solution usage and operability reports to SARS as requested.

	TECHNICAL REQUIREMENTS

The following table presents the detailed requirements for the solution provider around monitoring and query management.

	1. Solution provider must provide required hardware, software and training required to set-up, implement and operationalise the centre at allocation designated by SARS;

2. The solution monitoring centre will be managed and resourced by the solution provider, with full access provided to SARS for monitoring and oversight;

3. The solution provider must ensure that once established, the solution monitoring centre must be fully operational and functional 24 hours a day, and provide; immediate response regarding solution component failures, maintenance of equipment on production lines, perform scheduled and unscheduled services, schedule emergency and routine fixes, monitoring of system performance, checking for outages, etc. This will ensure around-the-clock support and alignment with the operating hours of the production environment;

4. The solution monitoring centre will provide information and record-keeping requirements to support normal supervision controls i.e.:

a) Records on system operation including items marked, quality of markings, and associated commercial information (e.g. order, packing lists and invoices);

b) Account for wastage and discrepancies.

5. The solution monitoring centre will be the central point of call for all query management from industry or from SARS Operations related to solution operation;

6. The solution monitoring centre must provide real-time production monitoring of local production connectivity to production monitoring equipment, products being manufactured, the number of products being manufactured per hour, the status of the equipment, the level of ink, and on alerts against unauthorised opening of production monitoring equipment;

7. The solution monitoring centre must be able to track service technicians responsible for the maintenance of the equipment that monitors fiscal marking;

8. The solution monitoring centre must also ensure that there is active monitoring of the IT infrastructure against security threats;

9. The solution provider must ensure that SARS is informed of all events and queries received at the solution monitoring centre by providing relevant and periodic reports thereof.


4.1.9 Service Support and Maintenance

Related to solution monitoring is the support and maintenance provided to ensure stable and reliable operation of the solution. This will be provided to SARS, manufacturers and supply chain entities during implementation and solution operation, and will include maintenance of all solution components installed by the solution provider and required for on-going operation of the solution. 
	TECHNICAL REQUIREMENTS

The table below presents the detailed requirements related to the service support and maintenance.

	48. The solution provider must implement, maintain and ensure solution uptime that is aligned with industry specifications and aligned to Service Level Agreements (SLAs) with SARS and the manufacturers. Bidders are to provide experiential samples of such SLA’s or system reports displaying uptime and outages in bid response;

49. The solution provider must ensure that maintenance turn-around time, quality standards and response to outages be aligned with industry standards and expectations. Bidders to provide experiential specifications thereof in bid response;

50. In relation to manufacturers, the solution provider must:

a) Provide support to manufacturers during implementation, by assessing each production line and developing a requirements document that outlines impact assessment and necessary preparations to be made by the manufacturer;

b) Support manufacturers in complying with packaging design and line operations compatible with the traceability solution.

51. In relation to supply chain entities, the solution provider must:

a) Work with those entities choosing to configure / enhance existing systems to electronically submit traceability events aligned with defined aggregation specifications;

b) Provide entities that do not have systems capable of submitting the required information with devices and equipment capable of recording the products received, purchased, sold, stored and transported. 

52. The solution provider must maintain all components and elements of the solution not limited to:

a) All equipment installed by the solution provider;

b) Any hardware and software installed by the solution provider, and necessary for continued operation of the solution. 

53. The solution provider must provide a sample SLA for maintaining a solution as described in the technical specifications mentioned above.



4.1.10 Data Management and Interfacing
	TECHNICAL REQUIREMENTS

The solution provider will be responsible for creating a data management capability to manage the fiscal marking and traceability data that will be created along all events throughout the supply chain. This will include the ability to receive, store, process, report and make available all solution data. The table below presents the detailed requirements related to the data management capability.

	1 The solution provider must be able to operate servers at the manufacturing site, collect data from production lines, monitor and report on systems, and upload data to the central SARS database;

2 The solution provider must ensure secure transmission (encrypted and independent of manufacturer’s application systems) of traceability information to the central database conformant to the requirements as laid out by SARS during detailed design;

3 The solution must cater for secure temporary storage of production traceability data (offline) to accommodate temporary interruptions in connectivity, with upload occurring upon immediate restoration of connectivity;

4 Data of unique identifiers applied on packs must be secured so that any theft of physical disks, unauthorised copying or interceptions of transmitted data does not compromise the integrity of the traceability solution;

5 The solution provider is required to set-up a data hosting service (i.e. a central database implemented to retain and manage all the track and trace information) in conjunction with SARS technical teams, which will be owned and managed by SARS;

6 The central database development must cater for a component that has an externally facing API which allows for information to be queried;

7 All communication with the central database must be encrypted. The solution provider must implement secure data transmission and encryption techniques to be used for all received and transmitted data;

8 The solution provider must ensure that encrypted data is secure but structured for easy access and management;

9 Authoritative sources must be identified i.e. the solution provider is required to administer a user rights and security access model to ensure access to confidential information is available to authorised parties only. Audit logs must be maintained such that access and activity related to all accounts are tracked and can be queried whenever necessary;

10 The solution provider must ensure that a process is in place to ensure timely access to shared data as this is essential for SARS decision making;

11 The solution provider must provide:

a) Access to external auditors as necessary for monitoring activities related to data management;

b) A high level of redundancy and data availability which must include a disaster and recovery site as defined by SARS;

c) Data and service interfaces compliant with SARS standards.

12 The central database must:

a) Be secured and only accessible by authorised personnel in accordance with SARS standards;

b) Keep 5 years of current data history online;

c) Cater for archiving of data older than 5 years in accordance with SARS standards on archiving methodologies;

d) Be hosted in a secure location with controlled access. The specific location will be defined by SARS;

e) Be protected against intrusion attempts by monitoring inbound and outbound communications between the central database and untrusted networks;

f) Be able to integrate with other governmental systems using enterprise service bus (ESB) technologies or any integration platform approved by SARS

13 The solution provider must implement support for industry based on standards for information exchange. Affected industry stakeholders will provide the means for uploading such data to the central database;

14 The solution provider must provide a robust security model governing which parties may update records, specifically with restrictions to prevent amendments and changes to existing records by manufacturers and supply chain entities;

15 The solution provider is required to strictly adhere to confidentiality requirements to protect information on manufacturers’ production and production capacity (planned or actual) to parties other than authorised.




4.1.11 Training and capacity building 

	REQUIREMENTS

The solution provider will be responsible for providing the necessary training to operate the solution. The SARS Excise department employs a total of 300 resources located across South Africa, which is estimated to increase by 30% pa. The specific number of resources that need to be trained will be provided for in the detailed solution design phase however the figure above can be used as a guide for costing purposes.  The table below presents the detailed requirements related to training and capacity building.

	54. Based on previous implementations and best practice, Bidders are to provide a description in terms of the number of resources, hardware and software and infrastructure or other requirements that may be needed to successfully implement and operate the  cigarette fiscal marking and track and trace solution for

a) SARS, and 

b) Industry

55. The solution provider must describe the different types of training that will be provided, e.g. organisational awareness, enforcement, device usage, operating the command centre, database management etc. and other up-skilling requirements to operate the solution;

56. Solution provider is to provide sample material related to each type of training;

57. A detailed, indicative training plan must be provided;

58. Provide samples of training presentations and user manuals/guides;

59. Qualified/Experienced trainers and illustrative training material Train the trainer sessions of SARS resources must be accommodated in the training plan and user manuals/guides. 


4.1.12 Project Management, testing and implementation

	REQUIREMENTS

The solution provider will be responsible for project managing the implementation together with the SARS project management team.  A dedicated project management competency/team must be assembled to drive the delivery of the solution components and must be willing to participate and collaborate with existing SARS suppliers to establish an integrated solution.  The solution provider is expected to manage all subcontractors’ and third party suppliers’ participating in the delivery of the solution. The Project Management strategy and plan must be drafted with due consideration of SARS’s volumetric and Excise legislative/regulatory environment.  The table below presents the detailed requirements related to the project management, testing and implementation capability.

	60. The Solution Provider must apply best practices with respect to its planning, execution and management of the Project.  Proof of best practice/certification of methods and team members will be evaluated based on certification status provided in terms of the following:
a) The Service Provider must utilise project management methodologies, knowledge, skills, tools, and techniques consistent with leading internationally recognised and accepted project management practices such as those contained in the Guide to the Project Management Body of Knowledge (PMBOK) as updated from time to time by the Project Management Institute (PMI); 

b) Project management processes and artefacts must withstand audit requirements as described in Control Objectives for Information and Related Technologies (COBIT 5) maintained by the international professional association ISACA for information technology (IT) management and governance;

61. The Service Provider must provide a proposed project delivery plan based on previous implementations and considering SARS’s volumetric and Excise legislative/regulatory environment, and must include the following information:

a) Preliminary Scope;

b) Major phases;

c) Work Breakdown Structure;

d) Project schedule / timeline;

e) Critical / Key dependencies;

f) Risk register containing provisional / anticipated risks;

g) Expected key stakeholder list / role definitions;

h) List of milestones & deliverables per phase, including the critical path items;

i) Clear identification of software delivery lifecycle phases / stages and associated timelines and dependencies;

j) Invoicing schedule as required.
a) Where software delivery lifecycle (SDLC) activities are concerned, the project plan must be specific with respect to the underlying approach/framework (e.g. Agile, Waterfall, Spiral, XP),

b) Expected environmental and time requirements to support the relevant SDLC phases (BRS, FRS, Development, Unit Testing, Integration Testing, QA Testing, Pre-Production Testing, Go-Live and Post Go-Live).

62. Project management team / competency must demonstrate proven track record of having delivered projects of this magnitude and complexity;
63. The detailed project implementation plan must include a

a) Listing of roles that will be involved in the implementation and operation of the solution;

b) Change management plan;

c) Skills transfer and training plan for a designated group of SARS resources.

64. The solution provider must provide a strategy and methodology for implementing the cigarette fiscal marking and track and trace solution that will cause minimal impact to the industry and SARS. The implementation strategy will provide an outline of the proposed implementation phases / stages and must contain a list of the proposed activities with timelines considered to be necessary to achieve the contract objectives;
65. The solution provider must cater for adequate testing of the solution and will be expected to:

a) conduct functional testing through all development stages;

b) conduct integration testing through all project phases;

c) carry out quality assurance and security testing on all deliverables;

d) prepare appropriate user acceptance test processes and forms;

e) Work with SARS and industry during user acceptance testing (UAT) and compile UAT reports.

66. To maintain continuity across project phases and the overall timeline, the solution provider must maintain a core project management group that will remain for the duration of the project.


4.1.13 External and Internal Interfacing

	TECHNICAL REQUIREMENTS

The detailed business architecture and capability input relating to the system must provide for both external and internal data interfacing. The table below provides the high-level requirements related to the external and internal interfacing. The detailed technical input is provided on SARS External Technical Interface Specification: Refer to Annexure D


1
The solution must be able to interface with other external systems using enterprise bus (ESB) technologies.

2. The solution provider must ensure that the solution is able to interface with SARS systems as necessary i.e. SAP, ATP, SM, etc.

4.1.14 Software development tools and technologies

	TECHNICAL REQUIREMENTS

The detailed business architecture and capability input relating to system data, field definitions, enterprise motivation, functions and other business processes will only be provided during detailed design phase following tender awarding. This section refers to the tools and technologies governing any bespoke development required to enable the solution and to integrate it successfully with the SARS systems. 

The table below provides the high-level requirements related to the software development tools and technologies. The detailed technical input will be provided during solution design phase after appointment of the tender.




67. The solution provider must make use of the protocols that allow for integration to SARS i.e.:

a) Web Services;

b) WebSphere MQ (this is the primary communication standard used by SARS with SOAP/MQ as the protocol being used);

c) Connect: Direct (C:D);

d) Sterling File Gateway (SFG).

68. The use of unsupported Open Source Software is not allowed; 

69. SARS uses enterprise class OEM web-based tools and it is expected that the solution provider follow this standard as enterprise class applications are generally customisable, robust and scalable and secure from outside threats and data leaks;
70. The solution should make use of BM DB2 and MS SQL; DB technologies; The solution must ensure hosting standards with DB management systems as input using Edifact or MQ messaging protocols for alignment with SARS interfacing requirements and security;

71. The solution must cater for archiving in accordance with SARS standards;

72. The solution provider must provide the following related to security:
a) Personnel security:

· The solution provider must indicate what background checks are completed for employees, sub-contracted employees, contractors, consultants etc.

b) Physical, Environmental and Safety, Health & Occupation 

· The solution provider must indicate what physical security measures will be in place to protect infrastructure and data/information.

· The solution provider must confirm that all standard environmental measures for IT related equipment is in place e.g. air-conditioning, fire prevention, fire detection etc.

· The solution provider must confirm that the hosting environment conforms to safety health and occupation regulation.

c) Information Security Governance

· The solution provider must provide confirmation that information security protection measures conform to ISO27001/2.

· The solution provider must confirm if they conform to King 1/2/3/4 reports on governance.

· The solution provider must provide an overview of information security policy, standards and process (SOP) implementation.

· The solution provider must confirm if information security awareness is performed.

· The solution provider must confirm audit, risk assessment and vulnerability assessment processes.  This includes confirmation that SARS can perform audits/assessment at any time.

d) Information Security

· The solution provider must provide an overview of logical access control measures.

· The solution provider must provide an overview of data protection measures.

· The solution provider must provide an overview of technical support, problem-, change management processes, including patch management.

· The solution provider must provide an overview of malicious code (viruses, malware, ransomware etc.) measures.

· The solution provider must provide an overview of network security measures.

· The solution provider must provide an overview of application security measures.

· The solution provider must provide an overview of back up, disaster recovery and business continuity measures.

· The solution provider must provide an overview of IT asset management, including compliance to license agreements.
4.1.15 Additional Requirements
4.1.15.1 Legislative alignment
The solution needs to be flexible enough to be able to cater for legislative requirements i.e. certain elements of the solution can be changed to cater for flexibility and alignment to legislation.
4.1.15.2 Local Development

The solution provider should elaborate on how they intend developing local capacity and capability. Scoring will be based on:

· Setting up a local presence and office

· level of local employment
4.1.15.3 Safety and Security
The solution provider must provide the following related to security:

4.1.15.3.1 Personnel security:

The solution provider must indicate what background checks are completed for employees, sub-contracted employees, contractors, consultants etc.

4.1.15.3.2 Physical, Environmental and Safety, Health & Occupation The solution provider must indicate what physical security measures will be in place to protect infrastructure and data/information.

The solution provider must confirm that all standard environmental measures for IT related equipment is in place e.g. air-conditioning, fire prevention, fire detection etc.

The solution provider must confirm that the hosting environment conforms to safety health and occupation regulation.

4.1.16 Demonstrated Capacity

The solution provider must prove to SARS the solution’s capability by means of a mock-up demonstration.

The solution provider must demonstrate to SARS their ability to deliver on the required technical criteria (as stipulated in this document) by either:

· Physical presentation of the prototype and technology to a panel of evaluators; and/or
· Live video conferencing showing a facility where the solution has been implemented successfully.
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