
5

1 Key Elements

Means that the provider of the tool complies  

complies with all the key elements required such 

as  On-premise installation and support, Graph 

Database,  Graph Queries , Graph Exploration 

and  Graph Algorithms (Graph Analytics) to meet 

the needs

The bidder's solution must provide the following items :  Samples and 

evidence must also be provided.                                                                                                                                                                                                                                                                                                                                                                                                                              

a) On-premise installation and support, to make it SARS environmentally 

compatible.

b) Graph Database - to store data about objects (nodes) and relationships 

(edges).

c) Graph Queries - to provide graph related data in real time to users and 

other interfaces.                                                                                                                                                                                                                                    

d) Graph Exploration - to visualizes the data in the graph and allows users 

to navigate and query the data without any query language or 

programming.

e) Graph Algorithms (Graph Analytics) - to derive insight from stored graph 

related data.                                                                                                                                                                                                                                                                                                                                                                                            

5

(a)  Meets full requirements, complies with all the key elements required such as  On-premise installation 

and support, Graph Database,  Graph Queries , Graph Exploration and  Graph Algorithms (Graph 

Analytics) to meet the needs = 5 points 

(b)  Meets 4 of the requirements,complies with most of the key elements required such as On-premise 

installation and support, Graph Database,  Graph Queries , Graph Exploration and Graph Algorithms 

(Graph Analytics) to meet the needs = 4 points 

(c)  Meets 3 of the requirements, complies with some of the key elements required such as On-premise 

installation and support, Graph Database,  Graph Queries , Graph Exploration and Graph Algorithms 

(Graph Analytics) to meet the needs. = 3 points

(d)  Meets 2 of the requirements, complies with some of the key elements required such as On-premise 

installation and support, Graph Database,  Graph Queries , Graph Exploration and Graph Algorithms 

(Graph Analytics) to meet the needs. = 2 points

(e)  Meets 1 of the requirement, does not comply with certain material aspects such as application program, 

software and system, may not supply all the On-premise installation and support, Graph Database,  Graph 

Queries , Graph Exploration and  Graph Algorithms  (Graph Analytics) to meet the needs. = 1 point

(f) Does not comply with material aspects of the  key elements required such as                                                                                                                

On-premise installation and support, Graph Database,  Graph Queries , Graph Exploration and  Graph 

Algorithms (Graph Analytics) to meet the needs The non-compliance  with the technical criterion is regarded 

as unacceptable.= 0 points                       
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The bidder's solution must provide the following item :

(a) On-premise installation and support, to make it SARS environmentally 

compatible.

1.  The solution must provide the ability to change regionalised settings to 

align with SARS standards (e.g. ability to view logs in ZAR date format)

                                                                                                                                                                                                                                                                                                                                     

2.1 (2)

(a)  Meets full requirement, complies with all the key element required such as  On-premise installation and 

support,  to make it SARS environmentally compatible. = 2 points = 2 points 

(b)   Partially Meet the requirement, partially complies with  the key element required such as On-premise 

installation and support,  to make it SARS environmentally compatible. = 1 points

(c) Does not comply with material aspects of the  key element required such as On-premise installation and 

support,  to make it SARS environmentally compatible. The non-compliance with the technical criterion is 

regarded as unacceptable.= 0 points                       

(b) Graph Database - to store data about objects (nodes) and 

relationships (edges).

                                                                                                                                                           

1. The solution must be a native commercial-of-the-self (COTS) graph 

database (in other words the solution is built as a graph database by 

design/ out-of-the-box and not as an additional feature).

2. The Bidder must include the COTS name and version proposed.

3. The solution must allow attributes to be defined for nodes and edges. 

These attributes must be stored in the graph database.

4.The solution must have the ability to label entities and relationships by 

one or more properties; and these labels must be searchable.

5.  The solution should allow for a data loading interface support; including, 

but not restricted, to bulk data. 

6.  The solution must be able to load data from an MS SQL Database 

source in bulk.

7.  The solution must provide industry standard and/or SQL like query 

language support. 

8. The Bidder needs to provide details of query language supported / 

provided by the recommended solution.

9. The solution should allow for a triggering capability based on changes 

to data to support event detection and notification.

10. The solution should support the concurrent manipulation of data.

12.  The solution must retain all versions of data captured in the graph 

database, or alternative retrievable storage location. 

2.2 (12)

(a)  Meets 10- 12 of the requirements, complies with all aspects of Graph Database to store data about 

objects (nodes) and relationships (edges) criterion, the Bidder’s response to an Inquiry , comprehensive , 

acceptable = 13 points 

(b)  Meets 6-9 of the requirements,  complies with material aspects of the technical criterion but may not 

comply in certain aspects of Graph Database to store data about objects (nodes) and relationships (edges) 

criterion, acceptable risk is posed in respect of the criterion. = 8 points 

(c)  Meets  3-5 of the requirements, complies with material aspects of the technical criterion but certain 

elements of non-compliance to Graph Database to store data about objects (nodes) and relationships 

(edges) , partialy acceptable = 5 points

(d) Meets 1-2 requirement, does not comply with certain material aspects of the Graph Database to store 

data about objects (nodes) and relationships (edges) criterion. SARS may be able to make adjustments to 

accommodate the non-compliance but the response may still transfer significant risk. = 2 points

(e) Does not comply with material aspects of the Graph Database to store data about objects (nodes) and 

relationships (edges) criterion. The non-compliance with the technical criterion is regarded as 

unacceptable.= 0 points

(c) Graph Queries - to provide graph related data in real time to 

users and other interfaces.                                                         

                                                                                                                                                                                                                                                                                                                                                                                                      

1. The solution should provide a User Interface for network visualisation to 

convey the content of the graph.                                                                                                                        

2. The User Interface can be provided natively by the solution or by 

supported third party tools. 

3. The solution should have the ability for users to persist derived links 

and/or commentary directly from the User Interface to be written back into 

the Graph Database via seamless API integration. 

4. The Browser based web application management/ access tools must 

be compatible with MS Edge.

2.3 (4)

(a)  Meets full requirements, complies with all the key elements required such as   Graph Queries - to 

provide graph related data in real time to users and other interfaces. to meet the needs = 4 points 

(b)  Meets 3 of the requirements,complies with some of the key elements required such as  Graph 

Queries - to provide graph related data in real time to users and other interfaces.) to meet the needs = 3 

points 

(c)  Meets 2 of the requirements, complies with some of the key elements required such as  Graph 

Queries - to provide graph related data in real time to users and other interfaces. to meet the needs. = 2 

points

(d)  Meets 1 of the requirement, does not comply with certain material aspects such as  Graph Queries - 

to provide graph related data in real time to users and other interfaces. to meet the needs. = 1 points

(e) Does not comply with material aspects of the  key elements required such as  Graph Queries - to 

provide graph related data in real time to users and other interfaces. to meet the needs The non-

compliance with the technical criterion is regarded as unacceptable.= 0 points                       

(d) Graph Exploration - to visualizes the data in the graph and allows users 

to navigate and query the data without any query language or 

programming.

                                                                                                                                                                                                                               

1.    The solution should be able to provide historical (point-in-time) views of 

the network (graph) data.                                                                                                                                                                                  

2. The Bidder must provide details of the User Interface features provided 

by the recommended solution.

3. The solution should allow users to interact with the network/graph 

without the need of code (“No Code”). Preferably in a search-and-expand 

and/or drag-and-drop fashion. 

4. The Bidder must provide details how the recommended solution will 

allow for this.

2.4 (4)

(a)  Meets full requirements, complies with all the key elements required such as Graph Exploration - to 

visualizes the data in the graph and allows users to navigate and query the data without any query 

language or programming to meet the needs = 4 points 

(b)  Meets 3 of the requirements,complies with some of the key elements required such as  Graph 

Exploration - to visualizes the data in the graph and allows users to navigate and query the data without any 

query language or programming to meet the needs = 3 points 

(c)  Meets 2 of the requirements, complies with some of the key elements required such as Graph 

Exploration - to visualizes the data in the graph and allows users to navigate and query the data without any 

query language or programming to meet the needs. = 2 points

(d)  Meets 1 of the requirement, does not comply with certain material aspects such as application 

program, software and system, may not supply all the Graph Exploration - to visualizes the data in the graph 

and allows users to navigate and query the data without any query language or programming to meet the 

needs. = 1 points

(e) Does not comply with material aspects of the  key elements required such as Graph Exploration - to 

visualizes the data in the graph and allows users to navigate and query the data without any query 

language or programming to meet the needs. The non-compliance with the technical criterion is regarded 

as unacceptable.= 0 points                       

(e) Graph Algorithms (Graph Analytics) - to derive insight from stored graph 

related data.                                            

                                                                                                                                                        

1.  The solution must support graph theory/algorithms. 

2.  The solution should allow for the efficient computation of complex, multi-

layered relationships in a timely manner. 

3. The Bidder needs to provide details of the graph algorithms supported / 

provided by the recommended solution.

4. The solution should be able to interact with Analytics Execution Platforms 

(e.g. Python, R) 2.5 (4)

(a)  Meets full requirements, complies with all the key elements required such as  Graph Algorithms 

(Graph Analytics) - to derive insight from stored graph related data.                                             to meet the 

needs = 4 points 

(b)  Meets 3 of the requirements,complies with some of the key elements required such as   Graph 

Algorithms (Graph Analytics) - to derive insight from stored graph related to meet the needs = 3 points 

(c)  Meets 2 of the requirements, complies with some of the key elements required such as  Graph 

Algorithms (Graph Analytics) - to derive insight from stored graph related data to meet the needs. = 2 points

(d)  Meets 1 of the requirement, does not comply with certain material aspects such as application 

program, software and system, may not supply all the Graph Algorithms (Graph Analytics) - to derive insight 

from stored graph related data to meet the needs. = 1 points

(e) Does not comply with material aspects of the  key elements required such as  Graph Algorithms 

(Graph Analytics) - to derive insight from stored graph related data to meet the needs. The non-compliance 

with the technical criterion is regarded as unacceptable.= 0 points
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3.1

(a) High Availability 

                                                                                                                                                     

1. The solution should have the ability to prioritise workloads within the 

system.

2. The solution should support fault tolerant high availability replication 

architectures that automatically compensate for system failure (e.g. network 

issues or loss of a server) with no data loss.

3. The solution must be capable of achieving 99.00% availability with the 

appropriate underlying infrastructure and support arrangements.

4. The solution must support duplication across standard disaster recovery 

patterns for high availability purposes.

4

(a)  Meets full requirements, complies with Non-Functional Requirement  such as High Availability -  (to 

prioritise workloads within the system, support fault tolerant high availability replication architectures that 

automatically compensate for system failure (e.g. network issues or loss of a server) with no data loss,  

capable of achieving 99.00% availability with the appropriate underlying infrastructure and support 

arrangements, support duplication across standard disaster recovery patterns for high availability purposes) 

= 4 points 

(b)  Meets 3 of the requirements,complies with some of the  High Availability  requirements -  (to prioritise 

workloads within the system, support fault tolerant high availability replication architectures that automatically 

compensate for system failure (e.g. network issues or loss of a server) with no data loss,  capable of 

achieving 99.00% availability with the appropriate underlying infrastructure and support arrangements, 

support duplication across standard disaster recovery patterns for high availability purposes) = 3 points 

(c)  Meets 2 of the requirements, partially complies with some of the  High Availability  requirements -  (to 

prioritise workloads within the system, support fault tolerant high availability replication architectures that 

automatically compensate for system failure (e.g. network issues or loss of a server) with no data loss,  

capable of achieving 99.00% availability with the appropriate underlying infrastructure and support 

arrangements, support duplication across standard disaster recovery patterns for high availability 

purposes). = 2 points

(d)  Meets 1 of the requirement, does not comply with certain  High Availability  requirements -  (to 

prioritise workloads within the system, support fault tolerant high availability replication architectures that 

automatically compensate for system failure (e.g. network issues or loss of a server) with no data loss,  

capable of achieving 99.00% availability with the appropriate underlying infrastructure and support 

arrangements, support duplication across standard disaster recovery patterns for high availability 

purposes). = 1 points                                                       

(e) Does not comply with material aspects of the   High Availability  requirements -  (to prioritise workloads 

within the system, support fault tolerant high availability replication architectures that automatically 

compensate for system failure (e.g. network issues or loss of a server) with no data loss,  capable of 

achieving 99.00% availability with the appropriate underlying infrastructure and support arrangements, 

support duplication across standard disaster recovery patterns for high availability purposes). The non-

compliance with the technical criterion is regarded as unacceptable.= 0 points                                                                                                     

3.2

(b)  Scalability and Performance

                                                                                                                                                             

1. The solution must be an enterprise scale solution capable of handling 

300m+ nodes and 2b+ links growing at 20% per annum in a single cluster.

2. For Graph Exploration the solution should maintain a user base of 

approximately 2,500 users with an average 1.5 visits per day per user and 

with expected average sub-second response time to 3 hops. In peak 

periods expecting 200 concurrent users.

3. For Graph Queries the solution must maintain a user base of 

approximately 50 users with all 50 working concurrently.

4. For Graph Analytics the solution must maintain a user base of 

approximately 15 users with all 15 working concurrently.

5. The solution should have the ability to track and report license/ user 

utilization.

6. The solution should be able to perform high volume graph analysis of 

graph data at speed. The Biddermust provide details of computational 

metrics and algorithmic features provided by the recommended solution.

7. The solution must support vertical and horizontal scaling to increase 

storage capacity, compute capacity and read/write capacity. The 

Biddermust provide details of their largest implementation. Please align the 

response particularly with the “Scalability” design requirements.

7

(a)  Meets 6-7 of the requirements, complies with all the Scalability and Performance Non-Functional 

Requirements, the Bidder’s response to an Inquiry pose little or no risk in respect of the criterion, achievable, 

(capable of handling 300m+ nodes and 2b+ links growing at 20% per annum in a single cluster, maintain a 

user base of approximately 2,500 users with an average 1.5 visits,Usability,maintain a user base of 

approximately 50 users with all 50 working concurrently., maintain a user base of approximately 15 users 

with all 15 working concurrently., have the ability to track and report license/ user utilization,  perform high 

volume graph analysis of graph data at speed,  support vertical and horizontal scaling to increase storage 

capacity), acceptable = 7 points 

(b)  Meets 4-5 of the requirements,  complies with material aspects of the technical criterion but may not 

comply in certain aspects of design principles criterion, acceptable risk is posed in respect of the criterion. = 

5 points 

(c)  Meets 2-3 of the requirements, complies with material aspects of the technical criterion but certain 

elements of non-compliance transfer risk to SARS. = 4 points

(d) Meets 1 requirement, does not comply with certain material aspects of the Scalability and Performance 

criterion. SARS may be able to make adjustments to accommodate the non-compliance but the response 

may still transfer significant risk. = 2 point

(e) Does not comply with material aspects of the Scalability and Performance criterion. The non-

compliance with the technical criterion is regarded as unacceptable.= 0 points

3.3

(c) Data Security

                                                                                                                                                              

1. The solution must have the ability to encrypt and or mask data. The 

Bidde rmust provide details of encryption or data masking capability 

provided by the recommended solution.

2. The Bidder should provide well defined patching and version upgrade 

approaches, including schedules

3. The Bidder and solution must comply with SARS information security 

policies and procedures.

4. The solution should support automated security updates	

5. It would be beneficial if solution can integrate with Identity Management 

Systems (specifically Microsoft Active Directory) and align with industry 

standard Role Based Access Control (RBAC) or Attribute-Based Access 

Control (ABAC). The Biddermust provide details of the identity 

management and security features provided by the recommended 

solution.

6. The solution should provide network security functions and encryption 

using industry standard tools and protocols.

6

(a)  Meets 5-6 of the requirements, complies with all the  Data Security Non-Functional Requirements, the 

Bidder’s response to an Inquiry pose little or no risk in respect of the criterion, achievable, (ability to encrypt 

and or mask data,  provide well defined patching and version upgrade approaches, including 

schedules,comply with SARS information security policies and procedures, support automated security 

updates, integrate with Identity Management Systems (specifically Microsoft Active Directory),  perform high 

volu provide network security functions and encryption using industry standard tools and protocols), 

acceptable = 6 points 

(b)  Meets 3-4 the requirements,  complies with material aspects of the technical criterion but may not 

comply in certain aspects of Data Security criterion, acceptable risk is posed in respect of the criterion. = 4 

points 

(c)  Meets 1-2  of the requirements, complies with material aspects of the technical criterion but certain 

elements of non-compliance transfer risk to SARS. = 2 points

(d) Meets 1 requirement, does not comply with certain material aspects of the Data Security criterion. 

SARS may be able to make adjustments to accommodate the non-compliance but the response may still 

transfer significant risk. = 1 point

(e) Does not comply with material aspects of the Data Security criterion. The non-compliance with the 

technical criterion is regarded as unacceptable.= 0 points

3.4

(d) Auditing & Monitoring

                                                                                                                                                        

1. All activities on the Graph Database Engine will be logged against the 

existing transaction logs for future audit purposes. Monitor resources such 

as network connectivity, memory usage, etc.                "

2. The solution must support the auditing and logging of transactions and 

access to graph data. Logs must be extractable to allow forwarding to a 

corporate audit logging database.

3. The solution must be able to create auditable logs of security-based 

events e.g. failed authentications. Logs must be extractable to allow 

forwarding to a corporate audit logging database.

3

(a)  Meets full requirements, complies with all the key elements required  Auditing & Monitoring, ( Monitor 

resources such as network connectivity, memory usage, etc,support the auditing and logging of 

transactions,  create auditable logs of security-based events ) = 3 points 

(b) Meet 2 of the requirements, complies with most of the key elements required  Auditing & Monitoring, ( 

Monitor resources such as network connectivity, memory usage, etc,support the auditing and logging of 

transactions,  create auditable logs of security-based events ) = 2 points

(c)   Meets 1 of the requirements, complies with some of the key elements required such as On-premise 

installation and support,  to make it SARS environmentally compatible. = 1 points

(c) Does not comply with material aspects of the  key elements required such as On-premise installation 

and support,  to make it SARS environmentally compatible. The non-compliance with the technical criterion 

is regarded as unacceptable.= 0 points             

9

RATING SCALE

Functional Requirements

A proposed solution that includes Enterprise 

Data Warehouse, Security and Access 

Management, Graph Database Engine, and 

Business Intelligence Dashboards and Graphs is 

proposed. The underlying System of Records 

may be involved optionally for missing data gaps 

from Enterprise Data Warehouse.

Technical Evaluation Criteria
Criterion Description Evaluation values Weighting 

Non-Functional 

Requirements

No. 

TECHNICAL SPECIFICATIONS



4 Design Principles 

The following design principles should be 

considered when providing a response to the 

solution requirements outlined in the Functional 

Requirements and Non-Functional Requirements 

sections of this document.  

A. Bidder must provide the following information: Proof/Samples must be 

provided

Industry Reports: 

1.  Interoperability -The solution should conform to defined standards 

that promote interoperability for data, applications, and technology

2.   Scalability- The solution should be scalable and flexible to meet any 

change future business requirements.

3.  Usability - The solution should be easy to use and enable users to 

achieve their desired outcomes.

4.   Reliability - The solution should be able to continuously perform as 

expected.

5.   Availability - The solution should be available to perform required 

service on a continuous basis.

6.   Efficiency - The solution should perform the required service in a 

timely fashion.

7.  Maintainability - The solution must be easy to maintain.                                                                                                                                                                                                                                                                                                                                                                      

8.   Data - The solution should provide industry standards-based 

mechanisms (APIs) and formats to expose and export data for internal and 

external use.                                                                                                                                                                                                                                                                                                                                                             

9.   Self Service - The solution should allow users to service/ help 

themselves for non-technical issues.                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                     

9

(a)  Meets 7-9 of the requirements, complies with all the design principles, the Bidder’s response to an 

Inquiry pose little or no risk in respect of the criterion, achievable,                                  ( 

Interoperability,Scalability,Usability, Reliability, Availability,Efficiency, Maintainability,  Data and Self Service, 

acceptable = 9 points 

(b)  Meets 5-6 of the requirements,  complies with material aspects of the technical criterion but may not 

comply in certain aspects of design principles criterion, acceptable risk is posed in respect of the criterion. = 

6 points 

(c)  Meets 3-4 of the requirements, complies with material aspects of the technical criterion but certain 

elements of non-compliance transfer risk to SARS. = 4 points

(d) Meets 1-2 requirement, does not comply with certain material aspects of the Information Security 

criterion. SARS may be able to make adjustments to accommodate the non-compliance but the response 

may still transfer significant risk. = 2 point

(e) Does not comply with material aspects of the design principles criterion. The non-compliance with the 

technical criterion is regarded as unacceptable.= 0 points
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5 Service Provider Managed 

Personnel

a) The SP must  provide  detailed CV'S and Certified copies of certificates   

of Service Delivery Manager and Account Manager to be deployed for the 

management of the SARS account. The resource/s must have a minimum 

of two (2) years’ experience in implementing Graph Database 

Management Tool.

b) The Service Delivery Manager is not required to maintain a presence at 

a SARS site. SARS will neither provide office space for the Service Delivery 

Manager, nor for any other Service Provider staff if required.

c) SARS may also require the presence of Service Delivery Manager at ad 

hoc meetings at SARS’s premises with reasonable notice. Reasonable 

notice will be determined considering the urgency with which the subject 

matter of a meeting is to be addressed.

d) No separate charge is to be levied by The Bidder for the Service 

Delivery Manager and/or for any time spent by the Service Delivery 

Manager servicing the SARS account.                                                                                                                    

5

(a) 5 or more years of experience as Service Delivery Manage and an Account Manager(detailed CV'S 

and Certified copies of certificate/s provided) = 5                                                                                                             

(b) 2 – 4 Years experience as Service Delivery Manage and an Account Manager (detailed CV'S and 

Certified copies of certificate/s provided) = 3                                                                                                                            

(c) Less than 2 years’ experience as Service Delivery Manage and an Account Manager = 0

5.1 Training/Knowledge 

transfer/Skill Transfer 

Refers to the training The Bidder will provide 

SARS. 

The Bidder must provide formal classroom and/or 

online training to SARS user and technical staff. 

As and when required by SARS, The Bidder may 

be required to provide ad hoc user and/or 

technical training, for example, as part of a 

project.                                                                                                                                                                                                                                                                                                                                                                                                                                                                

The Bidder will be required, during the Term, to 

provide knowledge transfer to SARS, including its 

personnel, which shall be planned appropriately 

in accordance with SARS’s knowledge and skills 

gaps.                            The Bidder will work 

together with SARS to design and develop a 

knowledge transfer plan including the scope and 

performance measurement thereof.

1. The Bidder  must be available to provide formal classroom and/or online 

training to SARS user and technical staff. (Provide CV with name, email 

address, contact number, years in the industry and detailed experience).

2.  The Bidder must be able to provide support at any given moment 

should the users require any technical assistance.

3. The Bidder must submit training video demonstrating the use of the 

solution to support this requirement.  

4. The  Bidder must provide ad hoc user and/or technical training, for 

example, as part of a project.The Biddermust provide well documented / 

community supported reference materials.                                                                                                                                     

5. The bidder must provide a knowledge transfer plan  which will 

encompass the following aspects:                                                                                                                                                                                                                                    

6.  A sample of Knowledge Transfer Plan                                                                                                                                                                                                                                                                                                                                                                    

7.   Provide  a sample of Scope and Performance Measurement 

8.  The Biddershould provide computer-based staff training and upskilling 

material which can be easily obtained via online resources or similar 

means.

8

(a)  Meets 7- 8 of the requirements, complies with all aspects of Training/Knowledge transfer/Skill 

Transfercriterion, achievable, (Four (4) professionals with Graph Database Management Tool experience 

to operate the solution,  formal classroom and/or online training to SARS user and technical staff will be 

provided), acceptable = 8 points 

(b)  Meets 5-6 of the requirements,  complies with material aspects of the technical criterion but may not 

comply in certain aspects of Training/Knowledge transfer/Skill Transfercriterion, achievable, (Three (3) 

professionals with Graph Database Management Tool experience to operate the solution,  formal 

classroom and/or online training to SARS user and technical staff will be provided). = 6 points 

(c)  Meets 3-4 of the requirements, complies with material aspects of the technical criterion but certain 

elements of Training/Knowledge transfer/Skill Transfercriterion, achievable, (Two (2) professionals with 

Graph Database Management Tool experience to operate the solution,  formal classroom and/or online 

training to SARS user and technical staff will be provided). = 4 points

(d) Meets 1-2 requirement, does not comply with certain material aspects of the Training/Knowledge 

transfer/Skill Transfercriterion, achievable, (One (1) professional with Graph Database Management Tool 

experience to operate the solution,  formal classroom and/or online training to SARS user and technical staff 

will be provided). SARS may be able to make adjustments to accommodate the non-compliance but the 

response may still transfer significant risk. = 2 point

(e) Does not comply with material aspects of the Training/Knowledge transfer/Skill Transfercriterion, 

achievable, (Zero (0) professionals with Graph Database Management Tool experience to operate the 

solution, formal classroom and/or online training to SARS user and technical staff might not be provided). 

The non-compliance with the technical criterion is regarded as unacceptable.= 0 points

5.2 Maintenance and Support 

Services

Refers to maintenance and support service The 

Bidder will provide SARS. 

a)The Bidder will be required to provide maintenance and support 

services for incidents and problems that might arise.

b) Any ad hoc services, amongst others such as those listed in the 

sections on Non-Exclusivity and Consulting will be formally agreed upon by 

SARS and The Bidder as required.

c) The Bidder must provide complete documentation for the design and 

installation procedures.

d) The Bidder must provide advice to SARS on software updates and new 

enhancements for the solution.                                                                                                                                                                                                      

e)Support and Maintenance it  should be possible  for the bidder to 

maintain and support the solution in South Africa

f)The Bidder should provide well supported, established escalation 

processes/ quick turnarounds for incidents of varying severity. The 

Biddershould provide details of the escalation process and service level 

agreements

13

(a)  Meets 5-6 of the requirements, complies with all the Maintenance and Support Services in respect of 

the criterion, achievable, ( maintenance and support services,Any ad hoc services,provide complete 

documentation for the design and installation procedures., provide advice to SARS on software updates 

and new enhancements for the solution, provide well supported, established escalation processes/ quick 

turnarounds for incidents of varying severity, acceptable = 13 points 

(b)  Meets 3-4 of the requirements,  complies with material aspects of the technical criterion but may not 

comply in certain aspects of Maintenance and Support Services in respect of the criterion, achievable, ( 

maintenance and support services,Any ad hoc services,provide complete documentation for the design 

and installation procedures., provide advice to SARS on software updates and new enhancements for the 

solution, provide well supported, established escalation processes/ quick turnarounds for incidents of 

varying severity), acceptable risk is posed in respect of the criterion. = 9 points 

(c)  Meets 1-2 of the requirements, complies with material aspects of the technical criterion but certain 

elements of non-compliance on Maintenance and Support Services in respect of the criterion, partially 

achievable, ( maintenance and support services,Any ad hoc services,provide complete documentation for 

the design and installation procedures., provide advice to SARS on software updates and new 

enhancements for the solution, provide well supported, established escalation processes/ quick 

turnarounds for incidents of varying severity,  transfer risk to SARS. = 5 points

(d) Does not comply with material aspects of the Maintenance and Support Services criterion. The non-

compliance with the technical criterion is regarded as unacceptable.= 0 points

14

6.1
Information Security 

Governance/Information 

Security

                                                                                                                                                                                                                                                                                                                                                                                                                                        

Refers to Information Security Governance and 

Infomation Security

SARS aims to establish the Bidder’s Information 

Security Governance in its operations and any 

elements of risk that may exist to the provision of 

services to SARS. The Bidder will be evaluated 

on the following basis: 

• The Bidder has shown an understanding of 

SARS requirements on Information Security 

Governance and has set out its response 

accordingly.

• The Bidder’s Information Security Governance 

will meet or exceed SARS requirements.

• The Bidder’s Information Security Governance 

solution represents a low risk to the take on and 

on-going delivery of these Services.                                                                                               

Information Security Governance                                                                                                                                                                                                                                                                                                                                                                                     

1. The Bidder must confirm if they conform to King 1/2/3/4 reports on 

governance.

2. The Bidder must provide an overview of information security policy, 

standards and process (SOP) implementation.

3. The Bidder must confirm if information security awareness is performed.

4 The Bidder must confirm audit, risk assessment and vulnerability 

assessment processes.  This includes confirmation that SARS can 

perform audits/assessment at any time.

Technology Support

5. Browser based web application management/ access tools must be 

compatible with MS Edge.

6. The solution must support SARS standardised operating system 6

(a)  Meets full requirements, complies with all aspects of the technical criterion, the Bidder’s response to 

an Inquiry pose little or no risk in respect of Information Security Governance, acceptable = 6 points 

(b)  Meets 5 of the requirements, complies with material aspects of the technical criterion but may not 

comply in certain aspects of Information Security Governance criterion, acceptable risk is posed in respect 

of the criterion = 5 points 

(c)  Meets 4 of the requirements, complies with material aspects of the technical criterion but certain 

elements of non-compliance transfer risk to SARS. = 4 points

(d)  Meets 3 of the requirements, partially complies with certain material aspects of the Information 

Security Governace technical criterion but certain elements of non-compliance transfer risk to SARS. = 3 

points                                                                                                                                      

(e) Meets 2 of the requirements, does not comply with certain material aspects of the Information Security 

Governace technical criterion. SARS may be able to make adjustments to accommodate the non-

compliance but the response may still transfer significant risk. = 2 points                                                                                                                                            

(f) Meets 1 of the requirements, does not comply with certain material aspects of the Information Security 

Governace technical criterion. SARS may be able to make adjustments to accommodate the non-

compliance but the response may still transfer significant risk. = 1 points                                                                                                                                                                                                                                                                                                                                                                                                                                                

(e) Does not comply with material aspects of the Information Security Governance technical criterion. The 

non-compliance with the technical criterion is regarded as unacceptable.= 0 points

6.2

 Information Security                                                                                                                                                                                                                                                                                                                                                                                                         

1. The Bidder must provide an overview of logical access control 

measures.

2. The Bidder must provide an overview of data protection measures.

3. The Bidder must provide an overview of technical support, problem-, 

change management processes, including patch management.

4. The Bidder must provide an overview of malicious code (viruses, 

malware, ransomware etc.) measures.

5. The Bidder must provide an overview of network security measures.

6. The Bidder must provide an overview of application security measures.

7. The Bidder must provide an overview of back up, disaster recovery and 

business continuity measures.

8. The Bidder must provide an overview of IT asset management, including 

compliance to license agreements.

8

(a)  Meets 7- 8 of the requirements, complies with all aspects of the Information Security criterion, the 

Bidder’s response to an Inquiry pose little or no risk in respect of the criterion, achievable, (technical support, 

after sales technical support, comprehensive security available, acceptable = 8 points 

(b)  Meets 4-6 of the requirements,  complies with material aspects of the technical criterion but may not 

comply in certain aspects of Information Security criterion, acceptable risk is posed in respect of the criterion. 

= 5 points 

(c)  Meets 2-3 of the requirements, complies with material aspects of the technical criterion but certain 

elements of non-compliance transfer risk to SARS. = 3 points

(d) Meets 1 requirement, does not comply with certain material aspects of the Information Security criterion. 

SARS may be able to make adjustments to accommodate the non-compliance but the response may still 

transfer significant risk. = 1 point

(e) Does not comply with material aspects of the Information Security technical criterion. The non-

compliance with the technical criterion is regarded as unacceptable.= 0 points

100 100TOTAL


