EXTERNAL GUIDE

GUIDE FOR THE SUBMISSION OF
THIRD PARTY DATA USING THE
HTTPS CHANNEL

YV SARS

At Your Service




TABLE OF CONTENTS

3.1

4.1
4.2
4.3

51
52
53
54

6.1
6.2

10
11
12

PURPOSE
INTRODUCTION

ENROLMENT ON EFILING AND SUBMISSION OF 3RD PARTY DATA TO SARS 4

Enrolling the organisation

MANAGING TECHNICAL ADMINISTRATORS

Enrolling a Technical Administrator
Viewing details of a Technical Administrator
Deleting a Technical Administrator
SECURITY CERTIFICATE FROM SARS
Requesting a certificate from SARS
Electronic request process

Manual request process

Deleting a certificate

MANAGING TECHNICAL USERS
Enrolling a Technical User

Viewing details of a Technical User
SUBMISSION DASHBOARD
SUBMISSION OF DATA FILES TO SARS
IMPORT A CERTIFICATE

EXPORT A CERTIFICATE

FURTHER INFORMATION

CROSS REFERENCES

EXTERNAL GUIDE

GUIDE FOR SUBMISSION OF THIRD
PARTY DATA USING THE HTTP
CHANNEL

GEN-ENR-01-G02

REVISION: 3

13
14
16
16
19
22
24
24
24
28
31
32
36
43
50
50

Page 2 of 50



1 PURPOSE

i The purpose of this document is to guide the technical users and technical
administrators in uploading third (3”’) party data via the secure web: HTTP channel.
The guide also demonstrates how to enroll, activate and delete a technical user,

administrator and business administrator on eFiling.

2 INTRODUCTION

i The 3“’party data platform enables taxpayers to submit 3rd party supporting data to
various SARS channels. This platform forms part of SARS modernisation process to
simplify the tax process and to align them with best international practices. The 3"

party data channels are:

A SARS branch office i manual capturing of limited volume submissions

A Direct Data Flow (by using the Connect: Direct technology and by using the
Secure Web: https) Taxpayers are required to enrol and activate for this channel
(refertotheConne ct : Gibde foehow t&use this channel)

A eFiling T electronic capturing of limited volume submissions

A e @s y Fiil oerfolidated and transactional data submission of the Dividend

Tax return.

Note: This guide only relates to the Direct Data Flow (by using the Secure Web: https)

channel.

i Direct Data Flow (Secure Web: https) is another channel which can be used to submit
a maximum of 50k lines or 10MB volumes of data. This channel reduces the overall
administrative burden of large volume data transfer, shorten data processing cycle
times and provide for faster feedback. Taxpayers who want to use the Direct Data Flow

channel must have eFiling profiles to enrol for this channel and activate it on eFiling.

1 Taxpayers choosing to use the Direct Data Flow channel (by using the Secure Web:
https) need to be in possession of a certificate to ensure secure file submission.
Taxpayers will also be required to declare the accuracy of the data submitted to SARS
by authorising the data submission. To enable SARS to administer these certificates
and to authenticate file submission, 3" party data providers must request certificates as

part of the enrolment and activation process.
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Taxpayers will only be able to activate the Direct Data Flow Channel for the tax data types

below. This is due to the fact that the taxpayer must be issued with a certificate to be used

with every file submission and that SARS must be able to authenticate file submissions.

= =4 =4 -4 A -

Dividends (Withholding) Tax

VAT?201 supporting data (in the future)
IT3(b), IT3(c), IT3(e) and IT3(s)
Medical Scheme Contributions
Insurance Payments

Foreign Tax Information (FTI), and CRS

3 ENROLMENT ON EFILING AND SUBMISSION OF 3RD PARTY DATA
TO SARS

i Non-eFilers wishing to use the Direct Data Flow channel should register for eFiling at

www. sarsefiling.co.za and follow the guidelines as provided on the page.

i To manage 3 party data submission, the taxpayer must have the following three types

of users allocated in the enrolment and submission of 3" party data to SARS:

G

Business Administrator i This user is the same as the current eFiling full
administrator. The role of this user is to enrol the legal entity/organisation that
will be submitting data to SARS and the Technical Administrator. The taxpayer
is not required to allocate new eFiling administrators for the purposes of 3" party
data submissions if one already exists.

Technical Administrator i The role of this user is to request the security
certificate and to enrol technical users. If the taxpayer decides to change the
Technical Administrator, a new Technical Administrator must be added before
the existing one can be removed. There must always be at least one Technical
Administrator for each enrolled organisation.

Technical User i The role of this user is to submit the data files to SARS via the
Direct Data Flow channel. An organisation can have multiple Technical
Administrators and Technical Users in order to allocate work according to the
organisation 6s requirements. The technical

the technical administrator.

Note: Once enrollment of the organisation is completed, the person who

enrolled the organisation becomes the Business Administrator. This implies
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http://www.sarsefiling.co.za/

that he/she (the Business Administrator) cannot enroll to be a Technical

Administrator or a Technical User.

3.1 Enrolling the organisation

i To enrol the organisation, the Business Administrator must be logged into eFiling at

www.sarsefiling.co.za.

WV SARS @FILING

How do | use Services?

o How does the senice operate?
o How do | request a directive?

« How long will it take to get a Directive?
o How will | be notified when the directives have been issued?

o Mowing Directives to History

Enrol Organisation « Viewing History
Enrol Technical Admin « IRP3e & TESL
Request Cenificate o Dupcating a Directive

Enrol Technical User
Submission Dashboard
Secure File joes the service operat
Subméssion

 Resubmiting a Declined Directive and viewing reasons why
« Canceling a successful Directive

Login using your login name and password. Once logged in to the senace you will have four main areas of the
senice — depicted at the top left of the screen below the SARS eFiling logo: Users, Organisation, Returns,

Services

 Within USER you can register additional users, assign user nghts, and change user details
« Within ORGANISATION you can register organisations, change organisation details, register tax types.

register banking details, and set

up hierarchies, workflow and notications

* Within TAX RETURNS you can wew tax returns issued, complete and submit tax returmns to SARS. You

can also view tax retums history

make payments to SARS and view payments history

« Within DIRECTIVES you can request. complete and submit directives to SARS. You can also view
directive history, duphicate, archive and print a hard copy. Once a directive has been issued you can, if
necessary. request that it be cancelied

g FOR TAX PRACTITIONERS

(3

i Once logged into eFiling and on your Organisations work page, click Services in the

top menu bar. From the side menu options, select Enrol 3" Party Data.

i Under the Enrol 3" Party Data option the following sub-menus are available:

Sub Menu

Accessed by role

Enrol Organisation

Business Administrator (eFiling Administrator)

Enrol Technical Admin

Business Administrator (eFiling Administrator)

Request Certificate

Technical Administrator

Enrol Technical User

Technical Administrator

Submission Dashboard

Technical Administrator

Technical User

Secure File Submission

Technical User
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Enrol Organisation
Enrol Technical Admin
Request Certificate
Enrol Technical User
Submission
Dashboard

Secure File
Submission

i Select Enrol Organisation

i The following screen, containing the organisations details will now appear. Select
Secure Web (https)

W SARS @FILING ﬁ FOR TAX PRACTITIONERS

Enrol Organisation for 3rd Party Data Submission

ORGANISATION DETAILS
Enrol Organis aton

Enrol Technical Admin Organisation Name: You have not yet enroled an organis adon for the submission
Regquest Certficate Registration Number: 0f 3rd Party Data. By default your representative
Enrol Technical User Trading As: Organisation (reSecing on the lef) has been selected
Submission
Dashboard Physical Address: tost To change this organis abon and 1o enrol a diflerent one
eaniriivads 0001 that will be submizing bulk data 1o SARS, please search for
the corres ponding organis ason
Total Number of Tech Admins’s: o
Total Number of Tech users’s: o

Reference Number:
Channels enroling for: Connect Direct
@ Secure Web (hitps)

Enrol Organisaton

Note: If the Income Tax, PAYE or VAT Reference number for the company is not pre-

populated on the textbox, enter the number on the textbox before you proceed to the next

step.
1 Click Enrol Organisation toretrieve the organisations details.
1 A pop up message will be screened. The message confirms whether the user wants to

enrol the organisation for 3 party data submission. Click Ok to proceed.
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WV SARS @FIUNG

USER | ORGANISATIONS | RETURNS | DUTIES & LEVIES BREZUEEERN TAX STATUS | CONTACT | LOGOUT

i FOR ? PRACTITION
-

Omer servces
Additional Services |
Tax Coarance Enrol Organisation for 3rd Party Data Submission
Cortificates R
w*‘m_ ORGANISATION DETALS
m,w'm Organisation Name: You have not yet enroled an organis aion for the submission
Request CertScate Registration Number: of 3rd Party Data. By default your representative
Enrol Technical User Trading As: Organisation (refiecting on the lef) has been selected.
Dashooard ERVSCN Ackkues To change this organisaton and 1o enrol a difierent one
m that will be submiting bulk data o SARS, please search for
vtz ] s
T Total Number of Tech Admins's: 0
Total Number of Tech users’s: 0
Reference Number:
Channels enroling for: ) Connect Direct Are you sure you want to enrol this Qrganisation for 3rd Party Data
?
® Secure Web (htips) Do
]
1 The screen below will be displayed

W SARS @FluNG

USER = ORGANISATIONS &= RETURNS | OUTIES & LEVIES TAX STATUS | CONTACT | LOGOUT

Enrol Organisation for 3rd Party Data Submission

ORGANISATION DETAILS

| Enrol 3ed Party Dats
Enrol Organisation

Entol Admin Name: The organis ation reSected on the let is he organisation hat
Request Cersicate Registration Number: you have selected % enrol for the submission of 3rd Party Data
Envol Technical User Trading As:

Submission
Dashboard Physical Address:
Saecure File
Submission
% Total Number of Tech Admins’s: 1
Total Number of Tech users’s: 0
Reference Number:
Channels enroled for: Secure Web (hips)

=
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1 Once an organisation has been enrolled the Status will be Legal Entity Enrolled, the
Business Administrator will be able to enrol the Technical Administrator(s).

Note:

i Users can now switch from using Secure Web (http) to Connect Direct and vice versa.
This requires users to enrol for the use of both Connect Direct and Secure Web (http).
To enrol for both, once having enrolled for Secure Web (http), follow the same
procedure as above (3.1), however when selecting the preferred channel, select
Connect Direct. This will result in the user being enrolled for both Secure Web (http)
and Connect Direct.

O  See screen below:
WV SARS @FILING ﬁ FOR TAX PRACTITIONERS
|

; Enrol Organisation for 3rd Party Data Submission

| ORGANISATION DETAILS

E:: ?;9:::':;‘“ Organisation Name: The organisation reflected on the left is the organisation that

Request Centficate Registration Number: you have selected 10 envol for the submission of 3ed Party Data

Enrol Technical User Trading As:

— Physical Address:

Secure File

Submission

|

f Total Number of Tech Admins's: 1

! Total Number of Tech users's: 1

Reference Number: Logal entty envolied
Channels earoling for: ¥ Connect Direct Legal entty enrolied
V' Secure Wed (Mips)

i The status will initially read as Legal Enrolment Requested. The status will later
change to Legal Entity Enrolled. The organisation can only enroll a technical
administrator if their status reads Legal Entity Enrolled.

i The status will only change once the user has refreshed the screen
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4 MANAGING TECHNICAL ADMINISTRATORS

4.1 Enrolling a Technical Administrator

CNrol vrganisatuon
Enrol Technical Admin
Request Certificate
Enrol Technical User
Submission
Dashboard

Secure File
Submission

i To enrol a Technical Administrator, go to Services on the top menu, and then click

Enrol 3" Party Data on side menu.

i Select Enrol Technical Admin from the side menu options
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WV SARS @FILING ﬁ FOR TAX PRACTITIONERS
‘ USER | ORGANISATIONS | RETURNS L\.lel;l-!im'kls'A'vL CONTACT | LOGOUT . ' R

Enroll Technical Administrator for 3rd Party Data Submission

Enrol Organis aton
Enrol Technical Admin Organisation Name:

Enrol Technical

Submission L Tax Reference:
Dashboard
Secure File

Sudbmission
NAME JO NUMBERPAS SPORT NUMBER ENROULMENT DATE STATUS
), 20140423 Enroiment reques ted Qoen

Find Technical ASminis Yalor

1 Click Find Technical Administrator to search and select a Technical Administrator.

¥ SARS @FILING i@ ron ax pracTiTionERs
USER | ORGANISATIONS | RETURNS | DUTIES & LEVIES m TAX STATUS | CONTACT | LOGOUT - R

Enrol Organisation

Enrol Technical Admin Search User
Request Certificate T
Enrol Technical User
Submission Login Name FirstName

Dashboard
Seararie

Submission

Surname Email Address

1 Complete the information required and clicks Search. The user can complete one of
the fields and click on search. If no values are entered in the above fields, click Search

and all the registered eFiling users for the relevant organisation will be displayed.
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Search for Tax User

Surname Email Address

Login Name [ ] First Name [ l
Record found ° Page 1 of << Previous Next >
Surname First Name Login Name Email Address
Bernwieser
NewTA1
Back to Top
close
1 The screen with the user 6s det ai hatsis tavbel | be
enrolled as the Technical Administrator
Enroll Technical Administrator for 3rd
Party Data Submission
USER DETAILS
Name:
ID Number:
Email Address:
Cell Phone:
Telephone Number:
[ Enroll Technical Administrator ]
EXTERNAL GUIDE REVISION: 3 Page 11 of 50
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1

The screen with the details of the selected user will be displayed as a confirmation.

Select Enroll Technical Administrator to submit the request.
YV SARS @FILING

Enroll Technical Administrator for 3rd Party Data Submission
ORGANISATION DETAILS

Enrol Organis ason
Enrol Technical Admin Organisation Name:
Request Cersicate Registration Number:
Enrol Technical User
Submission Tax Retorance:
e [ NAME _JONUMBERPASSPORT NUMBER _____ ENROUMENTOATE ____Jstarus | ]

EXTERNAL GUIDE

20140423 Enrolment requested Qpen

Find Technical Adm inis ¥ator

By selecting the Enrol Technical Administrator button you will be redirected to the

grid page.

In the Status column, the status Enrolment Requested indicates that SARS is still
processing the enrolment. The status Link Enrolled will be displayed once the

enrolment of the user as the Technical Administrator has been confirmed.

To replace one Technical Administrator with another Technical Administrator, the first
enrolled Technical Administrator must have a status Link Enrolled. The Business
Administrator must then enrol a new Technical Administrator. Click Find Technical
Administrator and once a new Technical Administrator has been enrolled, the other

Technical Administrator can be deleted.
To delete all Technical Administrator(s), all associated Technical Users and certificates

need to be deleted first. Refer to paragraph 6.1 Enrolling a Technical User for a

description of how to delete technical users.
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4.2 Viewing details of a Technical Administrator

Other Services
Tax Directives

Additional Services

Tax Clearance
Certificates

Enrol 3rd Party Data
Enrol Organisation
Enrol Technical Admin
Request Certificate
Enrol Technical User
Submission Dashboard

Secure File
Submission

Live Help?

To view all the Technical Administators, click Enrol Technical Admin

=a

Y SARS @FILING a §R ORGANISATIONS
USER | ORGANISATIONS RETURNS CUSTOMS | DUTIES & LEVIES CONTACT LOGOUT 4

nroll Technical Administrator for 3rd Party Data Submission
Tax Clearance
Certificates

.
Enrol Organisation Organisation Name:

Enrol Technical Admin  Registration Number:
Request Certificate Tax Reference:

ORGANISATION DETAILS

Enrol Technical User

Submission Dashboard

Secure File

Submission NAME ID NUMBER/PASSPORT NUMBER [ENROLLMENT DATE S

2013/03/18 Link Enrolled Open
2013/03/25 Enrolment requested Open

Find Technical Administrator |
i All the Technical Administrators will be displayed. Click Open next to a Technical

Administrator to view the details of that particular Technical Administrator.
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l ¥ SARS @F”—'NG ﬁ FOR TAX PRACTITIONERS

USER ORGANISATIONS RETURNS OUTIES & LEVIES m TAX STATUS | CONTACT LOGOUT . . R
Enrol Organisaton
Enrol Technical Admin
R t Certificate
m‘:‘;‘ ot Enrol Technical Administrator for 3rd
Submission Party Data Submission
Dashboard
Secure File
Submission
Name:
10 Number:
Emall Address: TEST@TEST.COZA
Cell Phone:
Telephone Number:
Deiete Technical Adminis rator
i Details of the particular Technical Administrator will now open.

4.3 Deleting a Technical Administrator

W SARS @FILII\IG | FoR TAX PRACTITIONERS

USER | ORGAMISATIONS | RETURNMS | DUTIES & LEVIES m TAX STATUS | CONTACT | LOGOUT

Enroll Technical User for 3rd Party Data Submission

ORGANISATION DETAILS

Enrol Organisation
Enrol Techaical Admin Organisation Name:
Request Coricale Registration Number:
Enrol Techaical User
Submission Tax Reference:
Dashboard
Secure File
Submission
[ NAME D NUMBERPASSPORT NUMBER ENROLLMENT DATE |sTaTUS |
| 201400423 Enrolment requested Ooen |
Find Technical User
1 To delete a Technical Administrator , click Open next to the Technical Administrator

that is to be removed.
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‘ ¥ SARS @F"—'NG ﬁ FOR TAX PRACTITIONERS

USER ORGANISATIONS RETURNS DUTIES & LEVIES m TAX STATUS | CONTACT LOGOUT
Envol Oganisaton
Enrol Technical Admin
Request Certiicate
Encol T Ve Enrol Technical Administrator for 3rd
o Pary D Sumisio e W
Dashboard
it You are about to delete a Technical
Submission Administrator - Please note thata delete will
R Name: resultin a change in the Technical User Source
3 10, which i d in the fil bmiss i
% 10 Number: Toobt:m ;“:‘:Q*':::K'j;“ e
Emall Address:
Cell Phone: * Please log in as the Technical User
* Gou ur il
Telophone Number: O: ;::nmplﬂ;ld‘?w Data Menu > Enrol
Technical User > Sel Technical User
o | e
Idenufier
® Use the new Source 10 in your file
submissions.
Confirm Cancel
i Click Delete Technical Administrator to remove the Technical Administrator.
You are about to delete a Technical
Administrator - Please note that a delete will
result in a change in the Technical User Source
ID, which is used in the file submission.
To obtain the new source ID:
e Please log in as the Technical User
e Go to your profile:
On the Enrol 3rd Party Data Menu ->
Enrol Technical User -> Select Technical
User -> Click Open -> Copy the entire
Source Identifier
e Use the new Source ID in your file
submissions.
Confirm Cancel
1 You will be prompted to confirm that the user must be deleted. If you select OK, the

Technical Administrator will be deleted. To cancel the deletion, select Cancel.

1 To delete all Technical Administrator(s), all associated Technical Users
certificates need to be deleted first. Refer to paragraph 6.1 Enrolling a Technical User

for a description of how to delete technical users.
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I Please Note E3 I

o You cannot delete this user. Please delete all
Technical Users and certificates before attempting
to delete the user again.

| OK I Cancel

i If you attempt to delete the only enrolled Technical Administrator without having

deleted all the Technical Users first, this message will be displayed.

5 SECURITY CERTIFICATE FROM SARS

5.1 Requesting a certificate from SARS

1 Once a Technical Administrator has been enrolled successfully, the Technical
Administrator can request the security certificate from SARS. This certificate is

required for submission of data via the websecure (https) channel.

i To request the security certificate from SARS, select Request Certificate from the side
menu options, on your Organisations work page under the Enrol 3rd Party Data

menu.
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